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Abstract

This research explores the idea of adopting Artificial Intelligence (AI) to monitor
cryptocurrency and evaluates whether it is economically feasible for Kazakhstan, considering
current technological and legal conditions. Cryptocurrencies enable fast and borderless value
transfers, while also facilitating money laundering through various techniques which
complicates detection of such transactions due to the anonymous nature of these. Building
on FATF-standards and the emerging literature on Al-enabled AML (anti-money
laundering), this study applies a qualitative case-study design focused on Kazakhstan’s
regulatory environment, where most crypto-related activities are limited outside the Astana
International Finance Center (AIFC). Empirical evidence consists of ten semi-structured
interviews with experts (conducted anonymously due to topic sensitivity), documentary
analysis of regulatory materials and international practice. Findings display partial readiness
of Kazakhstan for Al-driven crypto monitoring. Although the FMA already uses the hybrid
approach, there are limitations. In addition to this, phased hybrid strategy allows the most
viable balance between effectiveness, cost and institutional sustainability.
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1. Introduction

The development and expansion of cryptocurrencies has significantly changed the global
financial landscape. Cryptocurrencies do not use traditional financial mediators. Instead, they
rely on distributed ledgers technology to verify and keep records of transactions (Yli-Huumo
et al., 2016). Cryptocurrencies contribute to more inclusivity and better opportunities for
people around the world. However, despite all the advantages cryptocurrency also poses
significant risks for financial integrity. Especially in the context of money laundering and
other illegal financial activities (Campbell-Verduyn, 2018).

Money laundering through cryptocurrency is the process where illegally obtained funds are
concealed, transferred, or integrated into the legal economy via virtual assets and blockchain-
based transactions. This process uses pseudonymity, cross-border transferability, and the
technical complexity of blockchain networks to hide or distort the origin and ownership of
criminal procedures (Albrecht et al., 2019; FATF, 2021). While traditional money laundering
typically relies on banks and financial intermediaries, cryptocurrency-based laundering can
occur through decentralized systems that operate beyond conventional regulatory framework,
complicating detection.

Since the establishment of cryptocurrency, many examples of large-scale money laundering
using cryptocurrency have emerged. For example a case of Tornado Cash, a cryptocurrency
mixing platform. According to the US Treasury Department, over $7 billion has been
laundered through the service since its launch in 2019 (US Treasury Department, 2022).
Hacker groups, including the North Korean group Lazarus, stole the funds. In August 2022,
Tornado Cash was placed on the US sanctions list as a tool for money laundering (US
Treasury Department, 2022).

Another good example is the hacking of the Bitfinex crypto exchange in 2016, which resulted
in the theft of about 120,000 bitcoins. For several years, attackers have used sophisticated
methods to hide traces of transactions, including splitting wallets, switching between
different blockchains, and using mixing services (U.S. Department of Justice, Archive,
2024). Despite the apparent anonymity of such operations, the investigation was made

possible using blockchain analytics tools and interagency cooperation (Chainalysis team,



2023). This case clearly demonstrates both the scale of cryptocurrency laundering and the
importance of modern analytical technologies in countering such crimes.

Globally, the volume of illegal activity using cryptocurrencies continues to grow. According
to Chainalysis (2024), in 2023, about 24.2 billion US dollars were related to money
laundering using cryptocurrencies. These trends are prompting regulators to review existing
anti-money laundering (AML) systems and look for new technological solutions that can
address the specific risks associated with virtual assets.

Similarly, Kazakhstan has seen an increase in cryptocurrency-related activity. Over the past
decade, transaction volumes reached approximately 4.1 billion US dollars in 2023
(Chainalysis, 2024). At the same time, at the national level, the turnover of cryptocurrencies
is generally limited, and legal transactions are allowed under the special legal regime of the
Astana International Financial Center (AIFC). The Law "On Digital Assets in the Republic
of Kazakhstan" (2023) and the AIFC regulations regulate the licensing and supervision of
virtual asset service providers (VASPs), bringing the national system in line with
Recommendation 15 of the Financial Action Task Force (FATF).

The Financial Monitoring Agency (FMA), established in 2021, is responsible for detecting,
preventing and investigating cases of money laundering in Kazakhstan. In 2024, 36
clandestine crypto exchange platforms, through which transactions worth about 60 billion
tenge were carried out, were liquidated by government agencies,. In addition, during these
events, crypto assets worth about $4.8 million were frozen (Inform.kz, 2024). During the
same period, the first court verdicts were handed down in cases related to illegal
cryptocurrency activities, which became an important stage in the practical application of
crypto regulation in the country (Tengrinews.kz , 2023; 2024). These examples demonstrate
a growing institutional understanding of the risks associated with financial crimes in the field
of cryptocurrencies.

However, the increasing sophistication of laundering techniques has exposed the limitations
of traditional monitoring tools. Conventional AML mechanisms, largely designed for bank-
mediated transactions, are often insufficient for tracking decentralized, high-volume, and
cross-chain cryptocurrency flows. In response, worldwide regulatory authorities are
implementing artificial intelligence (Al) and advanced analytical tools, including blockchain

analytics platforms and machine-learning models, to enhance transaction monitoring,



anomaly detection, and risk assessment (Chen et al., 2018; FATF, 2021). According to the
International Monetary Fund, (2023) more than 60% of financial intelligence units in OECD
countries are already using or testing Al tools to identify suspicious financial activities,
including digital assets transactions.
Besides, given that cryptocurrency transactions happen in real time and are cross-border, the
limitations of traditional systems become apparent. For example, a World Economic Forum
(2023) report notes that approximately 70% of major financial regulators in developed
countries consider rules-based anti-money laundering systems ineffective without the
support of Al-powered analytics. It is primarily due to high false positive rates and the
inability to detect complex network patterns (World Economic Forum, 2023).
In response to these challenges, authorities in the USA, EU countries and the UK, artificial
intelligence is already actively used in financial monitoring. According to FinCEN, the use
of Al has reduced the time needed to analyze suspicious transactions by 30-50% and
improved the accuracy of detecting high-risk transactions compared to traditional methods.
European authorities are adopting similar approaches, where Al is used to analyze
connections between wallets, exchanges, and decentralized platforms (European Central
Bank, 2023).
Despite the significant potential, the practical implementation of Al-based monitoring
systems 1s a challenging process. The one accompanied by technical, institutional and
organizational difficulties. These include high financial costs, infrastructure requirements,
data-integration limits, and unresolved legal and ethical questions related to algorithmic
decision-making. For countries like Kazakhstan, which operate under fiscal, institutional, and
regulatory constraints, the adoption of Al for cryptocurrency monitoring raises a question of
economic feasibility rather than technological capacities.
In this regard, this study is aimed at assessing the economic feasibility of introducing artificial
intelligence into monitoring cryptocurrency transactions at the Financial Monitoring Agency
of the Republic of Kazakhstan, under the current technological and legal conditions. More
specifically, the study addresses the following questions:

1. What is the current technological capacity of the FMA and Kazakhstan’s

financial monitoring system for adopting Al-based tools?



2. How do existing legal and regulatory frameworks influence the integration of Al
in cryptocurrency surveillance?
3. What are the expected costs and potential savings associated with implementing
Al for transaction monitoring?
By comparing international best practices with the institutional realities of Kazakhstan, this
study aims to develop practical recommendations for strengthening the national anti-money
laundering system in the context of the rapid development of digital financial technologies.
The next chapter provides a literature review on money laundering mechanisms using
cryptocurrencies, regulatory approaches to their control, as well as the role of artificial
intelligence and modern analytical tools in AML systems. The methodology section
describes the design of the study and the data collection methods used. The chapter with the
results analyzes the technological capabilities of Kazakhstan, the regulatory environment and
the economic feasibility of implementing Al after which recommendations on public policy

are formulated and the main conclusions of the study are presented.
2. Literature Review
2.1. Money Laundering Through Cryptocurrency: Risks and Techniques

The growing circulation of cryptocurrencies has created new opportunities for both legitimate
financial innovation and criminal misuse. Unlike traditional banking systems, blockchain-
based networks allow users to send funds directly to one another without relying on
centralized intermediaries such as banks (Campbell-Verduyn, 2018). This peer-to-peer
structure reduces transaction frictions but also removes many of the monitoring mechanisms
that conventional anti-money laundering (AML) frameworks rely on (Choo, 2015).

Money laundering through cryptocurrency can be understood as the process by which
illegally obtained funds are concealed, layered, or integrated into the formal economy using
virtual assets and blockchain transactions. While blockchains are, in principle, transparent
ledgers, the absence of mandatory identity disclosure at the wallet level allows criminals to
separate addresses from real-world identities and to distribute transactions across different

accounts.
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Scholars identify several recurring techniques exploited to launder funds through
cryptocurrencies. One widely documented method involves mixers and tumblers. Mixers
pool numerous users’ coins and redistribute them to new addresses, breaking the traceable
link between sender and recipient (Dyntu & Dykyi, 2018). Tumblers perform a similar action,
often charging a fee to “shuffle” coins over multiple transactions to obscure the transaction
trail (Albrecht et al., 2019). These tools significantly complicate blockchain analysis by
fragmenting flows and distorting transaction patterns (Desmond et al., 2019).

The second technique is chain-hopping, where funds are moved across different
cryptocurrencies and blockchains to avoid detection. Criminals might, for instance, convert
Bitcoin into privacy-focused coins such as Monero, which conceals address and transaction
details (Dyntu & Dykyi, 2018). This multi-chain layering complicates the reconstruction of
a complete picture of the laundering process, especially when some networks lack
sophisticated analytics tools (Choo, 2015).

Moreover, privacy coins and decentralized exchanges (DEXs) present further challenges.
Privacy coins are specifically designed to hide sender, receiver, and transaction amounts,
undermining conventional blockchain transparency (Albrecht et al., 2019). Decentralized
exchanges which allow trading without centralized order books, reduce the effectiveness of
traditional supervisory mechanisms that depend on regulated intermediaries.

The transborder and decentralized nature of cryptocurrencies amplifies these risks. Funds can
be transferred in seconds, bypassing currency controls and traditional financial institutions
(Desmond et al., 2019). This dynamic increases pressure on national authorities, who must
coordinate internationally to trace cross-border flows and align their frameworks with global
standards (Campbell-Verduyn, 2018). Overall, the literature shows that cryptocurrency-
based money laundering is not only a technical issue but also a systemic one, challenging

existing AML frameworks.
2.2. Existing Tools and Measures for Preventing Money Laundering

Various authors focus on the regulatory instruments designed to combat money laundering,
which also involves cryptocurrency. Traditional AML frameworks are built around key

notions such as customer due diligence, transaction monitoring, reporting of suspicious
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activity, and international cooperation. As Subbagari (2024) notes, effective governments
typically establish clear responsibilities for financial institutions, including requirements to
monitor transactions, conduct risk assessments, and report suspicious behaviour. These
obligations are increasingly being extended to virtual-asset service providers (VASPs).

The Financial Action Task Force has a central role in setting global standards for virtual
assets. FATF Recommendation 15 requires states to regulate and license VASPs and to
ensure that they implement AML and counter-terrorist financing (CFT) controls comparable
to those applied to traditional financial institutions (FATF, 2023). This includes measures
such as customer identification, ongoing monitoring, and compliance with the “Travel Rule”,
which requires the sharing of origin and recipient information in certain virtual-asset
transfers.

At the operational level, many jurisdictions continue to rely on established AML instruments
such as Know Your Customer (KYC) and transaction monitoring. Obe and Nay (2022),
examining the digital age, emphasize that KYC requirements remain a cornerstone for
preventing illicit activities, helping institutions verify the identity and risk profile of clients.
They argue that these mechanisms, historically designed for bank accounts and payment
services, must be systematically extended to cryptocurrency exchanges and wallets to avoid
regulatory blind spots.

However, Akhmetkerey, Issabayeva, and Bastaubayeva (2019) recognize important gaps in
solely regulatory or procedural responses. Although in Kazakhstan regulatory efforts have
sought to manage the risks associated with cryptocurrency, vulnerabilities persist due to the
pseudonymous nature of blockchains and the existence of informal or illegal exchanges.
Proskurina (2023) similarly notes that despite the Law “On Digital Assets in the Republic of
Kazakhstan™ and the special regime of the Astana International Financial Centre, cross-
border transactions and unregulated platforms remain difficult to supervise.

The IMF (2022) highlights that regulatory convergence is incomplete. While some countries,
such as the United States and Singapore, have created sophisticated AML systems for
cryptocurrencies, many jurisdictions fall behind in integrating FATF standards into domestic
law. FATF (2023) reports that by the end of 2023 only about a quarter of jurisdictions had
fully implemented its standards for virtual assets, leaving significant drawbacks in the

international system.
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Overall, the literature analysis displayed that existing tools and measures (i.e. legal
frameworks, KYC, reporting obligations, and international standards) are essential, but
insufficient. They provide a normative foundation, but their effectiveness in the context of
cryptocurrencies increasingly depends on technological capabilities such as data analytics,

blockchain tracing, and, more recently, Al-based systems.
2.3. Al and Modern Analytical Instruments in AML and Crypto Monitoring

Over the last decade, scholars and practitioners have increasingly highlighted the role of
artificial intelligence, machine learning (ML), and blockchain analytics in enhancing AML
systems. As crypto-related financial crime has grown more complex, regulators and financial
institutions have sought technological solutions capable of detecting suspicious patterns in
large and heterogeneous datasets.

Chen et al. (2018) provide a comprehensive review of machine-learning techniques for AML.
They note that ML methods, including supervised and unsupervised algorithms can improve
the detection of anomalous transactions by learning patterns from historical data. These tools
can assist in risk-scoring customers and transactions, identifying unusual behaviour that may
not be captured by rule-based systems alone. Similarly, Akhtar et al. (2023) argue that
technological advances offer new opportunities to combat money laundering, but they also
introduce legal and governance challenges related to transparency, accountability, and data
protection.

In the field of cryptocurrencies, blockchain analytics platforms such as Chainalysis, Elliptic,
TRM Labs, and CipherTrace have become central actors. These systems cluster wallet
addresses, trace transaction flows, and assign risk scores based on typologies of illicit
behaviour, such as links to darknet markets, mixing services, or sanctioned entities.
According to KPMG (2021), such tools enable rapid analysis of large volumes of blockchain
data, significantly improving the capacity to detect suspicious activity and respond to
emerging threats. They also facilitate cross-border cooperation by providing standardized
risk indicators that can be shared between regulators, law-enforcement bodies, and private

institutions.
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Recent studies go further by integrating machine-learning algorithms directly into blockchain
analysis. Lyeonov et al. (2024), for example, demonstrate the use of Bayesian classifiers to
analyse Ethereum transactions and identify patterns associated with suspicious activity. They
argue that these methods can support regulators by automating parts of the detection process
and by prioritizing high-risk transactions for further investigation. This suggests that Al tools
are not merely add-ons to existing systems but can fundamentally reshape how monitoring is
conducted.

At the same time, the literature stresses that Al-based monitoring is not without risks and
costs. FATF (2021) emphasizes that the adoption of new technologies must remain consistent
with principles of data protection, privacy, and cybersecurity. IMF (2025) points out that Al
systems require continuous maintenance, model updates, and skilled personnel, which can
be costly for public authorities. It is also noted that poorly designed systems may generate
excessive false positives or embed biases, thereby undermining both efficiency and fairness.
Furthermore, several authors underline that the effectiveness of AI tools depends on
institutional and infrastructural conditions. Al models require high-quality, structured data
and interoperable systems that can integrate information from multiple sources, such as
banks, VASPs, and law-enforcement databases (FATF, 2021; IMF, 2025). In the absence of
such infrastructure, even advanced Al tools may deliver limited value. As a result, the
literature increasingly views Al not as a standalone solution but as part of a broader hybrid
approach, where technology enhances human expertise rather than replaces it.

This discussion is directly relevant to Kazakhstan’s context, where the Financial Monitoring
Agency has begun to use commercial blockchain analytics tools but faces constraints related
to data integration, infrastructure, and human capital. The question of whether Al can be
implemented in a cost-effective and institutionally sustainable way remains largely

unanswered and forms the core of this thesis.
2.4. International Experience and the Case of Kazakhstan

A growing body of work examines how different countries have approached the regulation
and monitoring of cryptocurrency-related money laundering. These comparative studies

provide important benchmarks for Kazakhstan.
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In the United States, the Financial Crimes Enforcement Network (FinCEN) and other
agencies have developed a proactive regulatory and supervisory environment for virtual
assets. FInCEN cooperates closely with private blockchain-analytics providers, using their
tools to trace suspicious transactions and ensure compliance with AML/CFT regulations
(Financial Crimes Enforcement Network, n.d.; Lindsay, 2023). The U.S. model is
characterized by multiple overlapping authorities, each with specialized mandates, coupled
with extensive use of technological tools.

In the UK, the FCA supervises crypto-asset businesses under the AML/CTF regime and
requires in-scope firms to register under the Money Laundering Regulations. In practice,
crypto businesses commonly rely on blockchain-analytics tools (e.g., Elliptic) to support
transaction monitoring and compliance (FCA, 2019). Singapore regulates DPT services
through MAS AML/CFT requirements (e.g., Notice PSNO02). In this technology-forward
compliance environment, blockchain-analytics providers such as Chainalysis and Elliptic are
widely used in the market to support monitoring and risk assessment, while MAS continues
to advance a regulated digital-asset strategy.

Russia offers a different example. The Federal Financial Monitoring Service
(Rosfinmonitoring) has developed the “Transparent Blockchain” system, an in-house
blockchain-monitoring tool designed to track suspicious transactions and support the
identification of financial crimes. This case illustrates a state-driven attempt to build domestic
analytical capacity rather than relying solely on foreign vendors.

In contrast, the literature on Kazakhstan focuses primarily on the development of legal
frameworks and the role of the Astana International Financial Centre. Akhmetkerey et al.
(2019) and Proskurina (2022) describe Kazakhstan’s approach as cautious but evolving,
combining strict prohibitions on cryptocurrency operations outside the AIFC with a more
permissive environment within it. The Law “On Digital Assets in the Republic of
Kazakhstan” defines virtual assets and allocates supervisory responsibilities among the FMA,
the National Bank, and AIFC regulators. At the same time, Diakonashvili et al. (2022)
highlight that cross-border transactions, anonymity, and informal markets continue to pose
significant AML risks.

Available reports indicate that Kazakhstan has taken some steps toward technological

monitoring. The FMA has dismantled illegal cryptocurrency exchanges with substantial

15



turnover and has reportedly cooperated with international analytics providers such as
Chainalysis. However, academic literature provides limited detail on the specific tools used,
their coverage, or their long-term sustainability. Most analyses remain focused on legislative
developments and international cooperation rather than on the analytical instruments
deployed by the FMA and their effectiveness.

Overall, comparative evidence shows that advanced jurisdictions increasingly integrate Al
and blockchain analytics into their AML architectures, while countries like Kazakhstan are
still in an early, experimental phase. This suggests not only a technological gap but also a
research gap: few studies evaluate how feasible it is for emerging economies to adopt similar

tools given fiscal, institutional, and infrastructural constraints.
2.5. Summary

The literature reviewed in this chapter highlights several key points. First, cryptocurrencies
introduce distinctive money-laundering risks due to their pseudonymity, decentralization,
and cross-border nature. Criminals use techniques such as mixers, tumblers, chain-hopping,
and privacy coins to conceal the origin and movement of illicit funds (Albrecht et al., 2019;
Dyntu & Dykyi, 2018). Second, while existing AML frameworks provide an essential
regulatory foundation, they struggle to fully address the complexity of cryptocurrency-based
laundering, especially where regulation and supervision lag behind technological
developments (FATF, 2021; IMF, 2022).

Third, there is growing consensus that Al and modern analytical tools are becoming
indispensable components of effective AML systems. Machine learning, blockchain
analytics, and hybrid human—machine approaches can significantly enhance detection
capacity, reduce manual workloads, and improve the timeliness of interventions (Chen et al.,
2018; Lyeonov et al., 2024; KPMG, 2021). However, the literature also underlines that these
tools require substantial investment in infrastructure, high-quality data, and specialized
human capital, and they raise important legal and ethical issues.

Finally, while comparative work on the United States, the United Kingdom, Singapore, and
Russia documents a variety of regulatory and technological responses, there is a notable lack

of empirical research on Kazakhstan and similar jurisdictions. Existing studies on
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Kazakhstan focus predominantly on legal frameworks and international cooperation, offering
limited insight into the actual analytical instruments used by the FMA, their effectiveness, or
their economic and institutional feasibility (Akhmetkerey et al., 2019; Proskurina, 2023;
Diakonashvili et al., 2022).

This thesis addresses these gaps by examining what modern tools Kazakhstan’s Financial
Monitoring Agency can realistically implement to track money laundering in cryptocurrency
transactions, and under what conditions Al-based solutions are economically and
institutionally feasible. By linking the conceptual and comparative literature with empirical
evidence from Kazakhstan’s regulatory practice, the study seeks to inform both national

policy debates and broader discussions on Al adoption in financial supervision.
3. Methodology
3.1. Research Design and Approach

This study examined whether the implementation of artificial intelligence (Al) for monitoring
cryptocurrency transactions in Kazakhstan’s Financial Monitoring Agency (FMA) is
economically feasible under current technological and legal conditions. Since the research
question is focused on institutional capacity, governance constraints, and the practical costs
and benefits of adopting advanced analytical tools, this study applied a qualitative,
descriptive, and inductive research design. This approach allowed the research to capture
expert knowledge, institutional realities, and policy dynamics without assuming a
predetermined causal model.

A case-study logic was also applied in this study. Centered on the FMA and the national
crypto-regulatory environment, it combined primary qualitative evidence from expert
interviews and secondary evidence from official documents, regulatory materials, and

credible international reports.

3.2. Analytical Framework

This research used three points as conceptual lenses, which were important for a broader and

multidimensional approach.
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1. Technological readiness: the availability of data infrastructure, analytical tools,
integration capacity, and human capital to support Al-enabled monitoring.

2. Regulatory and institutional context: whether the legal framework, institutional
mandates, data-sharing arrangements, and governance safeguards enable or constrain
Al use in AML/CFT monitoring.

3. Economic feasibility: the cost structure of implementation (tools, infrastructure,
staffing, training, maintenance) and the expected institutional benefits (efficiency,

detection speed, investigative prioritization, asset-freezing potential).

3.3. Data Sources

This research relied on two categories of data. Firstly, primary data (expert interviews).
Ten semi-structured interviews were conducted with experts directly familiar with
AML/CFT oversight, crypto-asset compliance, and/or digital financial governance in
Kazakhstan. Since the topic involved enforcement practices, investigative techniques, and
institutional constraints, interview participants requested confidentiality and anonymity.
Secondary data (public documents and policy materials). Publicly available documents
as our secondary data were used for three core purposes. Firstly, to map the legal and
institutional context for crypto-related AML/CFT in Kazakhstan. Secondly, to benchmark
Kazakhstan’s approach against international standards and supervisory practice. Lastly, to
triangulate interview statements regarding monitoring tools, typologies, and implementation
constraints. The secondary dataset included:

(a) Kazakhstan legal and regulatory acts governing digital assets and AML/CFT
mandates (e.g., the Law “On Digital Assets in the Republic of Kazakhstan” (2023)
and related implementing rules);

(b) AIFC/AFSA regulatory materials relevant to virtual-asset service providers
(VASPs), including AML/CFT requirements and supervisory guidance applicable
within the AIFC jurisdiction;

(c) International standards and guidance on virtual assets and AML/CFT technologies,

primarily FATF materials on virtual assets and the use of new technologies;
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(d) International analytical reports on illicit crypto activity and typologies (e.g.,
Chainalysis Crypto Crime reporting) used to describe laundering mechanisms and
monitoring indicators; and

(e) Official enforcement and sanctions communications (e.g., U.S. Department of Justice
and U.S. Treasury press releases on major crypto laundering cases and mixer-related
actions) used as real-world examples of methods such as mixing and cross-chain
laundering and the tools used to investigate them.

Additionally, information obtained through participation in an industry event (Astana
Finance Day, 2025) and expert engagements were integrated into this study. These insights
were treated as contextual field-based evidence only and were used to interpret policy
direction and stakeholder priorities; they were not used as a substitute for documentary

sources or interview data, but as supplementary pieces.

3.4. Expert Interviews
3.4.1. Sampling strategy and recruitment

A purposive sampling strategy was used to identify interviewees with relevant experience in
cryptocurrency regulation, compliance monitoring, financial intelligence, and/or digital
governance. In addition, this research required specialised knowledge and access to practice-

based insights that were not available through public data.

3.4.2. Interview format and instruments

Interviews were conducted in a semi-structured format to balance comparability across
respondents with flexibility to sensitive or complex issues. The interview guide was focused
on:
e current monitoring practices and analytical tools wused in crypto-related
investigations;
e perceived technical constraints (data quality, systems integration, computational
capacity);
e legal and institutional barriers (data-sharing, accountability, Al governance needs);
e costdrivers and feasible implementation models (vendor tools vs. in-house capability;

hybrid options);
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e perceived impact of Al/advanced analytics on operational effectiveness.
3.4.3. Anonymity and coding

Given the sensitivity of AML/crypto enforcement and compliance topics, all interviewees
remained anonymous as per their requests. In reporting results, participants were referenced
using neutral identifiers. Any potentially identifying institutional details were either removed

or generalised to prevent deductive disclosure.
3.5. Document and Secondary Data Review

Secondary data was used for three purposes:
1. Contextualisation: establishing the regulatory environment and institutional roles
relevant to AML/CFT and crypto oversight in Kazakhstan.
2. Triangulation: cross-checking expert statements against official documents and
reputable reports.
3. Feasibility grounding: supporting the economic and operational feasibility

discussion using credible benchmarks and reported typologies.
3.6. Data Analysis

Data analysis followed two complementary qualitative methods, which included thematic
content analysis. Interview notes/transcripts and key documentary materials were coded to
identify recurring themes related to the three feasibility dimensions (technological readiness,
regulatory context, economic feasibility). This included patterns around infrastructure
constraints, data integration issues, governance gaps, and perceived cost/benefit trade-offs.
Comparative/structured analysis. Evidence was interpreted using structured comparison
across:

e feasibility dimensions (tech/legal/economic); and

e policy/implementation approaches discussed in the literature (vendor platforms,

hybrid models, in-house development).
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3.7. Trustworthiness and Triangulation

To enhance credibility and reduce single-source bias, the study used triangulation across:
e interview evidence (practice-based insight);
e documentary evidence (formal policy and regulatory framing); and

e field-based contextual observations from relevant professional discussions/events.
3.8. Ethical Considerations

Ethical safeguards were implemented to protect participants and ensure research integrity.
Participation was strictly voluntary, and informed consent was obtained prior to interviews.
All interviews were anonymised and stored securely, and identifying details were removed
from the write-up to protect participants from professional or legal exposure. The findings
were reported in aggregated form and including operational details was avoided to protect

from misuse.
3.9. Limitations

This research has faced several limitations typical of studies on financial intelligence and
crypto-related enforcement. First, access to sensitive operational data is restricted, limiting
the ability to validate some claims using internal statistics. Second, the cryptocurrency
environment evolves quickly, meaning that regulatory and technological conditions can
change faster than academic publication cycles. Third, expert interviews may have reflected
institutional perspectives and constraints, creating potential bias; this is mitigated through

triangulation and careful interpretation.
4. Findings Chapter
4.1. Introduction

This chapter presents the empirical findings of the study, aimed at evaluating whether the
implementation of artificial intelligence for monitoring cryptocurrency transactions in the
Financial Monitoring Agency (FMA) of Kazakhstan is economically feasible under current

technological and legal conditions.
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The findings are based on qualitative research and documentary analysis. As part of the work,
semi-structured interviews were conducted with ten experts in the field of anti-money
laundering, financial monitoring and digital policy. The interviews were complemented by
an analysis of regulatory legal acts and official publications of government agencies of the
Republic of Kazakhstan, regulatory documents of the Astana International Financial Center,
as well as materials from international organizations, including FATF recommendations and
the OECD analytical framework in the field of artificial intelligence regulation.
The calculations were based on commercial offers from international providers of analytical
SaaS solutions (Chainalysis, TRM Labs, Elliptic), FATF reports on the effectiveness of
AML/CFT systems (2023-2024), industry benchmarks for the cost of Al solutions (Gartner,
McKinsey), as well as aggregated data from the Financial Monitoring Agency of the
Republic of Kazakhstan for 2022-2024 years.
This chapter is organised in the following order:
1. Technological readiness. The current technical and analytical capacity of FMA and
Kazakhstan’s ecosystems;
2. Regulatory and institutional context. The legal and organizational conditions enabling
or constraining Al use;
3. Economic feasibility. The estimated costs, potential savings, and overall economic

justifications for Al adoption.
4.2. Technological Readiness
4.2.1. Overview

The Financial Monitoring Agency is currently demonstrating a moderate level of
technological readiness for the use of artificial intelligence in the field of monitoring
cryptocurrency transactions. FMA already has basic analytical tools at its disposal, as well
as specialists with experience working with digital financial data. However, the potential for
implementing more complex and advanced Al solutions remains limited.

The main problems are related to fragmented data, limited computing resources and lack of
specialists with knowledge in the field of artificial intelligence and blockchain analytics.

These factors significantly complicate the practical use of complex Al models and reduce
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the likelihood that significant investments in such technologies will lead to a significant
result.

Such problems are not unique to Kazakhstan. In many countries, projects to introduce
artificial intelligence in the public sector remain at the stage of pilot initiatives (OECD,
2025). The key reasons for this are data fragmentation, a shortage of qualified specialists,
and outdated IT infrastructure. In such conditions, technological readiness is not the result

of the introduction of Al, but a necessary prerequisite for its effective use.
4.2.2. Existing Tools and Capabilities

The Financial Monitoring Agency uses a hybrid approach combining expert manual analysis
and digital tools to identify and investigate suspicious financial activity. According to the
interviewed experts, the Agency relies on both internal analytical methods and external
technology platforms. In practice, FMA analysts first use internal tools to identify typical
transaction patterns, and in difficult cases, they use paid specialized blockchain analytics
services such as Chainalysis, TRM Labs, and Elliptic for a more in-depth analysis of
cryptocurrency flows.

These third-party platforms provide services for clustering cryptocurrency wallets, tracking
transactions on the blockchain, monitoring activity on the darknet, and risk assessment. Such
rapid creation of similar tools within the country seems difficult, therefore, this approach can
be considered a semi-automated model in case of the FMA. Interestingly, such an approach
is in line with FATF recommendations, which emphasize the need for a combination of
digital solutions and human control for an effective AML/CFT system. Although algorithms
are capable of quickly processing large amounts of data and identifying patterns, the final
assessment requires the participation of experts to confirm the correctness of the results.
The interview results also show that the Agency consciously strives to maintain a balance
between automation and manual verification in order to ensure the accuracy of analysis, data
protection and compliance with regulatory requirements. For example, internal analytical
tools automatically record anomalies in transactions (such as a sharp increase in transactions
related to cryptocurrencies), after which analysts manually evaluate these cases and decide

whether further investigation is necessary. At the same time, the technical details of the
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internal systems remain closed for security reasons, as excessive transparency can be used to
benefit criminal groups.

Despite these limitations, this approach is already yielding practical results. Therefore, in
2025, the Agency announced the closure of 130 illegal cryptocurrency platforms and the
seizure of about 16.7 million US dollars in cryptocurrencies related to money laundering.
These data indicate that even with limited use of artificial intelligence, modern digital tools
are already making a significant contribution to countering financial crimes.

During the interview, it was also established that the Financial Monitoring Agency is aware
of the potential of using artificial intelligence in the field of financial control. It also identified
that FMA was also considering the development of Al toll but they face such questions that
analytical platforms are expensive, require subscriptions and constant technical support,
which can create an additional burden on the Agency's budget. The FMA also faces additional
difficulties associated with the integration of such solutions with internal databases and case
management systems. Mostly, due to the lack of a centralized database. Therefore, analysts
have to work with several platforms and information sources at once to form a complete
picture of suspicious transactions.

Nevertheless, there are signs of gradual progress. In 2024, a specialized Crypton division was
created in the Agency's structure, focused on financial intelligence in the field of
cryptocurrencies. The division actively cooperates with international crypto exchanges,
including Binance, as well as with technology companies in order to expand the Agency's
analytical capabilities. Moreover, Crypton's also analyzing abnormal energy consumption or
using satellite imagery to detect illicit cryptocurrency mining.

In general, these initiatives show that while maintaining the key role of human analysis,
digital tools are gradually taking an increasingly important place in the detection and
investigation. With the modernization of infrastructure and the development of interagency
data exchange, Kazakhstan will be able to automate more stages of financial monitoring. In
line with global trends, FMA might be to move from the current semi-automated model to
more advanced Al processes, in which algorithms will promptly identify high-risk events,
and analysts will be able to focus on strategic and managerial decisions. However, the
implementation of this approach directly depends on solving infrastructure and expert

problems, which will be discussed in the next chapter.
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4.2.3. Infrastructure and Human Capital Gaps

Despite significant advances in anti-money laundering, Kazakhstan still encounters major
infrastructure and experts challenges that hinder the widespread use of Al in financial
monitoring. One of the main issues is the absence of a centralized, interoperable data
platform. Currently, financial information related to anti-money laundering, including data
from banks, payment providers, crypto exchanges, and law enforcement, is stored across
separate databases managed by different agencies. Consequently, this fragmentation might
make it difficult to carry out comprehensive analysis or real-time monitoring across the
financial system.

Experts from government agencies interviewed in this study also pointed out these problems
and a number of practical limitations. In particular, one of the respondents noted that the
analysis of transactions is most often carried out after the committing criminal acts, but the
detection of suspicious transactions at an early stage remains difficult. The main reasons for
this are weak integration of information systems and limited computing power. As a result,
AFM's current analytical work is mainly focused on analyzing past transactions, rather than
predicting and preventing risks.

This problem is also reflected in the OECD reports, which emphasize that the lack of
centralized and high-quality data is one of the common barriers to early detection of financial
crimes. This also explains why the adoption of artificial intelligence in government
institutions in many countries remains limited.

Another significant problem is the technical infrastructure. Currently, FMA systems often
depend on external paid vendors and consultants to analyze complex cryptocurrency
transactions. Although this approach makes it possible to quickly compensate for the lack of
internal technical resources, in the long run it creates institutional dependence and leads to
an increase in operating costs. Processing large amounts of blockchain data and using
complex Al algorithms in real time require powerful computing systems and advanced cloud
solutions, which Kazakhstan currently has to a limited extent.

Until the server infrastructure, network systems, and cloud capacities are upgraded, the
AFM's ability to fully utilize artificial intelligence will remain limited. Under these

conditions, the implementation of full-fledged monitoring in real time, for example,
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automatic verification of all cryptocurrency transactions as they are carried out, is still
unrealistic.

At the same time human resources shortages also might slow Al adoption. This is because,
while the government body has trained AML/CFT professionals, there are few public sector
experts skilled in data science, machine learning, or blockchain analysis. In fact, using Al
involves not only buying or integrating software tools, it also requires experts who can train
models, understand the results, and manage the technology. As a digital policy expert pointed
out during interviews, even with top-tier analytics tools, “you still need specialists to interpret
the results and apply them.”

However, dependence on technological capacity goes hand in hand with limitations that arise
due to lack of human talent. In fact, the government struggles to attract and retain skilled IT
professionals. Employment conditions in the public sector are generally rigid, and salary
wages are often lower than in the private sector, which makes it difficult to compete for
artificial intelligence and data processing specialists. This leads to the fact that existing teams
are greatly reduced, and the transfer of knowledge from external experts to in-house staff is
slow. FATF has also mentioned that AML professionals often lack both the expertise and
awareness needed to adopt modern technologies (FATF, 2021). Consequently, the
Kazakhstan government needs serious efforts to build internal capacity through training,
developing partnerships with IT universities and tech companies, and better incentives for

these workforce gaps since it will continue to hold back Kazakhstan’s Al development.
4.2.4. Conclusion

The analysis of Kazakhstan's technological readiness shows the presence of both strengths
and significant gaps. The Financial Monitoring Agency managed to achieve the first practical
results through a combination of internal analytical tools and international platforms for
tracking blockchain transactions, which made it possible to increase the effectiveness of
combating money laundering using cryptocurrencies. This indicates the Agency's
commitment to innovation and forms the basis for further integration of artificial intelligence.
At the same time, existing infrastructure constraints and a shortage of qualified personnel are

holding back the transition to more advanced Al technologies. To ensure the economic
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feasibility of introducing artificial intelligence, Kazakhstan will need to make significant
institutional investments in both technological development and human capital. A priority
area should be the development of a centralized data platform that will ensure the interaction
of the Financial Monitoring Agency with banks, regulators such as the National Bank of
Kazakhstan and Astana International Financial Centre, as well as with databases of law
enforcement agencies. This will allow for the exchange of data necessary for building
effective machine learning models and further developing Al-based financial monitoring.

Upgrading computing resources (using cloud services or high-performance servers) is also
necessary so that artificial intelligence tools can process large datasets and generate analytical
data in real time. At the same time, building an internal pool of Al-savvy specialists — by
training current staff, engaging data scientists, and facilitating knowledge sharing between

the public and private sectors - will be key to supporting any new systems.
4.3. Regulatory and Institutional Context
4.3.1 Overview

Kazakhstan has established a solid foundation for financial monitoring, and its anti-money
laundering and anti-terrorist financing regime, which somehow complies with international
standards. However, the integration of Al into these processes is still under development.
The purpose of this section is to provide an assessment of the regulatory and institutional
context for the implementation of artificial intelligence in financial monitoring systems of
cryptocurrency.

There are several core government agencies in Kazakhstan that can provide control over the
flow of cryptocurrencies: Financial Monitoring Agency, the Astana International Financial
Centre, and the National Bank — form the backbone of its financial oversight system.

The procedure for using cryptocurrencies in Kazakhstan is determined by the Law "On
Digital Assets" (2023), as well as the regulations of the Astana International Financial Center
(AIFC), which regulate the activities of virtual asset service providers (VASPs). In general,
these legal frameworks comply with international standards introduced in Recommendation
15 of the Financial Action Task Force (FATF). Since 2019, the FATF requires states to

implement regulation and supervision of cryptocurrency activities through licensing or
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registration mechanisms. In practice, Kazakhstan’s regulatory system provides a strong basis
for cryptocurrency oversight. However, this progress has not yet turned into a coherent legal
framework for financial monitoring using artificial intelligence. As several experts
interviewed for this study highlighted, the main problem currently is not the establishment of
crypto regulation as such, but the development of transparent and ethical standards for
algorithmic monitoring within existing institutions. In other words, there is still no clear
understanding on the part of government agencies regarding the use of artificial intelligence

to ensure compliance with AML/CFT requirements.
4.3.2. Existing Crypto Regulation

Gradually, Kazakhstan is building a strong legal and regulatory system for cryptocurrency
oversight and AML supervision. The Law on Digital Assets in the Republic of Kazakhstan
(2023) officially defines virtual assets and specify the roles of key agencies, effectively
limiting most crypto operations to the jurisdiction of the AIFC. Notably, this law prohibits
the issuance and circulation of “unsecured” digital assets (i.e. cryptocurrencies not backed
by assets) outside of the AIFC, at the same time allowing such activities within the AIFC
under certain conditions (Unicase CA, n.d.). In other words, under the national legislation,
operations with cryptocurrencies in Kazakhstan remain prohibited, but they are allowed
within the regulated environment of the AIFC. This approach is in line with Recommendation
15 of the Financial Action Task Force, which stipulates that states should regulate and
monitor the activities of virtual asset service providers (VASPs) by analogy with other
financial institutions. At the same time, the AIFC regulators have developed their own anti-
money laundering procedures that crypto investors must follow, which complements the
requirements of national legislation.

Collectively, Kazakhstan's regulatory model in the field of cryptocurrencies generally
complies with FATF standards, which provide for licensing, supervision, and compliance
with AML/CFT requirements by crypto exchanges and other VASPs. At the same time, the
AIFC actually acts as the center of regulated cryptocurrency activities in the country (FATF,
2023).
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Institutional responsibility for supervision in the field of cryptocurrencies is distributed
among several government agencies:

o Financial Monitoring Agency (FMA) - plays a key role in ensuring compliance with
AML/CFT requirements at the national level and functions as a financial intelligence
unit, receiving and analyzing suspicious transaction reports.

e The National Bank of Kazakhstan - monitors general financial flows and, in
accordance with the latest legislative changes, has begun monitoring individual
cryptocurrency transactions outside the AIFC, including licensing crypto exchanges
to operate at the national level (Lightspark Team, 2025).

e Astana Financial Services Authority (AFSA) - is an independent regulator of the
Astana International Financial Center (AIFC) and carries out licensing and control of
all cryptocurrency companies operating within the framework of the AIFC. AFSA
ensures that AIFC-based participants comply with international standards by
applying strict AML/CFT requirements in line with global best practices (Lightspark
Team, 2025).

Experts note that Kazakhstan's current approaches can be described as a dual regime with
national governance within the framework of the AIFC innovation-oriented approach
(Unicase Central Asia, n.d.). The advantage of this model lies in the possibility of conducting
controlled experiments with blockchain analytics, fintech solutions and advanced compliance
instruments in the jurisdiction of the AIFC, while maintaining restrictions on the broader
domestic market. For example, the AIFC has tested several pilot programs related to asset
trading and blockchain-based analytics under controlled conditions, without violating the
general ban in the country.

To sum up, crypto regulation in Kazakhstan is gradually developing. Currently, most of the
permitted crypto activity is concentrated within the framework of the AIFC, which is used as
a controlled platform for the development of innovations. In the future, there will probably
be a convergence of national and AIFC approaches, as well as clearer rules for the use of new

technologies, including artificial intelligence, in financial monitoring.
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4.3.3. Legal Gaps for Al Integration

While Kazakhstan’s AML and crypto frameworks are fitting the international standards and
are relatively well developed, the legal foundation for Al integration in financial monitoring
remains incomplete, which poses a fundamental challenge for the Al integration into the
monitoring system itself. Current AML and AIFC regulations are primarily designed for
human decision-making and provide no guidance on the use, supervision, or accountability
of algorithmic tools. Therefore, there are no binding provisions for accountability, data-
sharing standards, or ethical safeguards in Al-assisted enforcement.

Experts interviewed for this study unanimously recognized this gap. One noted that there is
still no clear rulebook on how the government can use Al for monitoring or what kind of
data sharing is allowed. This reflects a broader international trend identified by the OECD
(2022), which noted that Al often advances faster than the regulatory frameworks meant to
govern it.

An additional limitation is the lack of a unified regulatory system for interagency data
exchange. Currently, the Financial Monitoring Agency, the National Bank of Kazakhstan
and the institutes of the Astana International Financial Center operate within separate
information systems. Although there are cooperation agreements between them, they do not
form a fully integrated platform for automated data analysis. This significantly limits the
possibilities of using Al for predictive analytics and automatic identification of complex
schemes covering several segments of the financial system at the same time.

In 2025, Kazakhstan adopted the first Law "On Artificial Intelligence", which laid down the
general principles governing the use of Al in the country, including requirements for
transparency, responsibility and data protection. However, this regulatory act does not
contain industry-specific provisions governing the use of artificial intelligence in the field of
financial monitoring. As a result, despite the importance of the adoption of this law, the
practical issues of introducing Al into FMA activities still remain unresolved.

In general, legal gaps in the regulation of artificial intelligence form significant barriers to
its integration into the financial monitoring system of Kazakhstan. The lack of specialized
standards regarding monitoring algorithms, as well as insufficient regulation of centralized

data exchange, limit the potential of Al solutions. Since these issues are resolved at the
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regulatory level, the use of artificial intelligence in FMA activities will remain limited, which

directly affects both the effectiveness and the economic feasibility of such solutions.
4.4. Economic Feasibility of Al Implementation
4.4.1. Overview

The economic sustainability of the introduction of artificial intelligence into the monitoring
of cryptocurrency transactions by a Financial Monitoring Agency depends on whether the
expected improvements in suspicious transaction detection, operational efficiency, and asset
recovery exceed the associated economic and institutional costs. Expert interviews with
representatives of the field of AML, digital governance and financial regulation show that
Kazakhstan can justify such investments using a hybrid model combining commercial
blockchain-analytical platforms and the step-by-step formation of its own technical
competencies.

Commercial solutions such as Chainalysis, TRM Labs, and Elliptic provide functionality
that is currently not available at the national level, including global address databases, cross-
network transaction analysis, darknet market tools, and clustering algorithms that have been
formed over the years. According to practicing financial analysts, such opportunities are
difficult to reproduce in the short term, while they play a key role in the investigation of
transnational crimes.

At the same time, complete dependence on external suppliers is not a sustainable solution in
the long run. The development of internal Al modules makes it possible to adapt the analysis
to national specifics, reduce dependence on third parties and form local competencies in the
field of digital financial monitoring.

In this regard, this section provides an expanded economic analysis of two strategic
scenarios: the use of ready-made software solutions (SaaS) from international providers or

the development of its Al based platform with a full technology stack.
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4.4.2. Cost components

4.4.2.1. Scenario A. Ready-made SaaS solutions (subscription)

The current document contains a basic cost estimate for vendor solutions. Below is a detailed
analysis by provider and functionality.

Table 1: Details of SaaS solutions by provider (annual cost, USD)

Provider Basic package Advanced Key functions
package

Chainalysis Reactor $120,000 $180,000 Tracing, clusterization
TRM Labs $85,000 $140,000 Risk API, Forensics
Elliptic $90,000 $150,000 Navigator, Lens
Crystal Blockchain $60,000 $95,000 Analytics, Compliance
Coinfirm $50,000 $80,000 AML Platform

sources: Semi-structured interviews with industry experts, conducted by the authors (2025); Vendr, (2025).

Table 1 shows the estimated annual subscription costs for SaaS platforms for analyzing
cryptocurrency transactions. The information provided is based on expert interviews
conducted as part of this study and reflects the practice of using such solutions, including in
the AIFC ecosystem and the Financial Monitoring Agency of the Republic of Kazakhstan.

The values are used exclusively for analytical comparison.

Table 2: Full cost structure of the SaaS scenario (annually)

Subscriptions to analytical platforms $155,000 $320,000 2-3 providers
API integration and technical support $25,000 $45,000 SLA Premium
Infrastructure (cloud, storage) $40,000 $80,000 AWS/Azure
Staff (4-6 analysts) $120,000 $180,000 System operators
Training and certification $20,000 $40,000 Annually
Consulting and audit $15,000 $35,000 Internal experts
Total $375,000 $700,000 —

sources: Semi-structured interviews with industry experts, conducted by the authors (2025); Gigster, (2023,
n.d.).

Table 2 shows the structure of annual costs when using the SaaS scenario. The "Minimum"

and "Maximum" columns reflect the range of possible costs depending on the number of
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connected providers, the selected subscription level, and the terms of service support. In
addition to the cost of the licenses themselves, the calculation includes related costs necessary
for the practical use of platforms in the activities of a government agency. The table is used
to estimate the full annual budget burden, rather than individual cost items.

In general, cost analysis based on the SaaS scenario-A, shows that using ready-made
analytical platforms allows for quick access to advanced monitoring tools for cryptocurrency
transactions without significant initial investment. At the same time, the total annual costs
are generated not only by the cost of subscriptions, but also by the associated costs of
personnel, infrastructure and technical support, which makes this approach convenient in the

short term, but financially sensitive for long-term use.
4.4.2.2. Scenario B: Developing FMA own solution

FMA's own development involves the creation of a full-fledged Al platform for monitoring
cryptocurrency transactions from scratch, including data collection, infrastructure, ML

models and user interfaces.

Table 3: Capital expenditures for development (1 CAPEX)

Stage / Component Min. (USD) Max. (USD) Staff size

1. Analysis and System Design $80,000 $120,000

2. Data Infrastructure $150,000 $250,000 4-6 5-8
- Blockchain nodes (BTC, ETH, $40,000 $80,000 — —

etc.)
- Data lake and ETL pipelines $60,000 $100,000 — —
- Data enrichment (OSINT) $50,000 $70,000 — —

3. ML/AI Development $200,000 $350,000 6-10 6-10
- Clustering algorithms $50,000 $80,000 — —
- Anomaly Detection models $60,000 $100,000 — —
- Risk Scoring Engine $50,000 $90,000 — —
- Graph Neural Networks $40,000 $80,000 — —

4. Platform and User Interfaces $120,000 $200,000 4-6 5-7

5. Integration with Government $80,000 $150,000 3-5 4-6

Information Systems

6. Testing and Certification $50,000 $100,000 2-3 3-5
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Stage / Component Min. (USD) Max. (USD)

7. Pilot Deployment and Iterative = $40,000 $80,000
Improvement
Total CAPEX $720,000 $1,250,000 18-24 —

sources: Semi-structured interviews with industry experts, conducted by the authors (2025); Gartner, (2023).

Table 3 shows an estimate of the capital costs for developing its own FMA Al solution for
monitoring cryptocurrency transactions. The data was generated based on expert interviews
and discussions with Al platform developers. The table demonstrates the main stages of the
system's development, starting from design and data infrastructure to model creation and

integration with government systems, and is used to estimate the amount of initial investment.

Table 4: Operating costs of the proprietary solution (OPEX, annually)

Support and Development Team (8—12 FTEs) ~ $280,000 - $400,000 $320,000 - $480,000
Cloud Infrastructure $80,000 - $120,000 $100,000 - $150,000
Software and Data Licenses $40,000 - $60,000 $50,000 - $80,000
ML Model Updates and Maintenance $50,000 - $80,000 $60,000 - $100,000
Cybersecurity $30,000 - $50,000 $40,000 - $60,000
Contingency Reserve (15%) $72,000 - $107,000 $86,000 - $131,000
Total OPEX/annually $552,000 - $817,000 $656,000 - $1,001,000

sources: Semi-structured interviews with industry experts, conducted by the authors (2025); Gartner, (2023).

Table 4 demonstrates the annual operating costs associated with the operation and
construction of FMA Al-based solutions. These costs are due to the need for continuous
system support, updating models, ensuring cybersecurity, and scaling computing resources
as the amount of data grows.

The increase in costs in subsequent years reflects the increasing complexity of analytical
models, the increasing burden on infrastructure, and the need to expand the team of
specialists. These estimates allow us to take into account long-term obligations for the
maintenance of the system and are used to analyze the financial stability of our own

development.

34



4.4.2.3. Comparative analysis of total Cost of Ownerships (5-years)

The Total Cost of Ownership takes into account all direct and indirect costs over a 5-year
period of operation.

Table 5: Total cost of Ownership for 5 years

SaaS-model Own development Hybrid

Year 0 (Initial Investment) $50,000 $720,000 - $1,250,000 $350,000
Year 1 $375,000 - $700,000 $552,000 - $817,000 $480,000
Year 2 $390,000 - $728,000 $574,000 - $850,000 $520,000
Year 3 $406,000 - $757,000 $656,000 - $1,001,000 $450,000
Year 4 $422,000 - $787,000 $682,000 - $1,041,000 $420,000
Year 5 $439,000 - $818,000 $709,000 - $1,083,000 $400,000
TCO 5 years $2.08M - $3.84M $3.89M - $6.04M $2.62M

Average TCO/year $416,000 - $768,000 $778,000 - $1,208,000 $524,000

sources: the author’s own synthesis and analysis of primary interview data and secondary data.

A comparative analysis in Table 5 shows that the SaaS model is convenient for a quick start
and does not require large investments at the beginning, but over time leads to constant annual
costs due to subscriptions and additional services. On the contrary, in-house development
requires significant capital investments at the initial stage, while annually reducing costs as
the technological architecture is implemented.

The hybrid approach was included in the analysis as a practical compromise between the two
models. It reflects a realistic step-by-step implementation scenario in which ready-made SaaS
solutions are used to quickly launch and gain experience, while the proprietary platform
develops in parallel. This approach seems to be the most balanced: it helps to reduce overall
costs over five years, reduce financial and operational risks, and at the same time gives time

for gradual adaptation and phased implementation of the system.
4.4.3. Economic effect
4.4.3.1. Influence and stakeholders

The introduction of artificial intelligence-based cryptocurrency transaction monitoring

systems primarily affects the Financial Monitoring Agency of the Republic of Kazakhstan,
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which is a key stakeholder in this policy. For FMA and law enforcement agencies, the use of
Al tools increases the effectiveness of detecting illegal transactions and reduces the burden
on analysts. Law-abiding banks and cryptocurrency exchanges also benefit by reducing fraud
and regulatory risks. Society as a whole benefits by reducing the financing of criminal
activities and increasing the transparency of the financial system. The negative consequences
of the introduction of such systems mainly affect criminal networks and illegal services,
whose money laundering capabilities are significantly limited, which in the long term

contributes to strengthening financial stability and economic development of the country.

Table 6: Direct economic benefits

The source of the effect Who Mechanism Estimated Probability
benefits improvement

Increased detection of State, Higher identification =~ +30% to +50% high
suspicious transactions society rate of illicit crypto increase
(+40%) flows
Reduction of Law Reduced workload -50% to —=70% high
investigation time (-60%) = enforcement per case
Prevention of asset State, Early intervention +20% to +40% medium
outflow victims before funds leave asset retention

jurisdiction
Reduced FATF-related Financial Improved Moderate to high medium
risks systems compliance & risk reduction

monitoring

outcomes
Personnel optimization Public Reduction of routine —20% to —30% high
sector manual tasks routine workload
Total effect - - High positive —

systemic impact
sources: the author’s own synthesis and analysis of primary interview data and secondary data (OECD AML
studies).

4.4.3.2. Strategic benefits

e Technological sovereignty: independence from geopolitical risks and sanctions
pressure on Western providers

e Export potential: the possibility of commercializing the solution for the EAEU and
Central Asian countries (potential market might reach of $50-100M)

e Development of the IT ecosystem: creation of 50-80 highly qualified jobs,
development of competencies in the field of Al and blockchain

e Reputational effect: strengthening Kazakhstan's position as a regional fintech hub
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4.4.4. Risk analysis

Table 7: Risks of SaaS models

Type ofrisks Probabily

Sanctions restrictions Medium Critical Provider diversification
Increase in subscription costs . .

High High Long-term contracts
(15-25% per year) & & &
Data leakage via external APIs Low Critical Encryption, security audits
Vendor lock-in High Medium Multi-vendor strategy

Table 8: Risks of Proprietary (In-House) Al Development

Probabiliy

Budget overruns (30-50%) High High Agile approach, phased funding
Schedule delays (6—12 months) High Medium MVP approach, buffer timelines
Loss of key specialists Medium Critical Competitive salaries, retention
Technological lag behind th

ceanological fag benind the Medium High Partnerships, 15% R&D budget
market
Low quality of Money Medium High Benchmarking, external audit

Laundering models
sources: Semi-structured interviews with industry experts, Fortytwo Data. (2017, May 10).

In general the risk analysis has demonstrated that both SAAS models and own in-house
development have different but manageable risks. SAAS models risks' are mostly external
and revolving around vendor dependencies. Also, the further costs escalation and
geopolitical barriers are the risks related to such models. On the other hand, in-house
development might face internal risks such as budget overruns and technological limits.
Additionally, the measures indicated in the tables imply that the risks can be reduced through
phased implementation and planning. This risk profile was synthesized from the expert
opinions acquired from the interviews and documental analysis. The given risks analysis
provides a basis for assessing the most economically and institutionally feasible framework

for the FMA. The following chapter reveals the conclusions of this study.
4.4.4.2. Conclusions

Based on the analysis, the Hybrid model is considered an economically advantageous option,
the use of a phased hybrid strategy that combines the rapid deployment of SaaS solutions

with the parallel development of in-house components.
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A detailed phased strategy is provided below.
Phase 1 (Year 1): Quick Start
e Implementation of 2 SaaS platforms (Chainalysis + TRM Labs or Elliptic) -
$200,000-350,000
e Establishment of an internal team (4-6 specialists) - $120,000-180,000
e Launch of an in—house pilot (analysis and design) - $80,000-120,000
Phase 2 (Year 2-3): Development of own competencies
e Development of basic ML modules (clustering, anomaly detection)
e C(reation of own data infrastructure
e Gradual reduction of dependence on vendors (-30%)
Phase 3 (Year 4-5): Technological autonomy
e Launch of a fully functional proprietary platform
e SaaS - only for highly specialized functions (darknet intelligence)
e Preparation for exporting the solution to the countries of the region
Key success factors
e Personnel: Attracting at least 3-4 senior specialists with experience in blockchain
analytics and ML on competitive terms
e Data: Providing access to data from the National Bank of the Republic of Kazakhstan,
ICRIAP, tax authorities through a single exchange platform
e Partnerships: Concluding agreements with Astana Hub, AIFC, leading universities
(Nazarbayev University, KBTU)
e Governance: Creation of an interagency coordinating council on Al in financial
monitoring
Based on the findings, the following Discussion section interprets the results in the context
of research issues, as well as discusses their practical and institutional implications for the
implementation of the hybrid model and ensuring its effective and sustainable

implementation.
5. Discussion

A comprehensive analysis of technological, regulatory and economic factors made it possible
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to assess how realistic the introduction of artificial intelligence into the Financial Monitoring
Agency's cryptocurrency transaction monitoring system is. In general, we can talk about the
partial readiness of the country to use Al: the basic institutional and analytical elements have
already been formed, but their development is still limited by infrastructural, legal and
personnel factors.

From a technological point of view, AFM already uses a number of digital tools to analyze
cryptocurrency transactions. The work uses a hybrid approach in which analysts use both
internal tools and separate commercial platforms such as Chainalysis and TRM Labs. These
solutions allow you to track suspicious transactions and analyze individual cases, including
operations related to the darknet. However, the lack of a unified data infrastructure, limited
computing resources, and a shortage of Al specialists in the public sector are holding back
further development of the system. At the current stage, existing tools are suitable for
investigating individual cases, but so far, they do not allow us to switch to predictive
analytics and real-time monitoring.

A similar situation is observed in the field of regulation. Kazakhstan's legislation in the field
of countering money laundering and regulating the activities of virtual asset service providers
through the AIFC generally complies with international standards, including FATF
recommendation 15. The creation of a specialized Crypton unit in the AFM structure, as well
as the implementation of the Digital Kazakhstan program, indicate the government's desire
to modernize government capacity. At the same time, there are no specific provisions in the
current regulatory framework governing the use of Al, including issues of responsibility,
transparency, and data exchange. This does not block the introduction of technologies, but it
makes a gradual and pilot approach more appropriate.

Economic calculations show that the most rational option is a phased hybrid implementation
model. Full focus on commercial solutions allows you to get results quickly, but increases
dependence on external suppliers. Developing a fully proprietary Al system, on the contrary,
requires significant costs and does not guarantee quick returns. The hybrid approach, which
uses vendor platforms and at the same time forms a small internal team, allows achieving
economic efficiency within one to two years and gradually building up national
competencies. This option is better suited to the current budget opportunities and strategic

goals of Kazakhstan's digital development.
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In general, three key conclusions can be identified:
First, the results indicate that the Financial Monitoring Agency of the Republic of
Kazakhstan's readiness to implement Al in financial monitoring is immature,
reflecting ongoing progress alongside existing technological and institutional
limitations.
Second, the results indicate that the existing legal and regulatory framework in
Kazakhstan significantly strengthens oversight of the cryptocurrency sector in
accordance with FATF standards, but does not provide a fundamental legislative
basis for the implementation of artificial intelligence tools. Specifically, the lack of
clearly defined Al governance standards and data exchange mechanisms limits the
scale and pace of its implementation.
Third, the results suggest that the Financial Monitoring Agency can only consider a
phased implementation of AI. Given current economic, informational, and
institutional constraints, large-scale implementation of Al would be economically
unjustified and would likely result in increased costs without commensurate benefits.
As demonstrated in the results, gradual implementation allows the Agency to manage
financial risks while simultaneously establishing the necessary technological and
regulatory framework.

Based on this, the next chapter is devoted to practical recommendations aimed at the phased

implementation of Al solutions in the AFM, reducing risks and strengthening the long-term

sustainability of the financial monitoring system.
6. Policy Recommendations

Despite current laws that enforce the cryptocurrency monitoring in Kazakhstan, the
integration of Al into financial monitoring is limited by the lack of clear rules of Al
regulation, fragmented data and shortage of experts in Al. Thus, it is feasible to introduce
phased Al integration, starting with institutional and legal measures, gradually moving to the

development of the infrastructure and human capital.
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6.1. Legal and regulatory measures

For the FMA to be able to start using artificial intelligence in financial monitoring, it is vital
to have a clear legal foundation. Currently, existing laws reinforce the control over
cryptocurrencies, without having precise and clear rules on applying Al. That is why Al
integration should start with legal measures.
The new law on Al or in the amendments to the current acts shall ensure the following:
o Allow the use of AI by government agencies for AML/CFT purposes, including
monitoring cryptocurrency transactions;
e Reinforce the human control principle: Al merely helps to analyse data, while
humans make final decisions;
e Ensure transparency: Al results must be verifiable and explainable;
e Define accountability: it must be clear which agencies and officials are responsible
for the use of Al
e Allow interdepartmental data exchange among FMA, the National Bank, AIFC
and law enforcement agencies, given the compliance with security requirements;
e Establish data protection and cybersecurity requirements;
o Provide a pilot mode which allows testing Al solutions in a limited format (e.g.
through the AIFC sandbox).
These measures create a foundation that allows FMA to start introducing phased Al

integration without risking legislation violations or incurring excessive costs.
6.2. Data and Infrastructure

The findings of the research show that without high quality data and sufficient computing
resources, the usage of Al would be limited and inefficient. Thus, before the full-scale Al
adoption it is necessary to create basic technical infrastructure that could work with data in
near real time.
It is recommended to:
e C(Create a unified secure data environment which covers:
- suspicious transactions reports,

- crypto platform reporting,
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- banking and payment data (within the law),

- blockchain data and analytics tools.
Introduce unified data and information exchange standards between the banks, FMA,
VASPs and other agencies.
Ensure sufficient computing power (government cloud or national data centers).
Strengthen cybersecurity, including access control, encryption and transaction
logging.
Employ national IT-infrastructure in order to decrease dependency on external

providers and improve digital sovereignty.

6.3. Human capital and organisational readiness

Even with the presence of legislation and infrastructure, Al will not be efficiently employed

without qualified specialists and integrated working processes.

It is recommended to:

Create a small, dedicated Al and analytics team (or expand existing ones), involving
data, machine learning, blockchain and AML specialists in the FMA.
Launch practical learning programmes:

- for analysts - on working with Al and reducing false positives

- for IT staff - on data and model support,

- For supervisors - on Al projects and risk management.
Provide mechanisms to retain specialists in the public sector (career development,
skill-based bonuses, project involvement).
Adapt internal FMA procedures in a way that Al tools would be integrated in the

investigation and reporting processes, rather than separate usage.

6.4 Economic effects of phased Al integration

The study’s results show that the economic benefits of implementing Al into FMA’s

activities will not emerge immediately, but rather develop gradually as the implementation

progresses and institutional readiness increases. The biggest impact is forecasted to be

achieved with a hybrid implementation model over a 3-5 year period.
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Key economic benefits identified through Findings.
1. Using Al tools for preliminary transaction analysis and anomaly detection can reduce
the amount of manual work required by analysts by 30-50%.
The economic effect is achieved through:
e climinating the need for large initial investments in development and
infrastructure;
e gradually decreasing operating costs by reducing dependence on expensive
private providers as the internal competencies grow.
e Flexibility in the scale of implementation, allowing costs to be adjusted
depending on the actual effectiveness of Al tools and budgetary constraints.

2. Automated transaction clustering and risk prioritisation can reduce the processing
time of a single case by 30-40%, increasing the overall throughput of the FMA
without increasing the budget.

3. More precise analytical selection allows for a 10-20% reduction in false alarms,

decreasing the cost of ineffective checks and administrative burden.
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Appendices
Appendix 1. Written Form of Consent (English version)
You are invited to participate in a research study entitled as Money Laundering through
Cryptocurrencies
Procedures:
This interview aims to evaluate the current practices of the Financial Monitoring Agency of
Kazakhstan in detecting and investigating suspicious cryptocurrency transactions. The study will also
explore challenges and potential solutions related to the use of blockchain analytics tools. As a
participant in this interview, you will be asked questions related to your role in monitoring suspicious
transactions, the tools you use, challenges faced, and your views on potential improvements in
monitoring cryptocurrency transactions.
Risks:
There are minimal risks associated with your participation in this interview. However, since the
interview may discuss sensitive topics regarding financial monitoring practices, there is a possibility
of emotional discomfort or unease when discussing challenges or failures in the monitoring process.
Potential Benefits:
Your input will help in identifying gaps and potential improvements in the financial monitoring
system for cryptocurrency transactions in Kazakhstan. Moreover, the findings could contribute to the
development of more effective tools and strategies for detecting financial crimes, which may
positively impact regulatory practices and policies in the future

Compensation:

There is no financial reward for participation. However, at the end of the study, participants will be able
to get acquainted with its results. To receive a copy of the final report, you can contact the contacts listed
in the survey.

Confidentiality and Privacy:
e All responses will be treated with the strictest confidentiality.

e Your identity and personal information will remain anonymous and will not be linked to
any published results.

e The data will be stored securely and only used for the purposes of this research.

Voluntary Nature of the Study:

Participation in this study is strictly voluntary, and if agreement to participation is given, it can be
withdrawn at any time without prejudice.

Points of Contact. It is understood that should any questions or comments arise regarding this
project, or a research-related injury is received, the Principal Investigator, Olzhas Adilbekov,
+7(778)688-84-75, o.adilbekov@nu.edu.kz, should be contacted. Any other questions or concerns
may be addressed to the Nazarbayev University Institutional Research Ethics Committee,
resethics@nu.edu.kz.

Statement of Consent.

I, )

Give my voluntary consent to participate in this study.

The researchers clearly explained to me the background information and objectives of the study and what
my participation in this study involves.
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I understand that my participation in this study is voluntary. I can at any time and without giving any
reasons withdraw my consent, and this will not have any negative consequences for myself.

I understand that the information collected during this study will be treated confidentially.

Signature: Date:
Researcher:
Signed Date
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Appendix 2. Written form of Consent (Kazakh version)
Cizni «KpunroBanroranap apKbUIbl aKIIaHBIH )KBUIBICTAYBD» aTThI 3ePTTEYre KaThICyFa MaKbIPaMbI3.
Pacim:

CyxOarteiy ~ MakcaTtel —  KazakcranHblH ~ KapKBUTBIK ~ MOHHWTOPWHT  areHTTITIHIH
KPHUIITOBATIOTANAP/Bl MalaigaHa OTBIPBIT KYMSHII OINEpanysuIapbl aHBIKTAy JKOHE Teprey
XKOHIHIET Ka3ipri Toxipubenepin Oaranay. COHbIMEH KaTap 3epTTey ONOKYeHH Tanjay KypajaaapblH
KOJIZIaHYaFbl MOCEJIeNIep MEH OJIapAbl LISy KOJAAPbIH KapacThIPaIbl.

Cyx0Oat OGappIChIHIA CI3MIH KYMOHMAI TpaH3aKIWsIIapAbl OakpUIayJarbl POINiHI3, MaiJaraHaTHIH
KYpaJJapblHbI3, KE3IECETIH KUBIHABIKTAp KOHE KPHUIITOBATIOTA ONEpalusUIapblH MOHUTOPHHTLICY Il
KaKCapTyFa KaTbICThl KO3KapachIHBI3 Typaibl cypakrap Koiubuiaapl. Cyx6at mamamed 15-20
MHHYTKA CO3BLIA/IBL.

MyMKiH Toyekesaep:

Cyx0aTka KaTbIiCy a3 FaHa TOyeKelaepldi KamTuabl. JlereHMeH, KapKbUIBIK MOHHTOPWHIKE
KAaTBICTBI CE3IMTaJ TaKBIPHINTAp TAaJKbUIAHATHIHABIKTaH, KeHOip cypakTap ci3ze KarbIMCHI3
IMOIHMSIIAP HeMece KOMANCHI3IBIK Ty ABIPYBl MYMKIH.
9JieyeTTi maiiga:

Ciznix mikipiHi3 KasakcraHgarbl KpUMITOBATIOTA TPAH3AKIIUSIIAPHIH KAPKBLUTHIK MOHUTOPHHT
KYHeCiH xeTinaipyre koMekreceai. COHpIMEH KaTap 3epTTey HOTIKEIepl KapKbUTBIK
KBUIMBICTap/Ibl aHBIKTAYFa apHAIFaH THIMJI Kypajiap MeH CTpaTerusiapAbl JaMBITyFa BIKIAI eTill,
OonaniakTarsl peTTey cascaTblHa OH 9CEp €Tyl MYMKIH.

CrrilaksI:

3epTTeyre KaTBICKAHBIHBI3 YIIIH KapXKbUIBIK CBHIHaKbl KapacThIppbUIMaraH. Anaiina 3eprrey
asKTaJFaHHaH KeWiH KaTbICyIIbUIap OHBIH HOTWXKEJIEepIMEH TaHbica anaabl. KOpHITHIHIBI ecenTiH
KOIIpMeCiH ally YIIiH cayalHaMaja KepCeTUITeH OaillaHBIC aKmapaThl apKbUIBI 3epTTEyIIiIepre
xabapnacyra Oonmaipl.

KynusjsIk skoHe nepoecTik:

Cizaiyg OapIbIK KayanTapbIHbI3 KaTaHq KYIUS CaKTalaIbl.

CizmiH keke OacblHBI3 OeH JepOec JAEpeKTepiHI3 KApUSIIAHATHIH  HOTIKEICPMEH
0aliIaHBICTBIPEUIMATBI.

Baprnbik aknmapaT Kayinciz cakTajblll, TEK OChl 3epTTey MaKCaThIH/IA FaHa MaiijalaHbLTa b
EpikrTi kaTbICy:

3epTTeyre KaThICYbIHBI3 TOJNBIKTAH €pIKTI Typle Ky3ere acblppuiaabl. Ci3 Ke3 KelIreH yakbITTa
eIIKaHIal Tepic caiapchi3 KaTbicy1aH 0ac TapTa anachkl3 HEMece TOKTaTa alachl3.

Baiinanbic aknapaTbi:

Erep 3epTreyre KaTbICTBI CypaKTapbIHBI3 TybIHIAaca HEMeCEe KaThICy OapbIChIHIA KaHAal na Oip
3USH  IIEKCEeHi3, kayanTel  3eprreymi —  Omkac — OJi0ekoBke — XabapliachIHbI3,
tenedon: +7 778 688 8475, email: o.adilbekov(@nu.edu.kz.

Backa cypakrtap OoifbiHma HaszapOaeB VYHuBepcuTeTiHiH 3epTTey 3THKAchl KOMMTETiHE
xabapaceiHbI3: resethics@nu.edu.kz.

Keaicim ¢opmacsr:

Mem, R
OCBI 3epPTTEyre ePiKTi TYpJe KaThICyFa KeJiciM OepeMmiH.

3epTTeyIiH MaKcaThl MEH 3epTTEyTre KaThiCy OapbhIChIHIaFbl MiHACTTEPIM MaFaH HaKThI
TYCIHIIpini.

3epTTeyre KaThICy €piKTi EKeHiH )KoHE Ke3 KeJI'eH YaKbITTa eIIKaHAal JKaFbIMCBI3 CaJapchl3
0ac TapTa aJaTBIHBIMJIBI TYCIHEMIH.

3epTTey OaphICHIH/IA )KUHATIFAH aKIapaTThIH KYIIHS CaKTaJAThHIHBIH TYCIHEMIH.

KaTbicylIBIHBIH KOJIbI: Kyni:
3epTTeyni:
KoJnr: Kymni:
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Appendix 3. Written form of Consent (Russian version)
[lpurnamaem OpuUHATH yyacTUEe B MCCIENOBaHWH MMOJ Ha3BaHWeM «OTMBIBaHUE JICHET C IOMOIIBIO
KPUITOBAIIOTHI.
IIpouenypsr:

Llenp WHTEPBBIO — OLIGHUTHh TEKYLIME IPAKTHUKH ATEHTCTBAa (PUHAHCOBOIO MOHHMTOpPHHIA
KazaxcraHa mo BBISBICHUIO M paccieJOBaHUIO IOAO3PUTENBHBIX TPAaH3aKUUH C HCHOIb30BAHHEM
KPHUITOBAJIIOT.

Taxoke ucCCIeIOBaHME PACCMOTPUT CYLIECTBYIOLIME NPOOJIEMBbl M BO3MOXKHBIE PEIICHHUS B
MPUMEHEHUU HHCTPYMEHTOB aHaNn3a OJIOKYeiHa.

B pamkax nHTepBbIO BaM OyIyT 3a/1aHbl BONPOCHI O BAIllel pOJIM B MOHUTOPUHTE MOJO3PUTEIBHBIX
TpaH3aKLUUH, UCIIOIb3yEMBIX BAMH MHCTPYMEHTAX, TPYAHOCTSX, C KOTOPBIMH BBl CTAJKHUBAETECh, a
TaKXKe O BalleM MHEHHUH OTHOCHTENHbHO BO3MOMKHBIX YIYYIICHHH MOHHUTOPHHIA KPUITOBATIOTHBIX
onepanuii. THTepBbIo 3aliMeT npumepHo 15-20 MUHYT.

Puckn:

VYyacTie B MHTEPBBIO CBA3aHO C MHUHUMAaJIbHBIMH pUCKamMH. OIHAKO, MOCKOIBKY OOCYXIAIOTCS
YYBCTBUTCJIBHBIC TEMBI, KaCaroHuecCs q)HHaHCOBOFO MOHUTOpPHUHI'A, BO3MOXHO BO3HHMKHOBCHUEC
SMOLMOHAIBHOTO TUCKOM(OPTa WINM HENPUATHBIX OLIYIIEHHH HpU 0OCYKACHHUHM TPYAHOCTEH WK
HeyJad B IPoLecce MOHUTOPHUHTA.

IHoreHuuaIbLHASA 10JIB3A:

Bam BKJIaZd IIOMOXKET BbISIBUTH HpO6€J'ILI U OoNpeAC/IMTh IMYTH COBCPHICHCTBOBAHHA CHUCTCMbI
(hMHAHCOBOTO MOHMTOPHHTA KPUNITOBAMIOTHBIX TpaH3akuuil B Kazaxcrane. Kpome Toro, pe3ynbraTbl
HCCIIEIOBAHUSI MOTYT CIIOCOOCTBOBAThH pa3zpadoTke Oosnee 3(h(heKTUBHBIX HHCTPYMEHTOB U CTpaTeruii
JJIA BBISIBJICHUA q)HHaHCOBLIX HpeCTyr[HeHI/II\/'I 1 IO3UTHUBHO IOBJIMATH HAa pa3BUTUEC PCTYJIUPOBAHUA B
OymymieMm.

Bo3narpaxnenue:

@OuHAHCOBOIO BO3HArpaXKAEHHS 32 ydyacThe He mpeaycMoTpeHo. OIHAKO IO 3aBEpLICHUH
HUCCIICA0BAaHUA YYAaCTHUKU CMOT'YT O3HAKOMHUTLCA C €ro pe3yjibTaTaMH. qTO6bI IMOJIYYUTh KOIIHIO
WUTOTOBOTO OTYETA, MOXKHO CBSI3aThCSl C MCCIICAOBATEISIMU Yepe3 KOHTAKTHbIE IaHHbIE, YKa3aHHbBIC B
aHKeTe.

KonduaeHuuaabsHOCTh H NPUBATHOCTb:

Bcee BaIlIn OTBETHI OynyT CTpOro KOH(pHICHIHATbHBIMU.
Bama nuyHOCTH M TNEpCOHAIBHBIE JAaHHBIE OCTAHYTCS AHOHMMHBIMH M HE OYAyT CBSA3aHBI C
oIy OJIMKOBaHHBIMHU pe3yJibTaTamu. Bee TaHHbIe Oy TyT XpaHUTHCS B 6€30IIaCHOCTH M UCTIONB30BATHCS
UCKJIFOUUTEIBHO B LEJISAX JAHHOTO UCCIIEIOBAHUSL.

Jdo0poBoabHOe yyacTue:

Bare yuacTre B Miccie/JOBaHUH MOJIHOCTHIO JOOPOBONIbHOE. BBl MOXKETe OTKa3aThes OT y4acTust

WJIM IPEKPATUTh €ro B JIF000H MOMEHT 0e3 KaKMX-JIN0O HEraTUBHBIX MOCIICACTBHIA IS Bac.
KonTakTHBIC JaHHEBIE:

Ecmm Y BaC BO3HHUKHYT BOIIPOCHI 110 ITOBOAY UCCIICAOBAHUSA UJIU BBI ITOJIYYUTE TPpaBMYy, CBA3AHHYIO
C y4dacTueM B HCCIICIOBaHUHU, HO)KaJ'ny/'ICTa, CBSI’KHUTECH C OTBCTCTBCHHBIM HMCCJICAOBATCIIEM —
Onocacom  Aounvbexoevim, menepon:  +7(778)688-84-75, email:  o.adilbekov@nu.edu.kz.

Ilo npyrum Bompocam MoxkHO oOpatutbcss B Komuter mo stuke uccienoBanuii HazapOaes
Yuusepcurerta: resethics@nu.edu.kz.

®opma coryuacus:

A, )
JOOPOBOJILHO JIal0 COTJIACHE HA yYacTHUE B 3TOM HCCIICIOBAHHU.

Mue ObUIM 4YETKO OG’BHCHGHBI oeJin HUCCIICAO0OBAaHUA U MOU 00s3aHHOCTH B paMKax ydacCTus.

4 moHMMalo, YTO y4acTHE B HMCCIIECJOBAHHH SIBISAETCS JOOPOBOJIBHBIM M YTO S MOTY B JIIOOOH
MOMEHT OTKa3aThCs 0€3 KaKNX-IIM00 HETaTUBHBIX HOCHCHCTBHﬁ.
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Sl moHmMmaro, dYro coOpaHHas B XoAe wuccienoBaHWs wHGoOpManus OyAeT XpaHUTHCS

KOH(UICHIIUATBHO.
IMognuce: Jara:
HccaenoBarTeb:
Hoanuch Hara
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Appendix 4. Confidentiality agreement (English version)

I, , understand that I may have access to
confidential information about participants.

By signing this statement, I am indicating my understanding of my responsibilities to maintain
confidentiality and agree to the following:

I understand that names and any other identifying information about participants are completely
confidential.

[ will de-identify the documents for the investigators to ensure that the study is anonymous. No Dates
(including, but not limited to: birth date, admission date, discharge date, date of death, date of dx,
etc.) may be used or recorded. Specific Ages may be used and recorded only for subjects 89 years of
age or less. Subjects > 89 years of age must be grouped as follows: “> 89 years old”.

I agree not to divulge, publish, or otherwise make known to unauthorized persons or to the public
any information obtained in the course of this research project that could identify the persons who
participated in the study.

I understand that all information about participants obtained or accessed by me in the course of my
work is confidential. I agree not to divulge or otherwise make known to unauthorized persons any of
this information, unless specifically authorized to do so by approved protocol or by the local principal
investigator acting in response to applicable law or court order, or public health or clinical need.

Iunderstand that I am not to read information about participants, or any other confidential documents,
nor ask questions of study participants for my own personal information but only to the extent and
for the purpose of performing my assigned duties on this research project.

I agree to notify the local principal investigator immediately should I become aware of an actual
breach of confidentiality or a situation which could potentially result in a breach, whether this be on
my part or on the part of another person.

Signature Date Printed name

Signature of principal investigator Date Printed name
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Appendix 5. Confidentiality agreement (Kazakh version)

MeH, , 3epTTeyre KaThICYLIbUIap Typalbl KYIHs aKmapaTka
KOJI KETKi3yiM MYMKiH €KeHiH TYCIHEMiH.

Ocpl KyKaTKa KON KOK apKbUIBl MEH KYNFSUTBUIBIKTBI CaKTay >KayarKepIIuTiriMi
TYCIHETIHIM/I pacTaliMbIH XoHE KeJleCi TapMaKTapMeH KeliceMiH:

Kartbicympurapapiy eciMaepi MeH 0acka Ja *KeKe COWKeCTEHMIpy aKmaparTapbl TOJIBIKTAH
KYITHAST OOJIBIT TaOBLTA B,

MeH 3epTTey aHOHUM/I1 OOTYBIH KAMTaMAaChI3 €Ty YIIIH KYKaTTapAbl TYIFachI31aHAbIpaMbIH.
Kynnmep (Tyran KyHi, aypyxaHara TYCKEH KYHi, IIBIKKaH KYHi, KalThlc OONFaH KyHi, JHWarHo3
KOWBUTFaH KYHI oHE T.0.) Ka3plIMaybl HeMece KONJaHbpUIMayhl THic. HakTel jxac Tek 89 jxacka
JeHiHT1 KaThICYIIbIIap YIIiH FaHa KepCeTinyl MyMKiH. 89 »acTaH ackaH KaTbICylibuiap «89 xacran
YJIKEeH» el OipiKTipiinyi Kepek.

MeH 3epTTey OapbhICBIHIA ANBIHFAH JKOHE KATHICYIIBUIAPABI TaHyFa MYMKIHIIK OepeTiH Ke3
KEIITeH aKmapaTThl PYKCAT eTUIMETreH TYJIFallapFa HeMece KOIMIUTIKKe Kapus eTheyre KeliCeMiH.

MeHiH XYMBICBIM OapbIChIHIA albIHFaH OapJIbIK KATBICYHIBUIAD Typallbl aKmapaTr KYIHs
Oonbin TaObLTaNBl. MeH Oy akmapaTThl TEK MaKyJJIaHFaH XaTTaMara COHKec HeMece jKayarlThl
3epTTEYIIiHIH IIENIMIMEH, 3aHFa, COT INeNIiMiHe, IeHCAYNBIK CaKray Hemece KIWHUKAIBIK
KaXXETTUTIKKe OaiyIaHbICThI )KaFIaiiapa FaHa skapus eTyiM MYMKiH.

MeH KaTbICylIbUIap Typalbl aKIMapaTThl HEeMece KYIUs KYKaTTapAbl ©31M YIIiH OKbIMaybIM,
’KEKe aKmapaT ajy MaKcaThlHAa CypaKTap KOHMaybIM KepeK. MeH MYHBI TeK 3epTTey K0OaChIHIaFbI
©3 MIHJIETTEPIM/Ii OPBIHIay MaKCaThIH/IA )KacaybIM KaXKeT.

Erep KynmusIBIKTBIH OY3BUIFAaHBIH HeMece OY3bUTYbl MYMKIH >KaFJaisl Oalikacam, Oy 3
TapanbIMHaH OOJICHIH, OacKalap TapamblHaH OOJICBIH, MEH JKayarThl 3epTTeYIIiHi aepey xabapmap
eTyre KelliceMiH.

Konranba Kyni ATBI-K0HI1

JKayantel 3epTTeyIIiHiH KONTaHOaChl Kyni ATBI-K6HI
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Appendix 6. Confidentiality agreement (Russian version)

A, , TOHUMa, 4TO MOTY HMETh JOCTYI K
KOH(UICHINATEHON MHPOpPMaITUH 00 y4acTHHUKAX.

[MoamuceiBast 3TO 3asBIEHHE, 5 MOATBEPXKIAI0, YTO MOHMMAIO CBOIO OTBETCTBEHHOCTH IO
COOJIFOICHNIO KOH(PHUACHIIMAIFHOCTH M COTIIAIIAIOCH CO CIIE/TYIOIINM:

S monumaro, 4To UMEHa U JIto0ast Apyras HAeHTUUIHPYIOoas nHpopManus 00 y4acTHUKAX
SBJISTIOTCSI CTPOTO KOH(HACHINATBHBIMA.

S o0e3nwdy MOKYMEHTBI JUIS HWCCIENOBaTeNei, 4YTOOBl O00ecCIeYyuTh aHOHHUMHOCTD
uccnenoBanus. JlaTel (BKIIIOYAs, HO HE OrPaHUYMBASCH: JaTa POXKACHUs, MOCTYIUICHUS, BBIHUCKY,
CMEpTH, TOCTAHOBKY JAWATrHO3a U T. JI.) HE MOT'YT HCIIOJIb30BATHCS MU 3aUChIBaThCsl. KOHKPETHBIH
BO3pacT MOXKET HCHOJIB30BAThCSA W 3alHMCBHIBATBCS TOJNBKO JUIS JIMI] B Bo3pacte a0 89 ner
BKITIOUMTENBHO. JInna crapuie 89 net nomKHBI OBITh 00ObEAMHEHBI B KATETOpHUIO: «cTapuie 89 meT».

A1 06s13y10Ch HE pasriamarh, He MyOJIMKOBATh U HE MepeaBaTh HEYyIOJIHOMOUYEHHBIM JIHLIAM
WM 00IIECTBEHHOCTH JII00YI0 HH(POpPMAIHUIO, TTIOIyYSHHYIO B X0JIe JAHHOTO UCCIIEI0BaHuUs, KOTOpast
MOXET NPHUBECTH K WACHTU(PHUKANH YIACTHUKOB.

S monumaro, 4to Bcst MHPOpMaIus 00 ydacTHUKaX, MMOMyYEHHAs WM JOCTYIHas MHE B
nporecce padoThI, ABISETCS KOHPHUICHIHATEHOH. 1 0053y10Ch HE pasriamarh HHBIM JIMIaM TaKylo
nH(pOpMaLUIO, €CIH TOJBKO ATO HE PAa3pelIeHO YTBEP)KACHHBIM IMPOTOKOJIOM WM OTBETCTBEHHBIM
UccieoBaTeleM Ha OCHOBAaHMM JEHCTBYIOIIErO 3aKOHOAATENbCTBA, PELICHUs cyna, Jubo 1o
HEOO0XOIMMOCTH B cpepe 3paBOOXpaHEHUS.

Sl moHMMaro, 4YTO HE MJODKEH YWTaTh HHQPOpPMAIMI0 00 Yy4YacTHHKAX WINM ApYyTrue
KOH(UICHIIMAITbHBIE TOKYMEHTBI, a TAK)K€ 337]aBaTh BOMPOCH! YYACTHUKAM HCCIICAOBAHUS B IMYHBIX
LeNsAX, a TOJbKO B paMKax CBOMX CIY)XEOHBIX OOSI3aHHOCTEH B JaHHOM HCCIIEIOBaHUH.

51 00s13y10Ch HEME/UIEHHO YBEJIOMHTB OTBETCTBEHHOT'O NCCIIEIOBATEI B CITydae HApYILICHUS
KOH(UICHINABHOCTH WM CHTYallMd, KOTOpas MOTCHIHAJIBHO MOXKET IPUBECTH K TaKOMY
HapYyIIECHHIO, KaK C MOEH CTOPOHBIL, TaK U CO CTOPOHBI APYTHX JIUII.

[Toamuce Jara ®.N.0.

[loamuce OTBETCTBEHHOI'O MCCIIEN0BATEIS Jlara d.N.0.
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Appendix 7. Interview guide (English version)

Interview questions for employees of the Financial Monitoring Agency of the Republic of
Kazakhstan (FMA) and experts in the field of cryptocurrency and financial monitoring:

1.

2.

10.

11.

Please tell us about your professional field and the extent to which you have encountered
issues related to monitoring cryptocurrency transactions.

In your opinion, how relevant is the issue of money laundering through cryptocurrency in
Kazakhstan at the current stage?

How would you assess the level of transparency in cryptocurrency circulation in Kazakhstan,
and how, in your opinion, is the monitoring process organized?

How do you evaluate the compliance of Kazakhstan's current approaches with international
standards or best practices in this field?

How would you assess the use of analytical tools and technologies for monitoring
cryptocurrency transactions in Kazakhstan in terms of their availability and integration into
daily work processes? Can you provide examples of publicly available or commonly used
methods and technologies?

How would you evaluate the level of automation in the monitoring processes of
cryptocurrency transactions in Kazakhstan? To what extent are analytical systems used, and
to what extent is expert manual assessment involved?

What conditions or resources do you consider especially important for the effective
implementation of cryptocurrency transaction monitoring (e.g., personnel, technologies,
partnerships)?

In your view, are there any legal, technical, or organizational barriers that hinder the
implementation of modern analytical tools (including foreign ones) for monitoring
cryptocurrency transactions in Kazakhstan?

What development directions (e.g., technological solutions, legislative changes,
organizational measures) do you consider the most promising for enhancing the effectiveness
of preventing money laundering through cryptocurrency in Kazakhstan?

Are there plans to introduce new or specialized tools and technologies for monitoring and
analyzing cryptocurrency transactions in Kazakhstan in the future?

Do you have any additional observations, opinions, or suggestions that may be helpful for
this research?
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Appendix 8. Interview guide (Kazakh version)

Kazakcran Pecny6aukacsl Kapanbl MmounTopuHri areurririnin (KMA) KbI3MeTKepJiepi MeH
KPHUIITOBAIIOTA KdHE KAPKBLJIBIK MOHHUTOPHHT CAJIACHIHAAFHI CAPANIILLIAPFA AaPHAJIFAH
Cyx0aT cypakTapbl:

1.

2.

10.

11.

Kocibn camaHp3 ’koHE KPHINTOBAIIOTA TPAH3AKNWSIIAPHIH Oakpliay MoceJesepiMeH
KaHIIATBIKTH KU1 alHAIIBICKaHBIHBI3 TYPajibl alThIN OepceHis.

Ci3min OWBIHBI3MIA, Ka3ipri Ke3zeHme KazakcTaHga KpHUNTOBAIIOTa apPKBUIBI aKIMIaHBI
KBUTBICTATY MOCEJIEC] KaHIIAIBIKTHI ©3€KTi?

Kazakcrannarbl KpUnTOBaNMIOTAHBIH aifHANBIMBIHBIH alllBIKTBHIK I€HTeHiH Kanail Oaranalicei3
KoHE, Ci31IiH OMBIHBI3IIA, OHBIH MOHUTOPHHT1 Kajlail YHbIMIaCThIPbUIFaH?

Kazakcranmarsl Ka3ipri TOCUIIEPAiH XaJIBIKapabIK CTAaHAAPTTAP MEH Y3HIK TaKipruOemepre
COMKECTITiH Kanai OaranaicoI3?

KpunroBantora TpaH3akIMsUIapblH OakbulayFa apHAFaH aHANWTHKAIBIK Kypanaap MeH
TEXHOJOTHSIIAPBIH KOJDKETIMAIIITT MEH KYHIENIKTI JXYMBIC TPOIECTEpiHE EHTi3UTy
JeHTeliH Kanail Oaranaiich3? KonmaHbpaTeH KallblFa OpTaK HEMECe THIITIK 9MIICTEp MEH
TEXHOJIOTHSUIAP/IBIH MBICAIIAPBIH KENTIpe ajacki3 6a?

Kazakcranna KpHUIITOBAJIOTA TpaH3aKIUSITAPBIH OaxpLIay MIPOIIECTEPiHIH
ABTOMATTaHABIPBLTY MEHTeHiH Kanail Oaramaicei3? by >KyMpICTa aHATMTHKAJIBIK XKYyHenep
KaHIIAIBIKTBI KOJIJAHBUIA bl J)KOHE CapamniibLIapAblH KOJIMEH JKYPri3eTiH Oarangaybl KaHai
peit aTkapajsi?

KpunroBanroTa oneparusiiapbiH THIMII OaKpIIAYABI XKY3€Te achIpy YIIiH KaH/al ®Karaainap
HEMeCe pecypcTap epeKile MaHbBI3AbI JeN CaHaichI3 (MbIcallbl, Kaapiap, TEXHOJOTHUsIIAp,
CepiKTeCTIK)?

Kazakcranma KkpunToBamioTa TpaH3aKLISUIAphlH —OakbulayFa apHajJfaH 3aMaHayd
AHAIMTUKAIBIK Kypajiaapabl (COHBIH iMIiHAE MIETEN/IiK) eHT13yre KeAepTi KeNTipeTiH Kanaan
na Oip KYKBIKTBIK, TEXHUKAJIBIK HEMECe YHBIMJIBIK TOCKaybUIAap Oap Jen oinaiicei3 0a?
KazakcTaHma KpUNTOBAIIOTa apKbUIbI aKIIaHBl >KBUIBICTATYBIH aJbIH ady THIMAUIITIH
apTTHIPY YLIIH KaHJail 1aMy OarbITTaphl (MBICANIBI, TEXHOJOTHSUIBIK IEIIiMAED, 3aHHAMAIIBIK
e3repicrep, YHBIMJIBIK [Iapaiap) eH MepCreKTUBAIIBI 1T ecenTenci3?

Bonamrakra Ka3zakcranma KpuUNTOBATIOTA TpaH3aKIMsUIAphIH Oakpllay MEH Taijayra
apHaJIFaH >KaHa HEMece MaMaHAAHABIPBUIFAH Kypalfap MEH TEeXHOJOTUSUIApAbl EHI13Y
XKocrnapiaHyaa mMa?

Ocpbl 3epTTey VIIiH Tmaigansl 0OMybl MYMKIH KOchIMINa OalKayiapblHbI3, MiKipIepiHi3
HEMEeCEe YChIHBICTapBIHBI3 0ap Ma?
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Appendix 9. Interview guide (Russian version)

Bonpocsl AJis1i HHTEPBBIO € COTPYIHUKAMU AreHTCTBA (PMHAHCOBOI0 MOHUTOPHUHIA
Pecnyoiuku Ka3zaxcran (A®M PK) u 3xcniepramMu B 00J1aCTH KPUIITOBAJIIOT U
¢unMoOHMTOpUHTA:

1.

2.

10.

11.

Pacckaxute, moxarmyiicrta, 0 Bamei mpodecCHOHAFHONW cdepe W O TOM, HACKOIBKO BaM
JOBOJMIIOCH CTAIKMBATHCS C BOIPOCAMU MOHUTOPHHTA KPUIITOBAIOTHBIX TPaH3aKIUH.

Ha Bam B3ri1s111, HACKOJIBKO aKTyalbHa MPOOJieMa OTMBIBAHUS ICHET Yepe3 KPUIITOBAIIOTY B
Kazaxcrane na Texymiem stamne?

Kak BbI o11eHHBaeTe ypoBeHb MPO3PAvHOCTH 000POTa KpUNTOBAIIOTH B KazaxcraHe u kakum
00pa3om, 10 BallleMy MHEHHIO, OPTaHU30BaH Mpolecc €€ MOHUTOPUHTa?

Kak BBl OLleHMBaeTe COOTBETCTBUE TEKYIIMX MOAXO0A0B B Kaszaxcrane MexayHapOIHBIM
CTaHAapTaM MU NIEPEOBOMY OIMBITY B 3TOH chepe?

«Kak BBl oOlleHHMBaeTe YypOBEHb HCIOJIB30BAHUS AHAIUTUYECKUX HHCTPYMEHTOB U
TEXHOJIOTHH JUIsI MOHUTOPHHT A KPUIITOBANIOTHBIX TpaH3akIui B KaszaxcTane ¢ TOUKH 3peHUs
UX AOCTYIHOCTHU U MHTETPALMH B IOBCEIHEBHbIE paboune mpouecchl? MoeTe JIu IPUBECTH
IIPUMCEPLI 06IHCIIOCTYHHI)IX U1 TUIIXNYHBIX METOA0B )41 TCXHOHOFHﬁ, KOTOPBIC
OPUMEHSIOTCS !

"Kak BBl OlleHUBaeTe CTENIEHb aBTOMATU3AIMH IIPOLIECCOB MOHUTOPUHIA KPUIITOBATIIOTHBIX
Tpanzakuuii B Kazaxcrane? Hackonmbko B 3TOH paboTe 3aleiicTBOBaHBI aHAJIUTUYECKUE
CHUCTEMBI, & HACKOJIBKO — KCIIEPTHASI py4YHas orjeHka?"

Kakue ycioBust unm pecypebl, 10 BalleMy MHEHHIO, OCOOEHHO BaKHbI U 3((EKTUBHOM
peanu3ald MOHUTOPHHTA KPHUIITOBANIOTHBIX OIMEpalyii (HampuMmep, Kaapbl, TEXHOJOTHHY,
napTHepcTBa)?

"CymecTBylOT JHM, Ha Ball B3IJAL, KakWe-TuOO TPaBOBBIE, TEXHUYECKHE WIIH
OpraHU3allMOHHBIE  Oaphephl, KOTOpblE  3aTPyAHSIOT  BHEAPEHUE  COBPEMEHHBIX
AHAJIMTUYECKUX MHCTPYMEHTOB (B TOM 4YHCII€ HMHOCTPAaHHBIX) i1 MOHHUTOpPHHIa
KpUINITOBAJIOTHBIX TpaH3akiuii B Kazaxcrane?"

Kakue nanpaBieHust pa3BuTus (HanmpuMmep, TEXHOJIOTMYECKHE PEIIeHHs], 3aKOHOIaTeIIbHbIE
HU3MCHCHUSA, OpPraHu3allMOHHBIC MepBI) Bbl CYUHUTACTC Han6onee TNEPCICKTUBHBIMHA  JIA
MOBBIIIEHNUS 3(PPEKTHBHOCTH MPENOTBPALICHNSI OTMBIBAHHS JICHET Yepe3 KPUMITOBAIIOTY B
Kazaxcrane?

«Ilnanupyercs 11 B OyrylieM BHEAPEHHE HOBBIX WM CIIELHATM3UPOBAHHBIX HHCTPYMEHTOB
Y TEXHOJIOTUH JIJIsl MOHUTOPHHTA U aHAJIM3a KPUNTOBATIOTHRIX TpaH3akiuii B Kasaxcrane?
Ectp 1 y Bac nomnonHUTENbHBIE HAOIIOIEHHSI, MHEHUS WM TPEATIOKEHHUS, KOTOPbIE MOTJIH
ObI OBITH IOJIE3HBI AJISI 3TOTO UCCIIENOBAHMS?
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Appendix 10. Recruitment email

To the First Deputy Chairman of the
Financial Monitoring Agency of the
Republic of Kazakhstan

Mr. Ulan Ermukhanovich Raisov

From the Master's Students of the

School of Public Policy, Nazarbayev University
Contact phones: +7 (778) 688-84-75

Dear Mr. Raisov,

We are a group of master's students from the School of Public Policy at Nazarbayev University,
conducting a research study on the challenges faced by the Financial Monitoring Agency (FMA) in
monitoring cryptocurrency transactions, specifically focusing on the limitations posed by the lack of
specialized blockchain analytics tools. Our study aims to assess the effectiveness of current practices,
identify potential improvements, and offer recommendations to enhance the monitoring of suspicious
cryptocurrency transactions in Kazakhstan.

As part of our research, we are planning to conduct interviews with experts in financial monitoring,
and we would be honored if you could assist us by facilitating an interview with a relevant specialist
from your Agency. The insights gathered from this interview will greatly contribute to our
understanding of the FMA’s current practices, challenges, and potential areas for improvement.

We kindly request that you recommend an appropriate specialist who could discuss the FMA’s work
in monitoring cryptocurrency transactions and share their views on the current challenges and the role

of blockchain analytics tools in enhancing these efforts.

Your cooperation will play an invaluable role in the success of our study, and we greatly appreciate
your time and consideration.

We look forward to your positive response and hope to engage in a constructive discussion.
Sincerely,

Olzhas Adilbekov
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