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Abstract—Recent advances in the Internet of Things (IoT)
and communication technologies have enabled the emergence
of the Internet of Medical Things (IoMT), which integrates
IoT into healthcare for real-time monitoring and intelligent
intervention. IoMT applications are increasingly used for contin-
uous health tracking, but traditional machine learning (ML)
approaches—dependent on centralized data collection—raise
critical concerns around patient privacy, data security, and
regulatory compliance. Federated Learning (FL) addresses these
issues by enabling collaborative model training across stakeholders
(e.g., hospitals, homes) without sharing sensitive raw data, thereby
preserving privacy and supporting distributed intelligence within
IoMT ecosystems.

This project presents a privacy-preserving health monitoring
and emergency detection system that integrates IoT devices,
FL, and Active Learning (AL). The system uses a two-stage
architecture: physiological and contextual data (heart rate, SpO,,
ECG, age, gender) are collected via wearable sensors, while
multimedia devices perform Human Activity Recognition (HAR)
for anomaly validation. FL ensures secure model training across
distributed sources. Experimental results show an anomaly
detection accuracy of "0.89 using SensorECGCNN_Light and
70.85 HAR accuracy using a Temporal Convolutional Network
(TCN). A Meta Federated Model (MFL) combines these outputs,
while AL enables model refinement through human feedback,
improving adaptability and system robustness over time.

Index Terms—Artificial intelligence (AI), Data interoperability,
Federated learning (FL), Internet of Things (IoT), Internet of
Medical Things (IoMT), Data science, Machine Learning (ML),
Wearable sensors

I. INTRODUCTION

The global increase in chronic illnesses , aging populations,
and the demand for continuous health monitoring have driven
the development of intelligent, real-time, and privacy-preserving
healthcare systems [1], [2]. While these solutions offer compu-
tational power and accessibility, they suffer from significant
drawbacks such as latency, scalability limitations, single-point
failure risks, and — most critically — data privacy concerns
[3].

In response to these limitations, the Internet of Medical
Things (IoMT) has emerged as a promising framework that
enables real-time data collection from wearable and ambient
sensors [4], [S]. However, integrating these devices into a
secure, intelligent, and responsive healthcare infrastructure
remains challenging. Data heterogeneity, sensitivity of patient
information, and the need for low-latency decision-making
further complicate the adoption of centralized learning models.
This necessitates a paradigm shift toward decentralized, edge-

enabled, and privacy-conscious healthcare monitoring systems

(61, [7].

A. Motivation and Significance

Privacy is paramount in medical applications, as health-
related data is among the most sensitive categories of personal
information. Regulations such as HIPAA and GDPR impose
strict constraints on how such data can be handled, processed,
and shared. Moreover, continuous monitoring of elderly and
chronically ill individuals requires immediate response capabil-
ities, which cannot be efficiently achieved through cloud-only
architectures due to latency and connectivity issues [2], [8].
Therefore, it is essential to build a healthcare monitoring system
that not only ensures privacy and security but also supports
real-time anomaly detection, contextual awareness, and user
personalization.

The motivation behind this project stems from the need
to combine these qualities into a unified system capable of
delivering proactive, accurate, and secure health monitoring in
home and assisted-living environments.

B. Proposed Solution: Smart-Care

To address these challenges, we propose Smart-Care,
an edge-intelligent federated health monitoring system that
integrates scalar sensors (e.g., heart rate, temperature, ECG
SpO-), video-based context recognition, and wearable data
streams. Smart-Care leverages:

o Federated Learning (FL) to collaboratively train anomaly
detection models across multiple edge devices without
transferring sensitive raw data [9], [10].

« Edge computing to perform real-time inference close to
the data source, reducing latency and bandwidth usage
[11], [12].

o Multimodal data fusion to integrate physiological, be-
havioral, and contextual information for accurate and
personalized health anomaly detection [13].

o Secure communication protocols to ensure end-to-end
data protection and compliance with privacy regulations
[14], [15].

Additionally, Smart-Care employs a meta-decision model
that combines results from federated anomaly detection, video-
based Human Activity Recognition (HAR), and wearable sensor
analysis to determine emergency alerts. A fail-safe mechanism
is included where, in case of anomalies, the user is prompted



to confirm their status. If unresponsive, caregivers are notified
through integrated communication services.

C. Organization of the Report

This report is organized as follows:

o Section 2: Background and Related Work provides
a comprehensive survey of existing FL-based healthcare
systems, edge computing strategies, multimodal fusion
techniques, and security frameworks.

o Section 3: Project Approach describes the core com-
ponents of Smart-Care, including sensor configuration,
learning modules, communication flow, and emergency
handling.

o Section 4: Methodology details the tools, technologies,
datasets, and testing environments used to develop and
validate the Smart-Care prototype.

« Section 5: Evaluation presents quantitative and qualita-
tive results demonstrating the effectiveness and efficiency
of the proposed system.

o Section 6: Implemented Software provides an overview
of the developed software components, highlighting im-
plementation details and system functionalities.

« Section 7: Conclusion and Future Work summarizes
key findings and discusses potential directions for im-
provement and deployment.

II. BACKGROUND AND RELATED WORK

The integration of FL, edge computing, multimodal sensor
fusion, and secure IoMT has significantly advanced smart
healthcare monitoring. This section reviews existing research
extensively, analyzes various methodologies, compares different
approaches, and provides a robust justification for the Smart-
Care architecture, demonstrating a comprehensive understand-
ing of relevant computing-based solutions.

A. Federated Learning Architectures and Privacy Preservation

FL allows distributed model training without compromising
data privacy, crucial in healthcare applications. Liang et
al. [7] introduced MD-FEEL, optimizing federated updates
using an Age of Update (AoU) metric, effectively handling
heterogeneous data sources. Jenifer er al. [16] validated the
feasibility of lightweight federated models such as LASSO
regression on edge devices, achieving 93.4% accuracy in heart
disease prediction, underscoring FL’s efficacy in resource-
constrained scenarios.

Addressing privacy in heterogeneous environments, Hsu
et al. [9] proposed HPFL, enabling selective data sharing
per modality, thus enhancing privacy control. Anbarasan et
al. [20] further secured FL with homomorphic encryption in
convolutional neural networks (CNNs), highlighting robust
privacy in medical diagnostics. Meanwhile, Vucovich et. al. et
al. [21] introduced FedSAM, which addresses non-IID data
challenges using sharpness-aware minimization, significantly
improving the FL. model performance.

Blockchain integration for enhanced security in FL was
explored by Djenouri et al. [15], who created a blockchain-
secured federated intrusion detection system, providing trans-
parency and auditability. This approach aligns with Xu et
al. [3] and Yang et al [22], who extensively reviewed
federated machine learning frameworks and their practical
implementations in healthcare informatics.

Further advancements include dual-stage differential privacy
by Lin et al. [14], which applies a two-stage mechanism to
protect sensitive data during training of the cross-institutional
model. Malekkhazadeh et. al. [18] demonstrated a federated
approach for diabetic retinopathy detection using differentially
private SGD, showing high accuracy while preserving privacy
in retinal image analysis. The intracranial hemorrhage detection
framework [23] applied DenseNet and GRU models within an
FL paradigm to enable real-time, collaborative diagnosis of
brain CT scans without data sharing.

Chen et. al. [10] introduced a federated transfer learning sys-
tem tailored to wearable data, enabling personalized Parkinson’s
disease classification across heterogeneous client environments.
FedHome [19] addressed in-home health monitoring by inte-
grating cloud-edge architecture with a personalized FL scheme
for elderly care using a generalized convolutional autoencoder
(GCAE). ADDETECTOR [24] applied audio data collected
from smart-home devices in a federated learning setting to
detect early signs of Alzheimer’s disease, demonstrating strong
performance on noisy and privacy-sensitive speech inputs.
VAFL [25] tackled variability in cross-source medical image
data by incorporating CycleGAN-based latent space mapping
into FL, improving generalizability across institutions without
needing shared labels or formats.

These studies collectively demonstrate the versatility of FL
across various healthcare domains, from medical imaging and
chronic disease diagnosis to personalized, home-based patient
monitoring.

B. Edge Intelligence and IoMT Integration

Edge computing has emerged as essential for real-time
responsiveness and privacy enhancement in IoMT. Shi et al. [6]
detailed foundational principles and benefits of edge computing,
setting the stage for real-time, latency-sensitive healthcare
applications. Doulani and Adhikari [17] developed FuXAl,
an interpretable Al model using LightGBM and explainability
methods (SHAP, LIME) deployed on edge devices, achieving
real-time infectious disease detection.

Hayyolalam er al. [12] combined AdaBoost with Black
Widow Optimization (BWO) for efficient edge-based diagnos-
tics, achieving significant accuracy improvements in detecting
heart anomalies. Sharma and Sharma [20] successfully deployed
federated CNN models on edge devices for cardiovascular
diagnostics, achieving 94.99% accuracy. Practical feasibility
studies such as Paulraj er al. [11], who tested lightweight
logistic regression models on Raspberry Pi devices, further
highlight edge computing’s viability in IoMT.



Paper Key Topic FL | AL | Sensors | HAR HAR Meta Key Findings
(video) (sensor) Classifier

[7] Asynchronous Feder- | v b3 3 X X X Introduced MD-FEEL for asynchronous FL in het-
ated Learning on Edge erogeneous edge settings, improving efficiency and
Devices convergence.

[16] FL for Heart Disease v X v X X X Used LASSO-based logistic regression on edge
Prediction devices for accurate heart disease detection.

[17] Edge Al for Conta- | v 3 v X X X Deployed SHAP and LIME-enhanced LightGBM
gious Disease Monitor- at the edge to provide interpretable predictions for
ing disease detection.

[13] Fall Detection with Hy- | v X v X v X Achieved personalized fall detection via hybrid
brid Sensor Fusion and fusion of sensor data using federated learning.

FL

[18] Differentially Private v X X X X X Proposed DPSGD-based federated framework with
FL for Retinal Image privacy guarantees for diabetic retinopathy detection.
Analysis

[10] Personalized Federated v X v X v X FedHome combines cloud and edge resources to
Learning for In-Home achieve personalized healthcare monitoring through
Healthcare Monitoring federated learning. Show significant personalization

improvement.

[19] Attention-based v X X X v X Used attention mechanisms to enhance robustness
Anomaly Detection in in federated anomaly detection with non-1ID client
FL data.

[?] Federated Evidential v v X X X X Introduced FEAL using a Dirichlet-based evidential
Active Learning model to robustly handle uncertainties, significantly
(FEAL) for domain improving federated learning performance in hetero-
shifts in  medical geneous medical scenarios.
imaging

Our Health Monitoring and v v v v v v A comprehensive work on deploying a health moni-
Work Emergency Detection toring system with the emergency system using FL
System with a meta classifier through wearable sensors to
track vital signs /ECG and video on HAR. Addition-

ally, using AL to improve system performance.

Table I: Literature Review

Lin et al. [26] integrated YOLO-LW with SVM classifiers
for efficient fall detection on neuromorphic edge hardware,
enhancing real-time emergency response capabilities.

C. Multimodal Sensor Fusion and Context-Aware Health
Monitoring

Sensor fusion techniques are critical in enhancing the
accuracy and context-awareness of healthcare monitoring
systems. Wu etel. [19] categorized sensor fusion methods
into early, late, and hybrid strategies, recommending hybrid
fusion for balancing accuracy and responsiveness. Besrour et
al. [13] introduced FedHSFD, which leverages multimodal data
fusion and federated learning for personalized fall detection,
significantly reducing false alarms.

Sharma and Rani [27] discussed quantified self-systems,
emphasizing the value of multimodal data in personalized health
monitoring. Sharon [28] provided critical ethical analysis of
self-tracking technologies, highlighting transparency, autonomy,
and user trust as essential components in healthcare systems.

D. Secure and Personalized E-Health Frameworks

Security and personalization remain pivotal challenges
addressed by recent healthcare monitoring research. Lu et
al. [4] explored blockchain integration in FL for secure and

traceable data exchanges, significantly enhancing data integrity.
Cvach [8] identified alarm fatigue in healthcare monitoring
systems, recommending context-aware, intelligent alert systems
for effective emergency management.

Yazici et al. [29] developed a comprehensive smart e-health
framework utilizing multimodal sensors (ECG, inertial, and
video) for accurate fall detection and emergency escalation.
Similarly, the real-time monitoring system by Doulani and Ad-
hikari [17] utilized lightweight, interpretable models deployed
at the edge, demonstrating effective disease monitoring and
caregiver engagement in clinical decision-making.

E. Comparative Analysis and Justification of Smart-Care

Traditional centralized models often face critical privacy, la-
tency, and scalability limitations [30], which federated learning
and edge computing effectively mitigate [2], [6]. Smart-Care
synthesizes federated learning with edge intelligence, sensor
fusion, and advanced security methodologies, addressing critical
gaps noted in previous studies. By leveraging lightweight
neural models deployed at the edge, Smart-Care ensures rapid
anomaly detection and personalized health monitoring while
safeguarding user data.

Unlike purely centralized or edge-only solutions, Smart-Care
employs a hybrid federated-edge architecture, optimizing model




accuracy, reducing communication overhead, and ensuring
privacy. By integrating blockchain-inspired security principles
and differential privacy techniques [14], Smart-Care ensures
robust data protection, compliance, and user trust.

Moreover, Smart-Care’s multimodal approach, inspired by
Sharma and Rani [27] significantly enhances anomaly detec-
tion reliability. It employs a meta-classification strategy that
integrates physiological, environmental, and behavioral data
streams, minimizing false alarms and optimizing caregiver
responsiveness.

In conclusion, Smart-Care effectively integrates the most
innovative aspects of federated learning, edge computing,
multimodal fusion, and robust security frameworks derived
from extensive prior research. This comprehensive synthesis
positions Smart-Care at the forefront of next-generation smart
health monitoring systems, directly addressing the limitations
highlighted in existing literature and advancing personalized,
real-time, and secure healthcare.

III. PROJECT APPROACH
A. Design Philosophy and Goals

There are three main concepts that we focus on in the
development of our system, namely patient data privacy, per-
sonalized real-time anomaly detection, and, most importantly,
federated learning. To achieve this, we adopted a federated
learning framework where sensitive physiological data is never
sent to the central server. Instead, edge devices perform local
computations and communicate only model weights which are
anonymized. This secure design also supports personalization,
as model adapts to each individual patient patterns. Also,
our architecture had to be adaptable in order to support
smartwatches, ECG monitors and camera systems. These goals
shaped every aspect of our software and hardware integration
and allowed us to support effective caregiver interaction without
sacrificing latency and security.

B. Layered System Architecture

The system is structure into five interconnected layers
to manage the flow of data and responsibilities efficiently:
Sensor Layer, Edge Device Layer, Communication Layer,
Cloud Aggregation Layer, and Visualization Layer. These are
illustrated in Figure 1, which describes the physical and logical
interactions between layers.

At the base, the Sensor Layer includes devices such as ECG
monitors, smartwatches and cameras which collect real-time
physiological and behavioral signals. Then, the collected signals
are passed to the Edge Device Layer, typically implemented on
devices like Raspberry Pi or smartphones, where they undergo
pre-processing and anomaly detection using lightweight models.
If and anomaly is detected, it is forwarded through the
Communication Layer, which securely transmits alerts and
model updates to the Cloud Layer. At this point, a key scenario
unfolds: if an anomaly is detected and metamodel, which is
described in more detail in the Methodology section, is not
available, a notification is sent to the user, who confirms if the
alert is accurate. If the user selects "OK?”, this feedback is added
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Figure 1: Layer Structure

to a report log for future local model retraining. However, if
the user is indeed "Not OK”, an alert is escalated to a caregiver,
who receives both the prediction and supporting video footage
with predicted activity. This response is then also added to
the feedback pool. The Visualization Layer supports the final
step, allowing caregivers to verify or correct predictions and
close the feedback loop. This architectural layering ensures
modular development, supports privacy at every stage, and
enables supervised real-time decision-making.

C. Federated Learning Architecture

To enable the improvement of the collaborative model while
making the system secure, we adopted a federated learning
approach, for which the architectural diagram is illustrated in
Figure 2.

In this framework, each edge device independently trains a
local model using collected sensor data and caregiver feedback.
Once enough feedback is accumulated, typically after a defined
batch of confirmed or corrected predictions, the model updates
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to all registered edge devices. These devices begin collecting
sensor and video data from patients. When an anomaly is
detected locally, a notification is generated and immediately
sent to the patient for self-assessment. The user is prompted
with two options: “OK” or “Not OK.” This scenario is similar
to the previously mentioned in Layer Diagram subsection. The
feedback is logged and used in future training rounds.

Once a threshold of validated entries is reached, the local
device initiates a federated update, sending model weights to
the central server. After aggregation, a refined global model
is broadcast to all clients. This cycle repeats continuously,
enabling both real-time responsiveness and system-wide im-
provement through collective learning.

IV. METHODOLOGY

This section details the comprehensive methodology em-
ployed in this research, encompassing the development and
evaluation of the sensor model for ECG anomaly classification,
the contextual Human Activity Recognition (HAR) information,
the meta-learning framework for anomaly verification, and the
simulated federated learning environment designed to assess
performance under heterogeneous conditions.

A. Sensor Model for ECG Anomaly Classification

The primary role of the sensor model is to perform real-time
binary classification on incoming 187-feature ECG segments,
denoted as X.., € R'87, categorizing them as either 'Normal’
(Yecg = 0) or *Abnormal’ (yeey = 1).

1) Architecture: SensorECGCNN_Light: A lightweight
1D Convolutional Neural Network (CNN), designated
SensorECGCNN_Light, was designed and implemented
for this task. This architecture was selected to balance ef-
fective feature extraction from sequential ECG data with
computational efficiency suitable for potential deployment on
resource-constrained edge devices. The architecture, illustrated
in Figure 5, processes the input ECG segment through a
series of convolutional and pooling layers, followed by fully
connected layers for classification. A key feature of this model
is its ability to optionally output an intermediate S0-dimensional
embedding, e.,, € R, which serves as a crucial input for
the downstream meta-model.

The SensorECGCNN_Light model comprises three con-
volutional blocks. Each block consists of a 1D convolutional
layer (Conv1D), a Rectified Linear Unit (ReLU) activation
function, and a 1D Max Pooling layer (MaxPool1D). The
filter counts for the convolutional layers are 16, 32, and 64,
respectively, with corresponding kernel sizes of 7, 5, and 3.
Appropriate padding is used. After these convolutional stages,
features are flattened and passed through a dense layer (FC1)
with ReLU activation to produce the 50-dimensional embedding.
For classification, this embedding is processed by a dropout
layer (p=0.5) and a final dense layer (FC2) with 2 output units,
yielding logits for the ’Normal’ and *Abnormal’ classes.

B. Human Activity Recognition (HAR) for Contextual Enrich-
ment

Recognizing that the interpretation of physiological signals
like ECG is often context-dependent, a Human Activity
Recognition (HAR) component was developed to provide
crucial situational awareness. For instance, an elevated heart
rate is expected during physical exertion ('running’) but could
be indicative of an anomaly if observed during a sedentary
state (’laying’). The HAR system aims to classify the subject’s
activity, and this information is conceptually vital for the meta-
model to accurately verify sensor-detected ECG anomalies.

1) HAR Data Acquisition and Preprocessing Pipeline: The
HAR model was developed using video data as input. The
pipeline involves several stages:

1) Video Input: The system processes video sequences
(e.g., .mp4, .avi) capturing subject movement.

2) Frame Sampling: Frames are sampled from the video
at a specific rate to form input sequences for the pose
estimator.

3) Pose Estimation: A pose estimation model is applied
to each sampled frame to extract 2D skeletal keypoints.
The system architecture supports multiple pose estimation
backends (e.g., YOLOv8-pose, RTMPose, HRNet). For
development and evaluation, YOLOVS8-pose (specifically,
lightweight variants like ‘yolov8n-pose.pt‘ or ‘yolov8s-
pose.pt‘) was predominantly used due to its favorable
balance of accuracy and computational speed suitable
for near real-time applications. This backend typically
extracts V' = 17 keypoints per detected person, each
comprising (X, y) coordinates and a confidence score.

4) Feature Extraction: From the raw keypoint coordinates,
a feature vector is constructed for each frame. This typi-
cally involves concatenating the x and y coordinates of all
detected keypoints (e.g., 17 x 2 = 34 features per frame if
confidence scores are not directly included in this stage).
Normalization techniques (e.g., relative to a root joint like
the pelvis, or scaling based on bounding box dimensions)
are often applied to achieve pose invariance to camera
distance and subject size, although specific normalization
details are implementation-dependent within the HAR
module.

5) Sequence Buffering and Formatting: The frame-wise
feature vectors are aggregated into fixed-length sequences.
A sequence length of 7' = 30 frames was configured for
the HAR models, resulting in an input tensor of shape
(T, Dyeqr) for the HAR classifier, where Dy.q is the
dimensionality of the per-frame feature vector (e.g., 34).
These processed sequences are then stored (e.g., as .npy
files) for training and evaluation.

2) HAR Model Architecture: Temporal Convolutional Net-
work (TCN): Several deep learning architectures suitable for
sequential data classification were evaluated for the HAR task,
including LSTMs with Attention, Transformers, and Temporal
Convolutional Networks (TCNs). Based on comprehensive
evaluations (yielding an accuracy of 86.1% on a held-out
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component: from raw video input to structured feature sequences
ready for model training/inference.

validation set, as detailed in project worklogs), the TCN
architecture was selected as the primary model for HAR.
TCNs are particularly well-suited for activity recognition
from pose sequences due to their ability to capture long-
range temporal dependencies efficiently using stacked layers of
dilated causal convolutions. Causal convolutions ensure that the
prediction for a given timestep only depends on past and current
inputs, making them suitable for online processing. Dilated
convolutions allow the receptive field of the network to grow

exponentially with depth without a corresponding increase in
parameters or computational cost, enabling the model to learn
patterns over extended time windows. The TCN architecture
typically incorporates residual blocks, each containing dilated
causal convolutions, weight normalization, ReLU activation,
and dropout, as illustrated in Figure 6. This structure helps
in training deeper networks and improving gradient flow. The
output of the TCN is a probability distribution over the pre-
defined activity classes.

3) Simulated HAR Context for Meta-Model Integration: As
described in Section 3, for the Federated Learning simulations
focused on ECG anomaly verification, the direct output of
this fully developed HAR component was not used in every
iteration due to computational constraints of the simulation
setup. Instead, the HAR context (pPpa, € [0, 1]7) provided to the
meta-model was programmatically simulated. This simulation
was, however, informed by the understanding gained from the
HAR component’s development:

o The seven activity classes match those targeted by the

TCN-based HAR model.

o The conditional base probability distributions (bporma and
babnormar) Used in the simulation reflect plausible activity
states during normal versus abnormal cardiac events (e.g.,
higher baseline probabilities for ’fall’ or ’seizure’ when

Yecg = 1.



o The introduction of jitter and dropout in the simulated
Phrar models the types of noise and unreliability that a
real-world HAR system might exhibit.

This approach allowed for controlled study of the meta-model’s
sensitivity to varying quality and relevance of HAR contextual
information, while leveraging the insights from the separately
developed HAR system. In a fully deployed end-to-end system,
the output of the TCN-based HAR component (potentially
running on a dedicated HAR server or an edge device with
sufficient capacity) would directly provide the ppq, vector to
the meta-model, as conceptually illustrated in Figure 7.

Edge Device HAR Server

POST /predict_activity (video_source)

Start Processing Request

Capture/Read 30 Frames

)
Perform Pose Estimation (YOLO) -> Keypoints
)
Extract Features ->F§ature Sequence
Input Sequence to HAR Model (TCN)
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Use probabilities fqr Meta-Model input
O
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Figure 7: Conceptual interaction for a fully integrated system: The
Edge Device, upon a sensor event, could request HAR context from
a dedicated HAR Server, which processes video to provide activity
probabilities for meta-model input. (Note: HAR context was simulated
in the reported FL experiments).

C. Meta-Model for Anomaly Verification

A meta-learning  layer, implemented as a
MetaClassifier, was introduced to improve the
overall system reliability by verifying anomalies flagged by
the SensorECGCNN_Light model.

1) Task Definition: Anomaly Verification: The meta-model is
invoked only when the sensor model predicts an ECG segment
as "Abnormal’ (denoted Ysensor = 1). Its objective is to predict
the correctness of this specific sensor alert. The meta-model’s
target label, yeta € {0, 1}, is defined as:

1 if gsensor =1A Yecg = 1

(Sensor True Positive) )
0 if gsensor =1A Yecg = 0

(Sensor False Positive)

Ymeta =

This targeted verification aims to reduce false alarms from the
primary sensor.

2) Architecture: MetaClassifier  MLP: The
MetaClassifier is a Multi-Layer Perceptron (MLP),
chosen for its ability to effectively fuse the heterogeneous
input features. The architecture is depicted in Figure 8. It
takes a 58-dimensional input vector Z,,c¢, € R5®. This input
is processed through two hidden layers with ReLU activations
and dropout (p=0.3). The first hidden layer comprises 32 units,
and the second hidden layer comprises 16 units. The output
layer is a fully connected layer producing 2 logits for the
binary verification task.
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Figure 8: Architecture of the MetaClassifier MLP. It takes a
58-dimensional feature vector and processes it through two hidden
layers (32 units and 16 units, respectively, with ReLU and Dropout)
before producing a 2-class output for the anomaly verification task.

3) Meta-Model Input Features: The 58-dimensional input
vector Z,cy, for the MetaClassifier is constructed by
concatenating three distinct feature sets, as illustrated in
Figure 9. This process is triggered only when §sepnsor = 1.

1) Sensor CNN Embedding (e.,, € R®"): The 50-
dimensional embedding vector extracted from the penul-
timate layer (FC1 + ReLU) of the client’s current
SensorECGCNN_Light model corresponding to the
alarmed ECG segment.

2) Sensor Output Entropy (H € R): Calculated from the
sensor model’s softmax output probabilities Psensor =
[po, p1] for the two classes as H = — ZLO pilogs (pi).
This quantifies the sensor’s predictive uncertainty.

3) Simulated HAR Context (pj.,. € [0,1]): A 7-
dimensional probability vector representing simulated Hu-
man Activity Recognition context over 7 activities. This
is generated via conditional structured mocking. Based
on the true ECG label y.., of the sample that triggered
the sensor, a base probability distribution over activities
(Bnormal OF Babnormar) 18 selected. A sample ppqr- 1S then
drawn from a Dirichlet distribution, pj, ~ Dirichlet(c),
where the concentration parameters o are biased to-
wards a dominant activity sampled from the selected
base distribution. Client-specific noise (jitter/dropout)
is subsequently applied to this vector, as detailed in
Section ??.

Thus, the meta-input is formed as Zmeta = [€cnn; H; Phar)-

D. Simulation Design

1) Preliminary Sensor Model Comparative Analysis: To
inform the choice of the primary sensor model, an initial
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Figure 9: Meta-model input generation pipeline, triggered when the
primary sensor predicts an anomaly (Ysensor = 1). The sensor’s
CNN embedding (ecn»), output entropy (H), and simulated HAR
context (pPrqr) are extracted/generated and concatenated to form the
58-dimensional input vector Z,ectq-

comparative study was conducted. This involved simulating
five clients in FL mode, each processing 10,000 ECG samples.
The client archetypes and their specific noise parameters
(fo for ECG Noise Factor, o; for HAR lJitter Sigma, pq
for HAR Dropout Probability, and p; for Meta Label Noise
Probability) used in this preliminary phase are detailed in
Table II. Architectures evaluated included MLP with PCA,
SensorECGCNN_Light, GRU, BiLSTM, and a ResNetlD
variant. This study, whose results are presented in Section V-B1,
guided the selection of SensorECGCNN_Light for subse-
quent, more extensive heterogeneous simulations due to its
favorable balance of accuracy and computational cost.

Table II: Client Archetype Noise Parameters for Preliminary
Sensor Model Exploration (N = 5, 10k rows/client).

ECG HAR HAR Meta

User  Archetype Noise  Jitter = Dropout Label
(fn) (o3) (pa) Noise (p1)

1 Hospital 1 0.01 0.01 0.00 0.00

2 Wearable 1 0.35 0.25 0.15 0.05

3 Clinic 0.20 0.15 0.50 0.05

4 Wearable 2 0.50 0.30 0.20 0.15

5 Hospital 2 0.02 0.02 0.00 0.01

2) Main Federated Learning Simulation Framework: The
primary simulation phase focused on an in-depth evaluation
of the SensorECGCNN_Light and MetaClassifier
within the FL paradigm.

a) Dataset Partitioning and Server Initialization:: The
combined MIT-BIH Arrhythmia [?] and PTB Diagnostic ECG
[31] datasets were preprocessed. For this main simulation,

1% of the total available training data was utilized to pre-
train the global sensor model (SensorECGCNN_Light) on
the server for 15 epochs. A distinct 20% of the data was
held out as a global server validation set. The remaining data
was then partitioned among N = 5 simulated edge clients,
with each client receiving approximately 20,000 ECG samples
(representing 15.8% of this remainder per client). The global
meta-model on the server commenced with random parameter
initialization.

b) Operational Modes and Heterogeneity Simulation.:
Two operational modes were compared: Federated Learning
(FL) and isolated Local-Only training (Figure 10). Client
heterogeneity was simulated by applying the same five distinct
archetype-specific noise profiles detailed in Table II (previously
used for preliminary sensor exploration) to each client’s respec-
tive 20,000-sample training dataset. This process, illustrated in
Figure 11, included introducing ECG noise, HAR context noise,
and meta-label noise. Each client employed an 80/20 stratified
split of its (noisy) data for local training and local validation
sets. All features were scaled on a per-client basis using a
MinMaxScaler fitted exclusively on its local training data.
The evaluation strictly adhered to a ”Train on Noisy, Validate
on Clean” paradigm.

Federated Learning Mode

| Client N Data | ‘ Client 1 Data

v v v

[ Local Model 2 ]

Update 1 Global Model Update 2 Global Model

Client 2 Data ‘

Local Model N Local Model 1

Global Model Update N

A

Server

Local-Only Mode

‘ Client N Data | | Client 1 Data | | Client 2 Data |

’ Model N ]

Figure 10: Comparison of operational modes: Isolated Local-Only
training versus the Federated Learning (FL) topology with a central
server.

Model 1

Model 2 ]

¢) Local Training and Update Protocol:: Clients initiate
local model retraining (10 epochs for the sensor model;
15 epochs for the meta-model) when their respective data
accumulation buffers reach dynamically adjusted thresholds.
Training utilizes the Adam optimizer [?] and weighted Cross-
Entropy loss. A client contributes its model update to the
server only if the model’s loss on its local clean validation
set improves by more than 1% compared to its state prior to
the local training round, ensuring only meaningful updates are
propagated.

d) Federated Aggregation (FL Mode):: The server aggre-
gates a minimum of K; = 3 sensor model updates and K,,, = 3
meta-model updates using Federated Averaging (FedAvg) [?].
To specifically address statistical heterogeneity for the meta-
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Figure 11: Simulated noise injection sequence for client training
data generation, including AWGN for ECG, jitter/dropout for HAR
context, and potential meta-label flipping.

model, clients employ the FedProx algorithm [2] (with proximal
term coefficient ;4 = 0.01) during their local meta-model
training. This adds the regularization term £ ||w — Wiopal % to
the local loss function, where w are the local model parameters
and Wgjobal are the parameters of the current global meta-model.
Clients synchronize with the server to download the latest
global models every 45 simulated seconds.

e) Evaluation Strategy and Metrics:: Performance was
assessed via local, client-side global, and server-side global
evaluations using Accuracy, Macro F1-Score, Area Under
the ROC Curve (AUC), and Cross-Entropy Loss. Per-class
precision, recall, and Fl-score were logged by the server to
facilitate the construction of confusion matrices for the final
global models. Meta-model validation data was dynamically
generated at each evaluation stage (client or server) using
the then-current sensor model on the respective clean ECG
validation data to ensure relevance to the anomaly verification
task.

V. EXPERIMENTAL RESULTS AND EVALUATION

This section presents the evaluation outcomes for the Human
Activity Recognition (HAR) component and the Federated
Learning (FL) framework for ECG anomaly detection and
verification.

A. Human Activity Recognition (HAR) Component Performance

The HAR component, leveraging a Temporal Convolutional
Network (TCN), was independently trained and evaluated.
Training utilized a custom dataset of 200 videos augmented
with public data, while testing was performed on a held-out
set including sequences from the Harvard Dataverse and 50
additional proprietary videos.

1) HAR Model Architecture Comparison: Table III summa-
rizes the performance of various deep learning architectures
explored for HAR. The TCN model demonstrated the highest
overall accuracy.

2) Selected TCN Model: Detailed Performance: The confu-
sion matrix for the selected TCN model is shown in Figure 12.
Per-activity accuracies are detailed in Table IV, indicating
strong recognition for critical activities such as ’fall’ (94.12%)
and common activities like *walking’ (95.00%).

Table III: Performance Comparison of Implemented HAR
Model Architectures.

Model Overall Critical Acts.  Regular Acts.
Architecture Acc. (%) Acc. (%) Acc. (%)
ST-GCN 74.78 72.06 73.35
DeepConvLSTM 3391 29.41 27.09
Transformer 74.78 68.75 71.78
TCN 86.09 78.31 85.94
LSTM w/ Attention 78.26 62.87 79.35

Confusion Matrix - activity_recognition_tcn
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Figure 12: Confusion Matrix for the TCN-based HAR model (Overall
test accuracy: 86.09%).

Table IV: Per-Activity Accuracy (%) for the TCN-based HAR
Model on Test Data.

Activity  Accuracy (%)
standing 77.78
sitting 90.91
walking 95.00
running 81.82
laying 84.21
seizure 62.50
fall 94.12

B. Federated Learning for ECG Anomaly Detection and
Verification

1) Preliminary Sensor Model Exploration: Accuracy vs.
Computational Cost: An initial FL study (5 heterogeneous
clients, 10k rows/client, archetypes from Table II) compared
several sensor architectures. Table V summarizes their final
average client accuracy and relative computational cost (average
simulation time per client). While ResNet1D (~94% accuracy)
and BiLSTM (~90% accuracy) achieved high performance, the
SensorECGCNN_Light model (~87% accuracy) provided
a superior balance with substantially lower computational
overhead (611.79s simulation time) compared to the more
complex BiLSTM (2927.51s) and ResNet1D (4852.14s) models.
This informed its selection for the main, more extensive FL
simulations.

2) Main Simulation: SensorECGCNN_Light Perfor-
mance (FL vs. Local-Only): In the main FL simulation (N =5
clients, ~20k samples/client, using archetypes from Table II),



Table V: Preliminary Sensor Model Exploration: Final Average
Client Accuracy and Relative Computational Cost (5 Clients,
10k rows/client, FL. Mode).

Sensor Model Avg. Client  Avg. Sim. Time
Architecture Accuracy per Client (s)
MLP with PCA 0.75 300.15
CNN Light 0.87 611.79
GRU 0.75 491.53
BiLSTM 0.90 2927.51
ResNet1D 0.94 4852.14

the FL. mode generally enhanced sensor model performance
compared to Local-Only training. Table VI details the final
accuracy and loss achieved by each client on its local clean
validation set. Notably, clients exposed to higher data noise
levels, such as Edge 2 (Wearable 1 archetype), demonstrated a
marked improvement with FL, with accuracy increasing from
0.81 (Local-Only) to 0.87 (FL). Similarly, Edge 4 (Wearable 2
archetype) improved from 0.86 to 0.88. This trend underscores
FL’s capability to foster more robust models, especially for
clients operating with compromised local data quality.

Table VI: Final Sensor (SensorECGCNN_Light) Metrics
on Local Clean Validation Sets: FL vs Local-Only Training
(Lower Loss is Better).

Accuracy T Loss |
Edge L
D Archetype Description FL Local FL Local
1 Hospital 1 (Clean) 0.91 0.89 0.31 0.26
2 Wearable 1 (Noisy) 0.87 0.81 0.31 0.41
3 Clinic (Mixed) 0.91 0.88 0.33 0.32
4 Wearable 2 (Noisy+) 0.88 0.86 0.33 0.30
5 Hospital 2 (Clean) 0.90 0.88 0.26 0.31

3) Main Simulation: MetaClassifier Performance (FL
vs. Local-Only): The efficacy of the MetaClassifier in
verifying sensor-detected anomalies was significantly enhanced
through FL with client-side FedProx regularization. Table VII
presents the final Fl-score and AUC achieved by the meta-
model on each client’s dynamically generated clean local
validation data. Clients training in the FL. mode consistently
outperformed their Local-Only counterparts. For instance,
Edge 2 (Wearable 1, Noisy) saw its Fl-score improve from
0.68 (Local-Only) to 0.80 (FL), and its AUC from 0.75 to
0.88. Edge 4 (Wearable 2, Very Noisy) experienced an F1-
score increase from 0.60 to 0.76 and an AUC increase from
0.70 to 0.79 with FL. This demonstrates FL’s effectiveness in
leveraging collective knowledge to build a more accurate and
reliable anomaly verification layer, especially mitigating the
impact of severe local data degradation.

4) Global Model Performance and Convergence in FL Mode:
The server-aggregated global models demonstrated consistent
learning and improvement over 46 federation rounds. The
global sensor model achieved a final AUC of approximately
0.95 on the server’s held-out validation set. The global meta-

Table VII: Final Meta-Model Metrics on Local Clean (Dynamic)
Validation: FL. (FedProx) vs Local-Only (Higher F1/AUC is
Better).

F1-Score 1 AUC 1
Edge -
D Archetype Description FL Local FL Local
1 Hospital 1 (Clean) 0.85 0.83 0.92 0.91
2 Wearable 1 (Noisy) 0.80 0.68 0.88 0.75
3 Clinic (Mixed) 0.82 0.75 0.90 0.84
4 Wearable 2 (V.Noisy) 0.76 0.60 0.79 0.70
5 Hospital 2 (Clean) 0.84 0.82 091 0.90

model, evaluated on dynamically generated server validation
data (to reflect its dependency on the current sensor model),
achieved a final Fl-score of 0.881. The confusion matrix for
this final global meta-model (Figure 13) details its performance
in the anomaly verification task. It correctly confirmed 7382
sensor True Positives (TPs) and correctly rejected 1529 sensor
False Positives (FPs). The primary error category was 573 False
Negatives, where true sensor alerts were incorrectly dismissed
by the meta-model.

Final Server Meta Model Confusion Matrix (Round 46)
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Figure 13: Confusion Matrix for the final global MetaClassifier
model (Round 46) on server validation data, illustrating performance
in verifying sensor 'Abnormal’ predictions. True Label ’Sensor FP’
means the sensor was wrong (actual normal); *Sensor TP’ means the
sensor was right (actual abnormal).

C. Computational Cost and Edge Device Feasibility

Edge device operations were simulated on a MacBook
Air M2, 16GB RAM, with artificial delays targeting a 1.5
GFLOPs/sec hardware profile to estimate performance on
resource-constrained devices. Table VIII summarizes these
results for the main FL simulation (5 clients, 20k rows/client).
Sensor inference averaged a highly efficient 1.52 ms per sample.
Periodic sensor model retraining cycles averaged 41.06s, while
meta-model retraining cycles were substantially quicker at
0.65s. These timings suggest that real-time inference is readily
achievable, while the frequency and impact of on-device
retraining would need careful consideration in a deployment
scenario, potentially favoring less frequent updates or offloading
for more complex models.



Table VIII: Average Computational Metrics per Simulated
Edge Device (FL Mode, 20k rows/client, Simulated Target
1.5 GFLOPs/sec).

Metric Average Value
Total Simulation Time per Client (s) 1562.72
Sensor Model Inference (ms/sample) 1.52
Sensor Model Retraining (s/cycle) 41.06
Meta-Model Retraining (s/cycle) 0.65

VI. IMPLEMENTED SOFTWARE

This section outlines the developed software components
of the Smart-Care system, categorized into backend services,
frontend interfaces for caregivers and patients, and visualization
features for real-time interaction and monitoring.

A. Backend

The backend system facilitates communication between
patient devices and caregiver applications. To securely expose
the local development environment to the internet, ngrok
was used as a tunneling service. This enabled seamless data
exchange between distributed clients without requiring static
IPs or public hosting.

The backend server was responsible for receiving sensor
data from the patient’s Apple Watch, locally using TinyDB,
and making it accessible to the caregiver application upon
request. TinyDB, a lightweight document-oriented database,
was chosen for its simplicity and suitability in handling key-
value storage in constrained environments. It also acted as a
relay point for real-time communication via WebRTC.

To ensure timely alerts and emergency notifications, Firebase
Cloud Messaging (FCM) was integrated into the system. FCM
enabled the backend to push instant notifications to the caregiver
application when critical health events were detected or when
real-time attention was needed.

B. Frontend

Two frontend applications were developed as part of the
Smart-Care system. The Caregiver Application is an Android-
based app designed to assist caregivers by providing func-
tionalities such as accessing health reports sent from the
patient’s device, receiving real-time alerts via FCM, and
viewing live video streams through WebRTC for continuous
patient monitoring.

On the other hand, the Patient Application is an Apple Watch
app that collects real-time physiological data—such as heart
rate, ECG and movement — and transmits it to the local server.
This application runs unobtrusively in the background, enabling
continuous and seamless health monitoring without disrupting
the patient’s daily routine.

C. Visualization

Figures 16a, 14b, and 15a illustrate the major user interface
components of both the caregiver and patient applications.
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Figure 14: Screens from the Caregiver Android App

The screens in Figure 14 represent the system interface
where ECG is the primary parameter used for anomaly
detection. In contrast, Figure 16 demonstrates an enhanced
version that includes additional vital signs such as heart rate,
body temperature, and blood oxygen saturation alongside
ECG. Notably, Figure 16 showcases a reporting interface
that allows the caregiver to select a custom time range for
generating detailed reports, complete with an activity timeline
synchronized to specific timestamps. This timeline is rendered
using a custom drawing function implemented via Jetpack
Compose’s built-in Canvas library.
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Figure 15: Screens from the Apple Watch Patient App

To enable advanced visualization capabilities in the Caregiver
application, two open-source libraries were integrated. For
charting and graphical representation of sensor data, the "AAY-
Chart” library developed by TheChancelOl was used. For the
live video stream interface, the ”stream-video-android” SDK
from GetStream was employed, which provides a reliable and
customizable WebRTC-based solution for real-time communi-
cation.



On the patient side, the Apple Watch application provides an
intuitive interface for continuous health monitoring. As shown
in Figure 15, the app uses “CoreMotion” and “HealthKit”
frameworks from Apple to access real-time physiological
signals, including heart rate and motion data.
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Figure 16: Screens for Representing Vital Signs

To provide immediate feedback and insight into the system’s
operation, our HAR visualizations are designed for clarity
and real-time understanding, as illustrated in Figure 17. These
visualizations prominently display the currently recognized
activity along with its associated confidence score, exemplified
by the "RUNNING’ detection in Figure 17(a) and the ’Fall’
event in Figure 17(b). Complementing this, a dynamic bar
graph, visible in both subfigures, illustrates the confidence
distribution across a predefined set of activities (e.g., standing,
sitting, walking, seizure), offering a comprehensive view of the
model’s predictions. Furthermore, as seen in the examples, a
bounding box localizes the detected individual, while a skeletal
pose estimation overlay maps their key body joints, aiding in
the visual interpretation of the recognized action. Crucially,
upon confident detection of these activities, the system logs this
information—including the activity label, confidence score, and
timestamp—and saves it to local storage on the device. This
ensures a persistent record of significant events, facilitating
offline review, data analysis, or triggering further actions based
on the historical activity data.

VII. CONCLUSION AND FUTURE WORK
A. Future Work

For the future phases of the system, a number of significant
extensions and improvements are planned:

o Authentication and Access Control: To differentiate roles

(administrators, caregivers, and patients), limit access,

(a) Visualization of the system detecting a *'Running’ activity, including pose
estimation and confidence scores.

(b) Visualization of the system detecting a ’Fall’ event, with corresponding
pose and activity confidence levels.

Figure 17: Examples of HAR visualizations for 'Running’ and ’Fall’
scenarios. The system displays detected activity, confidence scores,
and pose estimation overlays.

and protect patient data confidentiality, implement secure
authentication features.

o Full System Integration and Automation: Include
in place a completely automated pipeline that, upon
turning on the system (such as a Raspberry Pi at home),
initiates the required scripts, sets up services, establishes
connections with sensors and mobile apps, and plugs in
monitoring.

« HAR Models in FL. Framework: To enhance context
validation in emergency detection and further customize
the system, incorporate sophisticated HAR models into
the federated learning configuration.

o Encrypted Federated Training: To increase security
without sacrificing performance, look into training models
on encrypted data via safe multiparty computation or
homomorphic encryption.

o Cloud Infrastructure and Scalability: To accommodate
large-scale and multi-user scenarios, deploy components
(data storage, federated aggregation server, and authentica-
tion) on scalable cloud platforms such as AWS or Google
Cloud.



o Cross-Platform Mobile App and UI Enhancements:
Complete and optimize iOS and Android apps for depend-
able, low-latency operation. Increase the functionality of
device diagnostics, Bluetooth Low Energy pairing, and
offline mode.

« Broad Sensor Support Beyond Smartwatches: Although
the current implementation uses smartwatches to collect
vital signs, future iterations will investigate integration
with additional ambient or wearable sensors, including
EMG sleeves, chest bands, ECG patches, and environmen-
tal Internet of Things devices (e.g., bed pressure sensors,
fall detectors).

These future steps will bring the system closer to being
ready for the real world by making sure it is flexible, private,
medically relevant, and scalable in a variety of assisted living
and healthcare environments.

B. Conclusion

This project demonstrated a reliable and privacy-preserving
real-time health monitoring and emergency detection system.
The solution combines wearable IoT sensors, federated learning
(FL), and active learning (AL) into a two-stage detection
framework. By combining physiological signals and activity
recognition, the system ensures accurate anomaly detection
while reducing false positives.

The architecture includes edge computing for local inference,
federated learning for decentralized model training, and real-
time notifications via mobile apps. A WebRTC-based commu-
nication feature enhances caregiver-patient interaction during
emergency situations. The mobile app interface, dashboard
visualizations, and notification modules provide an intuitive
and responsive user experience for real-world deployment.
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