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0. ABET Evidence Map, Final Design Snapshot, and Design Evolution Log 
Table 0-A. Report Evidence Guide.  

ABET 
item / 

SO 
What must be demonstrated Primary 

report section 

Supporting 
appendix / 

evidence ID 

SO1 
Identify, formulate, and solve complex 
engineering problems by applying principles 
of engineering, science, and mathematics. 

Sections 2 & 
3: Problem 
Definition, 
Requirements 

Fig D6-D11  

SO2 

Apply engineering design to produce solutions 
that meet specified needs with consideration 
of public health, safety, and welfare, as well as 
global, cultural, social, environmental, and 
economic factors. 

Sections 5, 7 
& 8: Concept 
Selection, 
System 
Architecture, 
Detailed 
Design.  

Fig D1-D2, Fig 
D6-D9, Fig 
D12-D13  

SO3 Communicate effectively with a range of 
audiences 

Sections 1 & 
9:  Executive 
Summary, 
Results 

Fig D17-D18  

SO4 

Recognize ethical and professional 
responsibilities in engineering situations and 
make informed judgments, which must 
consider the impact of engineering solutions 
in global, economic, environmental, and 
societal contexts. 

Section 11: 
Professional 
Responsibiliti
es 

Fig D18-D20 

SO5 

Function effectively on a team whose 
members together provide leadership, create a 
collaborative and inclusive environment, 
establish goals, plan tasks, and meet 
objectives. 

Section 12: 
Team 
Organization 

 
 

 
Appendix C  

 

SO6 

Develop and conduct appropriate 
experimentation, analyze and interpret data, 
and use engineering judgment to draw 
conclusions.  

Section 9: 
Verification & 
Validation 

Fig D4 

SO7 Acquire and apply new knowledge as needed, 
using appropriate learning strategies. 

Section 13: 
New 
Knowledge 
Acquired 

Fig D11 



ABET 
item / 

SO 
What must be demonstrated Primary 

report section 

Supporting 
appendix / 

evidence ID 

Criterion 
5 design 
evidence 

The culminating design shows standards, 
multiple constraints, iteration, and use of prior 
course work. 

Section 5, 6,7, 
8: Design + 
Implementatio
n 

Fig D1-D20 

 
Table 0-B. Final Design Snapshot.  

Field Final value / summary 

Final prototype / revision 

The final prototype consists of an industrial level smart meter 
based IoT energy capturing and blockchain integrated P2P 
trading system. Raspberry Pi 5 collects smart meter readings and 
publishes it through a MQTT broker. Node Red programming 
tool subscribes to the topics of the MQTT broker and 
preprocesses the data before logging it to the CSV. Collected 
data is used in calculating market-clearing prices via SDR 
algorithms. The P2P trading system then implements this data to 
create a blockchain layer with Node.js, Solidity, and Ganache. 

Main need addressed 

This project addresses the need for decentralized, and low-cost 
energy monitoring and trading systems inside a microgrid 
environment that has its prosumers and consumers. This is 
achieved by real-time monitoring of energy patterns, data 
processing, and blockchain transactions.  

Requirements met 

The list of the requirements met in this Capstone Project:​
1. Data collection from smart meters via Raspberry Pi 5 
(Modbus RTU and MQTT) 
2. Pre-processing of the acquired data (Node Red)  
3. Supply-Demand Ratio based energy price calculations 
4. Blockchain recording of the smart-contracts 
5. User interface for analysis and monitoring  

Primary standards applied 

The main engineering standards that were used in the project are: 
1.​  IEEE 2030.5‑2023 – Smart Energy Profile Application 

Protocol 
2.​  ISO/IEC 27001:2022 – Information Security 

Management 

Key constraints satisfied 

Most of the constraints described in Section 2 are satisfied. 
Smart meters display accurate and real data, prices calculated for 
energy trading are correctly decided according to the algorithms. 
The user interface showcases correct smart contracts and 
blockchain blocks. 

http://node.js


Field Final value / summary 

Most important trade-off 

Decision to create an optimized edge-processing  architecture 
rather than keeping straightforward Raspberry Pi based pipeline 
or more powerful external server design was the most important 
trade-off. The following project is an ideal trade-off in terms of 
complexity and implementation level.  

Overall result 
The overall result is a working prototype of a microgrid energy 
management system, that shows local processing of the energy 
data and energy trading among the users of the microgrid. 

 
Table 0-C. Design Evolution Log. 

Iteration 
ID 

What 
changed 

Why it 
changed 

Evidence that 
triggered the 

change  

Impact on 
performance / cost / 

schedule / risk 
Date 

I1 

Implementin
g a CSV-based 
data 
simulation 
from an 
existing 
theoretical one 

Unavailabil
ity of smart 
meters at 
early stages 

A stable environment 
for testing was 
required at initial 
steps 

Allowed to test the 
system quite early 
and increased 
reliability  

Feb 
2026 

I2 

Households’ 
agent-based 
model 
development 

Individual 
household 
behavior 
simulation 
was required 

Prosumers and 
consumers were 
required to be 
modeled separately 

Simulation accuracy 
was increased  

Mar 
2026 

I3 

Trading logic 
based on 
peer-to-peer 
principle 
implementatio
n (bids and 
asks) 

Decentraliz
ed energy 
trading was 
required to 
be 
simulated 

Local matching was 
required based on 
data from aggregated 
demand/supply 

Local energy 
optimization was 
enabled while grid 
dependency was 
reduced  

Mar 
2026 

I4 

Ganache + 
Solidity smart 
contract based 
blockchain 
integration 

Transaction
s needed to 
be recorded 
in a secure 
way 

Decentralized 
validation of trading 
transactions was 
required 

Transparency of the 
system was increased 

Mar 
2026 



Iteration 
ID 

What 
changed 

Why it 
changed 

Evidence that 
triggered the 

change  

Impact on 
performance / cost / 

schedule / risk 
Date 

I5 

Dashboard for 
visualization 
development 
(UI) 

Blockchain 
results 
interpretati
on had to 
be clear 

Difficulty of analysis 
of raw CSV data 
outputs 

Communication of 
results, as well as 
usability were 
improved and system 
validation was 
enabled 

Apr 
2026 

I6 

Implementatio
n of energy 
trading pricing 
based on 
tariffs specific 
for 
Kazakhstan 
energy trade  

Evaluation 
of the 
economic 
part of the 
project had 
to be 
realistic 

Real-world 
conditions needed to 
be considered when 
testing the system 

Economic accuracy 
was improved  

Apr 
2026 

 
 

 



1. Executive Summary  
In the modern world, the integration of renewable energy sources has made decentralized energy 
management possible within the microgrids. Traditional centralized energy systems proved to be 
inefficient and less secure compared to contemporary decentralized ones, where houses can 
consume and generate electricity at the same time, making profit of it. This can be achieved by 
owning a rooftop solar panel, wind turbines and many other sources of renewable energy. 
However, it is important to note that such energy trading can cause serious security risks if not 
handled properly. Hence, a secure and transparent mechanism for recording energy transactions 
is required. This project’s main motivation came from the need to integrate microgrid energy 
management with a mechanism for a safe and efficient blockchain-based market energy 
coordination.  
Traditional grid-centered energy management networks cannot provide a fully transparent and 
effective method for grid users to exchange energy locally. Moreover, energy is mostly statically 
priced without a direct linkage between supply and demand in real time. Thus, a regular energy 
balancing is required with a dynamic determination of local trading prices, as well as the secure 
energy market transactions record.  
A blockchain-assisted decentralized energy management framework for an loT-enabled 
microgrid system is the final design solution. Data is collected from the laboratory grid using 
smart meters, which is then processed by the Node-RED to be stored in CSV files, using Python 
programming language for data validation and preparation. In the project 15 real houses data is 
processed, a supply-demand ratio (SDR) is calculated and  dynamic internal prices bounded by 
Kazakhstan grid tariffs (30.56 / 22.68 KZT/kWh) are determined, with the priority given to 
peer-to-peer energy trading before interaction with the main grid. Furthermore, local asks and 
bids, market-clearing actions are recorded in the form of hashes and blockchain blocks for 
security with all the data being visualized in a web dashboard.  
 
Final Performance Achieved: 

●​ Smart meter data acquisition in real time using Modbus protocol 
●​ Raspberry Pi + Node-RED + CSV - full IoT pipeline 
●​ Simulation of real time hourly rate data for 15 houses 
●​ Dynamic prices based on SDR with Kazakhstan grid tariffs integration.  
●​ Energy trading based on peer-to-peer principles 
●​ Transactions recorded as blockchain blocks and using hashes 
●​ Cost savings implementation and demonstration 
●​ Project web visualization   

Requirements met:  
●​ End-to-end system (hardware - data - simulation - blockchain - UI)  
●​ SDR pricing + hourly energy analysis + real tariff integration 
●​ Blockchain logging  



●​ Dashboard visualization 
Partially met: 

●​ Not fully real time, since data in the CSV files used instead of real time livestreams 
●​ Full automated settlements can be improved  

Unmet: 
●​ Large scale deployment 
●​ Full real grid integration and implementation 

 
Within the scope of the laboratory equipment there were some system limitations such as that the 
system was close to being real time, however to become fully real time it will need to process 
livestreams of energy data instead of relying on intermediate data. In the future, live smart meter 
data can be directly connected to the simulation and blockchain to achieve even more secure and 
efficient energy trading mechanisms.  
 

 



2. Problem Definition, Stakeholders, Context, and Constraints 
 
2.1 Problem Definition and Need Statement 

Existing centralized energy grids do not allow peer-to-peer trading, while modern microgrids 
have distributed energy resources such as solar panels, creating a new term called prosumer, 
allowing households not only to consume but also sell energy. Moreover, conventional grids 
have fixed pricing mechanisms, not reflecting real time supply-demand conditions. The capstone 
project combines real smart meter data, internal pricing adjustments based on SDR, hourly 
energy balancing mechanisms, as well as security provided by the blockchain. Unlike a purely 
research/theory based project, this one follows engineering design standards by involving 
hardware such as laboratory microgrids, smart meters, pi raspberry 5, as well as data pipelines, 
blockchain, and results simulation.  

2.2 Stakeholders 
Table 2‑A. Stakeholder Analysis. 

Stakeholder Role/Interest Needs/Success 
criteria 

How engaged 
(meetings/inputs) Impact of project 

Capstone 
Project 
Team  

System 
developers  

System 
implementation 
being completed 
successfully with 
accurate results 

Weekly meetings, 
meeting minutes, 
feedbacks, peer 
evaluations  

Acquiring of 
technical and 
research 
knowledge and 
skills  

 Capstone 
Supervisor 

Academic 
evaluator  

Innovative and clear 
methodology 

Regular feedback 
sessions, 
consultations 

High academic 
quality 
ensurement 

 Electrical 
and 
Computer 
Engineering 
Department 

Academic 
Institution  

Applied engineering 
knowledge 
demonstration 

Regular 
presentations, 
reviews 

Program 
reputation 
enhancement + 
contribution to 
accreditation  

 AC-DC 
microgrid 
lab 

 Experimental 
environment  

Proper usage of lab 
equipment 
contributing to 
overall system 
successful 
implementation  

Hardware setup 
and testing 
environment  

Real world 
validation 
implementation  

 Potential 
End-Users 
such as RES 
owners, 
prosumers, 
consumers 

Potential 
future users  

Security, 
transparency, cost 
minimization, 
efficiency.  

Indirect simulated 
interactions  

Reduced cost 
while increased 
energy efficiency  

 



2.3 Context and Operating Environment 

This capstone project is implemented within an AC-DC hybrid microgrid laboratory located in 
Nazarbayev University C4. Various electrical data such as power, frequency, voltage are 
collected using one phase and three phase smartmeters, which are then processed by Raspberry 
Pi 5 and Node-RED system. An hourly time resolution method is used, also assuming that 
multiple households interact with the local grid. Pricing is constrained by real Kazakhstan 
electricity tariffs (30.56 KZT/kWh for purchasing and 22.68 KZT/kWh for selling). Ganache is 
used as a simulated environment for blockchain component implementation, allowing 
decentralization of transactions. Key assumptions of the capstone project are as follows: 

●​ Smart meter data acquisition in a reliable and secure way 
●​ Acquisition of energy data based on the hourly rate  
●​ System components communicating with each other in a stable way  
●​ Tariff boundaries are fixed for pricing  

2.4 Constraints and Context Factors 
Table 2‑B. Constraints Matrix. 

Constraint 
category 

Metric / 
target 

Final estimate or 
measurement 

Gap / residual 
risk Owner Evidence / 

next action 
 Technical  Accurate 

smart 
meter data  

Received by 
Modbus smart 
meters  

Data being 
missed or noisy  

Team  Filtering 
and 
validation 
improvemen
ts 

 
Computatio
nal  

Hourly 
processing 
speed 

Real-time 15 
households data 

Issues related to 
scaling  

Team Algorithms 
optimization
s   

Economic  Match real 
KZ tariffs  

 30.56 KZT/kWh 
for purchasing 
and 22.68 
KZT/kWh for 
selling 

Unexpected 
changes in 
tariffs  

Team Update 
them 
dynamically  

Blockchain  Gas usage 
minimizat
ion  

Simulated gas 
kept in record 

Cost being 
significantly 
higher in real 
networks like 
Polygon  

Team Smart 
contract 
optimization
s  

Hardware  Data 
acquired 
in a stable 
way  

Raspberry Pi 5 
and Node-RED 
system operating 
correctly 

Risk of 
hardware failure  

Lab  Redundancy 
additions | 
Evidence 
link.  

https://drive.google.com/drive/folders/129FGnR_JqcUP8KRwb9Y4uUVGdSExiIbb?usp=drive_link
https://drive.google.com/drive/folders/129FGnR_JqcUP8KRwb9Y4uUVGdSExiIbb?usp=drive_link


3. Final Requirements, Acceptance Criteria, and Traceability 
 
3.1 Final Requirements Compliance 
 
Table 3‑A. Final Requirements Compliance Matrix. 

Req. 
ID 

Requirement 
statement Source Verification 

method 
Target 

threshold 
Measured 

result Verdict Evidence 
ID 

REQ‑
1  

The 
Raspberry Pi 
5 shall 
successfully 
read Modbus 
RTU registers 
from each 
connected 
smart meter 

 Data 
acquisit
ion 

Execute 
Python 
script that 
polls each 
smart 
meter's 
primary 
power 
register 

100% of 
read 
attempts 
return 
into 
Raspberry 
Pi 5 

100% 
accurate 
values 
taken 
from 
connected 
smart 
meter 

 Pass Evidence 

REQ‑
2 

The 
Node-RED 
pipeline shall 
write every 
Modbus 
reading to a 
CSV file on 
the Raspberry 
Pi 5  

Data 
logging 

Run polling 
script for 10 
minutes. 
Inspect CSV 
file. Count 
logged rows 
vs expected 
poll cycles. 

CSV file 
exists and 
contains 
100% of 
expected 
data rows. 

100 % of 
all data 
has been 
added into 
CSV files 

Pass Evidence 

REQ‑
3  

The smart 
meter power 
measurement 
shall be 
accurate 
within ±5% 
of a 
calibrated 
bench 
multimeter 

Stakeh
older 
need 
(Fair 
trading
) 

Record 
power from 
smart meter 
(Modbus) 
and bench 
multimeter 
simultaneou
sly. 

Average 
error ≤ 
5%  

Absolute 
error = 
5.33%  
Calculated 
percentag
e error = 
1.33%  

Pass Evidence 

REQ‑
4 

The EMS 
shall 
calculate total 
energy supply 
and total 
energy 
demand from 
the 
15-household 
CSV dataset 
such that the 

Energy 
balanci
ng 

Compute 
total supply 
and total 
demand . 
Verify that 
net energy 
for all 
houses 
equal to 
zero. 

Net 
energy for 
all 15 
houses 
shall be 
equal to 0  

23421.03
Wh - 
15787.03
Wh=7634.
00Wh 

Pass Evidence 

https://drive.google.com/file/d/1r5bLEUiQj5w82wdDIXMov964DJGCdwZG/view?usp=drive_link
https://drive.google.com/file/d/1_83DePGXQvAZP-g9r969eVx-ACGlKC6Y/view?usp=drive_link
https://drive.google.com/file/d/1hOPEDDTFPHqacY58ZuzCNlOflwtqDmxP/view?usp=drive_link
https://drive.google.com/file/d/1Vp2PIC6-FxhBjdJx2vg4D_rGYpu2a2CD/view?usp=drive_link


sum of all 
household net 
energy values 
equals zero  

REQ
-5 

The EMS 
shall 
calculate 
Supply-Dema
nd 
Ratio(SDR) 
and set the 
internal 
market price 

Dynam
ic 
pricing 

Change 
number of 
consumers 
and 
prosumers 
to have high 
SDR and 
check 
internal 
price 

High 
SDR 
value 
equals 
low 
internal 
value, but 
low SDR 
value 
equals 
high 
internal 
value  

Consumer
s = 3 
Prosumers 
= 4 
SDR = 
3.9657 
INternal 
Price = 
22.6800 
(Price = 
22.68 for 
SDR ≥ 
1.0) 

Pass Evidence 

REQ
-6 

The 
blockchain 
system 
(Ganache) 
shall generate 
and display a 
unique 
transaction 
hash and 
block number 
for every 
submitted 
bid, ask, and 
market-cleari
ng 
transaction 

Safety 
constra
int 
(IEEE 
1547 
Clause 
6) 

Submit 5 
test 
transactions.
.Use 
Ganache to 
retrieve 
transaction 
hashes and 
block 
numbers for 
each. 

100% of 
submitted 
transactio
ns 
produce a 
non-null 
transactio
n hash 
and a 
valid 
block 
number. 

100% 
accuracy 

Pass Evidence 

REQ
-7 

The market 
clearance 
algorithm 
shall 
correctly 
match buyer 
bids with 
seller asks 

P2P 
trading 

Run 
simulation 
with a test 
dataset 
containing 3 
buyers and 
12 sellers 
with known 
bid/ask 
prices and 
quantities. 
Inspect the 
matching 

100% of 
matched 
trades. No 
household
's cleared 
sale 
exceeds 
its 
available 
supply, 
and no 
household
's cleared 

100% 
accurate 
number of 
buyers 
and seller. 
Local asks 
does not 
exceed 
number of 
procumers
(equal to 
12) and 
same with 

 Pass Evidence 

https://drive.google.com/file/d/1ousw5knBUA7sHz4i9kz0tWL_gspAWNw8/view?usp=drive_link
https://drive.google.com/file/d/1KgYCNtRUxTWkx_2BGBA-Hm5Qowizgn2u/view?usp=drive_link
https://drive.google.com/file/d/1ousw5knBUA7sHz4i9kz0tWL_gspAWNw8/view?usp=drive_link


output for 
price and 
quantity 
violations. 

purchase 
exceeds 
its stated 
demand. 

local bids 
and 
consumers
(equal to 
3) 

REQ
-8 

The web 
dashboard 
shall display 
the following 
data for any 
selected hour: 
total supply, 
total demand, 
SDR value, 
internal 
market price, 
and the most 
recent 
blockchain 
transaction 
hashes 

Safety 
constra
int 
(IEEE 
1547 
Clause 
6) 

Manual UI 
inspection. 
Load the 
dashboard. 
Verify 
presence of 
all five data 
elements. 
Click 
through 
different 
hours and 
verify that 
displayed 
values 
change. 

All data 
elements 
are 
visible. 
Data 
updates 
correctly 
when 
hour 
selection 
changes. 

100% 
accurate 
use 
expectatio
ns and 
requireme
nts 

Pass Evidence 

REQ
-9 

The EMS 
shall 
correctly 
determine 
grid 
import/export 
status for the 
microgrid as 
a whole: 
when total 
supply bigger 
than total 
demand 
status will be 
changed to 
surplus, and 
when total 
supply less 
than total 
demand 
status will be 
changed to 
deficit 

Perfor
mance 
constra
int 

Run 
simulation 
with surplus 
case (total 
supply > 
total 
demand) 
and verify 
export 
status. 

Status 
changes 
to surplus  

total 
supply > 
total 
demand 
—> 
status=sur
plus 

Pass Evidence 

https://drive.google.com/file/d/1oBQdGgxhBGHTp2ba0QrQordyOxn0COXw/view?usp=drive_link
https://drive.google.com/file/d/154SR0ngx1uaqNUt2ciIZ-lAoxmNcKadL/view?usp=drive_link


 
REQ‑
10 

 The 
microgrid 
protection 
system shall 
activate the 
circuit 
breaker when 
the measured 
current 
exceeds the 
circuit 
breaker's 
rated current 
threshold, 
isolating the 
node from the 
microgrid 

 Safety 
constra
int 
(IEEE 
1547 
Clause 
6) 

 Verified by 
supervisor 
confirmatio
n that the 
breaker will 
activate at 
15 A per 
manufacture
r 
specification
. No 
physical 
overcurrent 
test 
performed 
due to 
safety. 

 15 A 
according 
to 
datasheet 
and 
superviso
r 
verificatio
n. 

15 A > 
Current 
creates 
overcurre
nt 
situation.  
Confirme
d by 
supervisor 
based on 
CB 
datasheet 

 Pass Evidence 
Evidence 

 
REQ‑
11 

 Raspberry Pi 
5 CPU load 
shall remain 
≤70% during  
EMS 

 
Stakeh
older 
need 
(Transp
arency) 

 Run top or 
htop logging 
while 
system 
operates at 
expected 
load. 

 CPU 
load shall 
be ≤70% 
average 
over 10 
minutes 

 14.55 % 
load in 36 
minute of 
usage 

 Pass Evidence 

 
3.2 Requirements Traceability 
 
Table 3-B. Requirements Traceability Matrix. 

Stakeholder 
need Requirement(s) Constraint(s) Standard 

clause(s) 
Design 

feature(s) 
Test 
ID(s) 

Result 
section 

Prosumers 
and 
consumers 
need fair, 
accurate 
energy 
measurement
s for trading. 

REQ‑1: Modbus 
accuracy ≥90% 
vs. bench 
multimeter 

Accuracy 
≥90% 
(Appendix B) 

IEEE 
2030.5 §8 

Python 
script reads 
smart meter 
data and 
saves to 
CSV for 
comparison 
with 
multimeter. 

T1  

Prosumers 
and 
consumers 
need 
tamper‑proof, 

REQ‑8:  
100% data 
integrity 
(Appendix B) 

ISO 27001 
A.5.15, 
A.8.24 

Private 
blockchain 
with smart 
contract 
that emits 

T6 Section 
9 

https://drive.google.com/file/d/1EW-3rxWqD7ml-_i2kra0_tPR1Sff6Tct/view?usp=drive_link
https://drive.google.com/file/d/1JPS-GmkYBKfGuLqKwNxLfFSg125IDLRi/view?usp=drive_link
https://drive.google.com/file/d/1PuYkf-QFjP3xd51n232YeZSy0so0YvcL/view?usp=drive_link


Stakeholder 
need Requirement(s) Constraint(s) Standard 

clause(s) 
Design 

feature(s) 
Test 
ID(s) 

Result 
section 

transparent 
transaction 
records. 

Trade 
events. 
EMS logs 
every 
transaction 
hash to 
CSV. 

Protecting 
expensive 
equipment 
from 
overcurrent. 
Lab safety 
requires 
protection 
against 
abnormal 
conditions. 

REQ‑10 
IEEE 1547 
Clause 6 
(Appendix B) 

IEEE 1547 
§4, §6 

Overcurrent 
detection 
system and 
circuit 
breakers 
installed in 
microgrid  

T8 

Section 
9 

System must 
run reliably 
on Raspberry 
Pi 5 without 
CPU 
overload, 
leaving room 
for future 
scaling. 

REQ‑11 
CPU load 
≤70% 
(Appendix B) 

ISO 27001 
A.8.6  

The EMS 
script uses 
time.sleep() 
between 
polling 
cycles to 
release the 
CPU. 
During 
operation, 
the Linux 
top utility 
logs CPU 
usage every 
5 seconds 
for 10 
minutes. 
The average 
load is 
computed 
from the 
log. 

T9 Section 
9 



Stakeholder 
need Requirement(s) Constraint(s) Standard 

clause(s) 
Design 

feature(s) 
Test 
ID(s) 

Result 
section 

Prosumers 
and 
consumers 
need fair, 
accurate 
energy 
measurement
s for trading. 

REQ-1, REQ-2, 
REQ-3 

Accuracy ≥ 
95% (from 
Appendix B) 

IEEE 
2030.5 §8 

Python 
script reads 
smart meter 
data via 
Modbus 
RTU; 
Node-RED 
logs to CSV 

T1 Section 
9 

Pricing must 
reflect 
real-time 
supply-deman
d conditions 
using 
Kazakhstan 
tariffs as 
bounds. 

REQ-5 

Price 
bounded by 
30.56/22.68 
KZT/kWh 

economic 
constraint 

SDR 
formula; 
linear price 
interpolatio
n between 
tariff 
bounds 

T3 Section 
9 

Market must 
match buyers 
and sellers 
fairly based 
on bids and 
asks. 

REQ-7 

No matched 
trade exceeds 
supply/deman
d 

economic 
constraint 

Matching 
algorithm 
comparing 
bids and 
asks 

T5 Section 
9 

Microgrid 
must balance 
energy locally 
before 
importing/exp
orting from 
main grid. 

REQ-4, REQ-7 

Net energy 
shall be equal 
to 0 for 
balanced 
operation 

IEEE 1547 
§4 

SDR 
calculation; 
surplus/defi
cit detection 
logic 

T2, 
T5 

Section 
9 

 
3.3 Derived, Interface, Environmental, and Regulatory Requirements 
Derived Requirements. 

●​ The Node.js simulation shall read the 15-household CSV file and analyze hourly energy 
data for each household, calculating individual net energy. 

○​ Why needed:REQ-4 requires accurate sum of total supply and total demand. This 
requires correctly analyzing the input dataset and computing net energy per 
household before summation. 

○​ Supports: REQ‑1, REQ‑4; 
●​ The EMS shall compute SDR using the formula: SDR = Total Supply / Total Demand, 

where both values are in kWh. 



○​ Why needed:  REQ-5 requires SDR-based pricing. The SDR calculation must be 
explicitly defined and protected against division-by-zero math rules. 

○​ Supports: REQ-5 
●​ The blockchain smart contract shall emit a unique TransactionLogged event containing 

transaction hash, block number, timestamp, and cleared energy amount for every 
successful market-clearing process. 

○​ Why needed: REQ‑8 requires that every transaction produces a hash and block 
number. The transmission of an event from a smart contract provides a verifiable 
record in the blockchain. 

○​ Supports: REQ‑8 
●​ The Raspberry Pi 5 shall poll each smart meter via Modbus RTU at intervals of 5 seconds 

or less. 
○​ Why needed: Ensures sufficient data freshness for accuracy comparison while 

preventing excessive CPU load. 
○​ Supports: REQ‑1, REQ‑3, REQ‑11;  

Interface Requirements. 

●​ EMS log file output shall use CSV format with headers for compatibility with analysis 
tools. 

○​ Direction: EMS -> file system (Raspberry Pi 5 storage)  
○​ Protocol / signal type: CSV (comma‑separated values) with headers \ 
○​ Why needed: CSV format is human‑readable, can be opened in Excel for manual 

verification, and can be parsed by Python scripts for automated comparison.  
○​ Supports: REQ‑1, REQ‑2, REQ -3 

●​ Smart meter to Raspberry Pi 5 data transfer shall use Modbus RTU over RS‑485. 
○​ Direction: Smart meter Modbus port -> RPi5 UART/RS‑485 shield 
○​ Protocol / signal type: Modbus RTU  
○​ Why needed: The smart meter measures voltage, current, and other values, then 

makes these values available via Modbus registers. The Raspberry Pi 5 reads 
these registers to obtain the data required for REQ‑1 accuracy testing and EMS 
decision‑making. 

○​ Supports: REQ‑1, REQ‑2, REQ-3 
●​ The Node.js simulation shall output calculated SDR, internal price, and matched 

transaction data to a JSON file that is readable by the web dashboard. 
○​ Direction: Simulation -> File system -> Dashboard  
○​ Protocol / signal type: JSON format 
○​ Why needed: R4, R5, R6, R8 require data flow from simulation to visualization. 

JSON is a standard, parseable format.  
○​ Supports: REQ‑4, REQ‑5, REQ‑6, REQ‑8 

Environmental Requirements 

●​ The smart meter shall receive AC power within its specified input range. 
○​ Why needed: If the supply voltage is too low or too high, the meter's current and 

power measurements become inaccurate.  
○​ Supports: REQ‑1 



●​ Ambient temperature for Raspberry Pi 5 and smart meters shall be less than 50°C. 
○​ Why needed: Raspberry Pi 5 begins to throttle its CPU clock speed when the 

temperature exceeds approximately 80°C. Throttling reduces performance, which 
could increase CPU load percentage artificially 

○​ Supports: REQ‑11 

Regulatory and Safety Requirements 

●​ The blockchain testnet (Ganache) shall not store real energy transaction data from actual 
households. Only simulated or anonymized data shall be used. 

○​ Why needed: Even though the project does not use real household data, this 
requirement establishes ethical boundaries for any future extension. 

○​ Supports: REQ‑8 
●​ Overcurrent testing shall use software injection only. No physical overcurrent shall be 

applied 
○​ Why needed:REQ‑10 is verified using a simulated fault, which tests the detection 

logic without risk.  
○​ Supports: REQ‑10 

●​ The blockchain testnet shall operate in an isolated network environment 
○​ Why needed: ISO 27001 A.5.15 requires that only authorized users can access 

systems. An isolated testnet prevents unauthorized access, protecting the integrity 
of verification.  

○​ Supports: STD - 4 

 

 

 
 

 

 

 

 

 

 

 

 



4. Engineering Standards, Regulations, and Compliance Evidence  
Table 4‑A. Standards Application Matrix. 

ID 
Standard 

/ 
regulation 

Clause 
used 

Why 
applicable 

Design 
decision 
affected 

Verification 
/ inspection 

method 

Evidence 
produced 

Compliance 
status 

 
STD
‑1 

 IEEE 
2030.5‑20
23 – Smart 
Energy 
Profile 
Applicatio
n Protocol 

Section 
6 
(Device 
Discov
ery and 
Registr
ation); 
Section 
7 
(Secure 
Comm
unicati
on); 
Section 
8 
(Smart 
Energy 
Data 
Models
) 

 This 
standard 
defines 
how smart 
meters 
should 
structure 
and 
communic
ate energy 
data. It is 
applicable 
because 
the 
laboratory 
smart 
meters 
support 
Modbus 
RTU and 
the EMS 
must 
interpret 
their data 
correctly. 

 The 
format 
of 
Modbus 
data 
logged 
by the 
Python 
script 
follows 
IEEE 
2030.5 
data 
models. 
Only 
registere
d 
devices 
are 
allowed 
to 
commun
icate 
with the 
EMS. 

 Inspection 
of logged 
data packets 
to verify 
they contain 
ID, 
timestamp, 
units, and 
value per 
the standard 
format. 
Review of 
Python 
script to 
confirm 
only 
configured 
Modbus 
addresses 
are polled. 

Evidence 
Evidence 
 

Compliant 

 
STD
‑2 

 ISO/IEC 
27001:202
2 – 
Informatio
n Security 
Managem
ent 

 Annex 
A.5.15 
(Access 
Control
); 
Annex 
A.8.24 
(Use of 
Crypto
graphy) 

 It is 
applicable 
because 
energy 
trading 
data is 
sensitive 
and 
blockchain 
transaction
s must be 
tamper‑pro
of. 

 Only 
registere
d 
system 
member
s have 
permissi
on to 
submit 
trades. 
Blockch
ain 
private 
keys are 
stored 
locally 

 Review of 
smart 
contract 
code to 
verify 
access 
control 
logic. 

Smart 
contract 
source 
code  

 Compliant 

https://drive.google.com/file/d/1r5bLEUiQj5w82wdDIXMov964DJGCdwZG/view?usp=drive_link
https://drive.google.com/file/d/1_83DePGXQvAZP-g9r969eVx-ACGlKC6Y/view?usp=drive_link
https://drive.google.com/file/d/1xPyr8J27PnaCK95xkvSPitkXdQBJFzKv/view?usp=drive_link
https://drive.google.com/file/d/1xPyr8J27PnaCK95xkvSPitkXdQBJFzKv/view?usp=drive_link
https://drive.google.com/file/d/1xPyr8J27PnaCK95xkvSPitkXdQBJFzKv/view?usp=drive_link
https://drive.google.com/file/d/1xPyr8J27PnaCK95xkvSPitkXdQBJFzKv/view?usp=drive_link


in 
encrypte
d 
keystore
s 

 
STD
3 

 IEEE 
1547‑2018 
– Standard 
for 
Interconne
ction of 
Distribute
d Energy 
Resources 

 Clause 
4 
(Gener
al 
specific
ations 
and 
require
ments); 
Clause 
6 
(Respo
nse to 
Area 
EPS 
abnorm
al 
conditi
ons) 

 This 
standard 
defines 
acceptable 
voltage, 
current, 
and 
frequency 
ranges for 
distributed 
energy 
resources. 
It is 
applicable 
because 
the 
microgrid 
contains 
solar PV 
and wind 
generation 
models. 
Required 
for safe 
operation 
and fault 
protection. 

 Circuit 
breaker 
trip 
levels 
are set 
to 
values 
consiste
nt with 
IEEE 
1547 
Clause 
6. 
During 
normal 
operatio
n, the 
EMS 
ensures 
voltage 
and 
current 
remain 
within 
Clause 4 
ranges. 

The AC-DC 
microgrid 
laboratory 
already has 
hardware 
circuit 
breakers 
pre-installed 
and 
configured 
by lab staff 
to IEEE 
1547 Clause 
6 
specification
s. Team 
confirmed 
breaker 
thresholds 
(15 A) meet 
standard 
requirement
s. 

Visual 
inspectio
n of 
existing 
circuit 
breakers 
in the 
microgrid 
panel. 
Confirma
tion from 
superviso
r that 
breakers 
were 
originally 
specified 
and 
calibrated 
to IEEE 
1547 
Clause 6 
threshold
s 
 
Evidence 
Evidence 
  

 Compliant 

 
STD
‑4 

ISO/IEC 
27001:202
2 – 
Informatio
n Security 
Managem
ent 
(Capacity 
Managem
ent) 

 Annex 
A.8.6 
(Capaci
ty 
Manag
ement) 

 It is 
applicable 
because 
the 
Raspberry 
Pi 5 has 
limited 
CPU 
resources 
and future 
scalability 
to more 

 CPU 
load is 
monitor
ed using 
top -b 
during 
operatio
n. A 
threshol
d is set 
to ≤70% 

 Run top -b 
for 36 
minutes 
while EMS 
operates. 
Compute 
average 
CPU load 
from log. 

CPU load 
log 
showing 
14.55% 
average 
over 36 
minutes 
 
Evidence 

 Compliant 

https://drive.google.com/file/d/1EW-3rxWqD7ml-_i2kra0_tPR1Sff6Tct/view?usp=drive_link
https://drive.google.com/file/d/1JPS-GmkYBKfGuLqKwNxLfFSg125IDLRi/view?usp=drive_link
https://drive.google.com/file/d/1PuYkf-QFjP3xd51n232YeZSy0so0YvcL/view?usp=drive_link


nodes is 
expected. 

 
 

 



5. Concept Generation, Trade-off Study, and Selected Concept 
 
5.1 Candidate Concepts 
To identify the architecture for this Capstone project, three candidate solutions were selected and 
studied by the team. They mostly differ by the processed amount of energy data by the system, 
and how it is then monitored. The metrics that we would use for the trade-off study consist of 
cost calculations, CPU load, latency, complexity, and scalability. The following paragraphs 
would describe the studied concepts and their way of managing EMS.  
 
Concept 1: Baseline Python-Centric EMS Pipeline (Direct Data Processing on Raspberry Pi 
5) 
This concept is based on simple integration of the smart-meters with the Raspberry Pi 5 
microcontroller through the industrial protocol of serial communication MODBUS. The single 
board computer does the fetching of the smart-meter data over MODBUS TCP/IP or RTU 
protocols. According to the architecture of this concept [7, Figure 1], which would be also the 
basis of this project, there exist several power generating parts and/or loads that are connected 
with the smart meters [6, 7]. The Raspberry Pi then fetches the data using the abovementioned 
protocol, and performs filtering, basic energy balancing, data parsing.  
 

 
Figure 1: Basic internal flow of the IoT system 

Source: Adapted from [7] 
The main limitation of this concept is the restricted computational opportunities. Since with the 
increasing number of nodes, the processor may start increasing decision times and have problems 
with memory management [8].  
 
Concept 2: Optimized Edge-Preprocessing EMS with Lightweight Smart-Contract 
Integration 
This concept follows the same data capturing techniques described in Concept 1, but it now has 
more sophisticated internal processing techniques. The data collected by Raspberry Pi 5 is 
filtered so the collection of energy data is settlement-ready for further analysis inside the EMS 



[9]-[10]. The main benefit of this concept is that the computational load is reduced and the 
system achieves higher quality of data. Preprocessed data can be then integrated with the 
smart-contracts [11]. This concept maintains the same costs, and in addition offers technically 
robust and secure usage in smart contracts.  
 
Concept 3: High-Performance EMS with External Compute Offloading (Hybrid Edge 
Server Architecture) 
In the third concept, the IoT device just acts as a data acquisition gateway, which means it has a 
lot less computational load on it. The data read from the smart meters is managed by the external 
computer or server. Such architecture allows more advanced techniques for optimization, 
scalability, forecasting, and market price calculations [12]. Therefore the major strength of this 
concept is high computational power and ability to increase the number of nodes in the network 
[13]. On the other hand, the system also becomes costly, more dependence on the 
communication protocols, and greater implementation complexity.   
 
Table 5-A. Candidate Concepts. 

Concept Description Strengths Weaknesses References 
/ evidence 

1 
Baseline 
Python-Centric Edge 
EMS 

East to prototype. 
Reduced dependence on 
network connectivity. 
Fast initial implementation. 

Limited computational 
capabilities. 
Is not suitable for heavy 
load tasks like 
forecasting. 

[6], [7], [8] 

2 

Optimized 
Edge-Preprocessing 
EMS with 
Lightweight 
Smart-Contract 
Integration 

Preprocessing data at the 
edge takes off some 
computational load 
afterwards. Better balance 
between cost and 
performance. 

More software  design 
compared to basic 
implementation. 
Limitations with 
scalability 

[9], [10], [11] 

3 
Hybrid Edge-Server 
EMS with External 
Compute Offloading 

Suitable for advanced 
calculations. Better 
scalability and 
performance. 

Highest cost of 
implementation. More 
dependence on stable 
communication between 
IoT and servers 

[12], [13] 

 
5.2 Weighted Trade-off Study 
 
Table 5‑B. Weighted Trade-off Matrix  

Criterion Metric / 
target  Weight Concept 1 Concept 2 Concept 3 Evidence 

source 
Hardware cost 

≤ 300,000 
KZT 

0.25 9 8 4 [6] 



CPU Load 
≤ 60 
percent 
under full 
EMS load 

0.20 6 9 10 [12] 

Latency 
≤ 300 ms 
EMS 
processing 
delay 

0.20 6 9 10 [10] 

Complexity 
Prefer 
simple 
integration 

0.15 9 7 4 [7] 

Scalability 
Support ≥ 
10 active 
nodes 

0.20 5 8 10 [13] 

Total score  1.00 0.7 0.82 0.74  
 
 
According to the matrix, it can be concluded that Concept 2 is the better scenario for the present 
Capstone project, due to its balance between cost and implementation. Since the Hybrid AC/DC 
Microgrid lab for our project has limitations like scalability, this concept was chosen. It 
outweighed the other concepts with a total score of 0.82 out of 1.00. 

5.3 Selected Concept and Rationale 
Our team selected Concept 2 for several reasons. First of all, it scored right between 
implementation  complexity and performance evaluation. It means that we have accepted 
moderately harder implementation compared to basic Python-centric design where calculation 
algorithms would be done outside of edge devices. Secondly, we rejected the third option due to 
its higher costs, which in our opinion should be realized on an industrial level. Additionally, 
some trade-offs included the use of lightweight optimization techniques, rather than developing 
heavy models for forecasting, price calculation and so on [13]. The integrity of the system is 
backed up by blockchain integration to improve security and transparency, data integrity of the 
microgrid [10].  

In this architecture, we selected Raspberry Pi 5 as a central edge computing device 
because it is low-cost, low-power, has built-in networking capabilities, can run Linux with 
libraries such as pymodbus and Node-RED, and has sufficient processing power. Other options 
were also dismissed: A cloud VM or remote server would add latency, recurrent expense, and 
reliance on internet connectivity; a laptop or desktop PC would not fit into the field because of 
power and size; an Arduino or STM32 microcontroller would not have the memory and Linux 
support to execute the complete software stack; To communicate between the smart meters and 
Raspberry Pi 5, we have chosen Modbus RTU over RS-485 due to its status as an industrial 



standard which is supported by our laboratory meters, provides a reliable long distance 
noise-immune connection, follows a simple master-slave architecture with unique slave 
identities, imposes minimal CPU load and predictable latency, and only a low-cost 
USB-to-RS485 adapter is required The alternatives were considered and rejected: Modbus 
TCP/IP was not compatible with our meters (they do not have Ethernet ports). CAN bus would 
need extra translation devices. Wi-Fi or MQTT directly off the meters was not a possibility since 
the meters are not wireless. 

 

 

 

 



6. Design Iterations and Decision History  
At the beginning of the project, we studied the MODBUS protocol. Since we are using Python 
code to fetch the data, we had to choose the library that we will work with. At the beginning 
“pymodbus” was chosen as a full MOSBUS protocol implementation, and the first tests with 
smart meters were written with it. However, when it was time to increase the number of smart 
meters, to ensure stable reading we shifted to the “minimalmodbus” library. This decision was 
based on some precautions of scalability issues that may happen, whereas “minimalmodbus” did 
work great on some of the examples that we have studied to learn about it. However, the new 
library was not reading the registers of the smart meters in the way that we could modify them. 
Therefore we returned to the original library that we chose at the beginning. Even though we 
changed the library for the code, the scalability was still under attention and we decided to 
implement the “try and error” strategy. Fortunately, connecting several slaves to one master node 
was done faster than we predicted. Thus, the register reading from several devices was mastered 
by us. Moreover, we have made multiple iterations in the stages when processing of data and 
system integration were required. In the first steps of the project, the data was handled manually, 
but later it was replaced by the automated CSV-based processing method using Node.js (VS 
Code). This was executed in order to enable aggregation of demand/supply information of 15 
houses. Also, a system which used to be a simple software- based simulation transformed into a 
blockchain-integrated architecture with smart contracts written on Solidity programming 
language were connected with the blockchain testing environment (Ganache) to enable 
transparent transactions record. 

Table 6-A. Major Design Iterations 
Iteration / 

version 
Issue 

discovered 
Alternatives 
considered 

Decision 
made 

Trade-off 
accepted 

Evidence of 
improvement 

1 MODBUS 
library update 

Different library 
for MODBUS 
protocol 

Pymodbus 
was chosen  

Daniyal 
rewrote the 
initial code 
for data 
fetching 

The data is read 
from the smart 
meter 

2 

Restricted 
access to 
three phase 
source 

Modify the 
functions for 
easy integration 
with three phase 
sources in future 

For the 
testing stage 
the smart 
meters were 
configured 
for one 
phase input 

No 
trade-offs 

Two functions 
were created, for 
1P and 3P 
measurements 

3 
Inefficiency 
due to manual 
data handling  

Manual vs 
automated 
processing of 
data 

Created 
CSV + 
Node.js 
processing  

Extra efforts 
related to 
additional 
coding  

Automated 
aggregation of the 
data related to 
supply and 
demand of 15 
houses 



Iteration / 
version 

Issue 
discovered 

Alternatives 
considered 

Decision 
made 

Trade-off 
accepted 

Evidence of 
improvement 

4 

Transparency 
of 
transactions 
lack   

Blockchain 
system vs 
centralized one  

Implemente
d Solidity 
and 
Ganache  

Increased 
system 
complexity 
and gas 
costs 

Records of 
blockchain blocks 
having 
information in the 
form of hashes 

5 
Limitations in 
system 
visibility  

Dashboard vs 
raw outputs of 
data 

Developed 
dashboard 
that 
showcases 
results 

Developed 
UI  

Real time display 
of data on a local 
server 

 
 
 
 

 



7. Final System Architecture  

 

Figure 2: Final System Block Diagram. 

Table 7‑A. Interface Summary. 

Interface Direction Protocol / 
signal type 

Rate / 
timing 

Voltage / 
power 

Owner 
subsystem

* 
Notes 

Load / AC 
line → Smart 
Meter 

Power line 
to 
measuremen
t input 

AC 
voltage/current 
sensing 

Continuous 
measureme
nt 

220–240 V 
AC or 
380-415 AC 

Smart Meter 
Subsystem 

Measuring 
energy 

Smart Meter 
→ 
RS485-to-US
B Converter 

Output from 
meter 
communicat
ion port 

Modbus RTU over 
RS-485 

Continuous 
measureme
nt 

low-power Smart Meter 
Communicati
on Subsystem 

N/A 

RS485-to-US
B Converter 
→ Raspberry 
Pi 5 

Serial 
communicat
ion input to 
RPi 

USB serial (UART 
via USB adapter) 

Continuous 
measureme
nt 

low-power Smart Meter 
Communicati
on Subsystem 

Reading 
registers of 
smart meter 

Raspberry Pi 
5 → MQTT 
Broker 

Publish 
output 

MQTT over 
TCP/IP 

Every 
polling 
interval (5s) 

5 V DC Data 
Acquisition 
Subsystem 

Publishing 
inside 
topics 

MQTT Broker 
→ Node-RED 

Subscription 
input 

MQTT over 
TCP/IP 

Every 
polling 
interval (5s) 

5 V DC Data 
Acquisition 
Subsystem 

Subscribing 
to topics 

Node-RED → 
CSV File 
Storage 

Output from 
Node-RED 
flow 

File write / CSV 
logging 

Variable 
polling 
intervals 
(hourly) 

5 V DC Data 
Acquisition 
Subsystem 

Formatting 
and polling, 
preprocessi
ng 



 Smart meter 
CSV files -> 
Data 
Processing 
level 

Input to 
Node.js  

 File I/O, CSV 
parsing 

Hourly  N/A Data 
Processing 
layer  

 Reads 
house 
energy data 

 CSV Parser 
→ 
Aggregation / 
State 
Detection 

 Internal  In-memory 
JavaScript objects 
/ function calls 

 Every 
processing 
cycle 

 N/A  Data 
Processing 
Layer 

 Extracts 
demand, 
supply, and 
determines 
surplus/defi
cit 

 Data 
Processing 
Layer → 
Market Logic 
Layer 

 Output 
from 
Node.js 
processing 

 Structured JSON / 
JS object 

 Once per 
market 
interval 

 N/A  Market Logic 
& Pricing 

 Passes 
totalDeman
d, 
totalSupply, 
transactions, 
marketPrice 
inputs 

 Market Logic 
Layer → 
Smart 
Contract 

 Output to 
blockchain 

 Web3 / 
JSON-RPC over 
HTTP or 
WebSocket 

 Per BID / 
ASK / 
CLEAR_M
ARKET 
operation 

 N/A  Blockchain 
Layer 

 Sends 
transactions 
to Solidity 
smart 
contract on 
Ganache 

 Smart 
Contract → 
Ganache 
Blockchain 
State 

 Internal 
blockchain 
write 

 EVM transaction / 
event log 

 On every 
blockchain 
transaction 

 N/A  Blockchain 
Layer 

 Stores 
transaction 
hash, block 
number, 
gas, and 
participant 
address 

 Blockchain 
Layer → 
Dashboard 

 Output  Web3 event query 
/ JSON-RPC 
response 

 
Event-drive
n or polling 

 N/A  Visualization 
Layer 

 Used to 
show 
transaction 
history and 
blockchain 
activity 

Dashboard → 
User 

Output Web-based 
graphical interface 

Real-time / 
refresh 
based 

N/A Visualization 
Layer 

Final 
user-facing 
monitoring 
interface 

 

Timing / latency budget:  
The overall delay is mainly set by the user, since we do not want to overload the system with 
tons of data, it is reasonable to accumulate data by adding it to the CSV log with intervals. Thus 
the daily energy pattern would be easier for the data processing layer to work on.  
 
Power / resource budget:  
Since smart-meters are powered by the bus, they do not consume any extra power, the only 
power consumption inside the system would be the Raspberry Pi 5 that would work 
continuously.  
8. Detailed Design and Implementation  



8.1 Hardware design  
1.​ Hardware Components 

Smart Meters 

Two different Modbus RTU-enabled smart meters were used: single-phase meters and 
three-phase meters. These meters were selected as they are compatible with Modbus RTU. 

Raspberry Pi 5 

​ Raspberry Pi 5 was chosen as the main data acquisition and processing unit because of its 
low price, low power consumption, inbuilt networking and compatibility with Python libraries to 
communicate via Modbus. It is an operating system based on Linux and it is a host of MQTT 
broker, Node-RED instance, and Python scripts of data acquisition. The Raspberry Pi 5 is 
connected to the smart meters through a USB-to-RS485 adapter that transforms the USB signals 
into the differential RS-485 standard used by long-range industrial communication. 

USB-to-RS485 Adapter 

This adapter is necessary as Raspberry Pi 5 lacks RS-485 ports. The adapter makes use of FTDI 
chipset and is well-supported in Linux and has no extra drivers needed. 

AC-DC Microgrid 

The microgrid is a hybrid AC-DC simulator that locates in the Nazarbayev University C4 
lab. It has solar PV and wind turbine generation models, programmable loads, and circuit 
breakers to protect overcurrent. Laboratory employees had already constructed and calibrated the 
microgrid. The team did not alter the microgrid itself, but wired smart meters to its output lines. 

2.​ Hardware Wiring and Connections 

Smart Meter Wiring to Microgrid 

​ One three-phase smart meter was connected to the AC-DC microgrid by terminating 
three phase conductors from the bottom side of the meter to the corresponding R , Y, and B phase 
terminals on the microgrid output.  

RS-485 Communication Bus and Meter Interconnection 

The three-phase smart meters were daisy-chained together with twisted-pair shielded 
cable, which is regular arrangement of RS-485 networks. The first meter A+ and B- terminals 
were connected to the corresponding terminals of the second meter, then the third meter, and so 
on, forming a continuous communication bus, which connected all the meters in series. This 
daisy-chain implementation reduces reflections of signals and provides reliable data transmission 
all over the network. The last meter in the chain was linked back to the Raspberry Pi 5 with a 
USB-to-RS485 adapter attached to the Raspberry Pi USB port. 



 
Figure 3: Connection diagram for Communication between Raspberry Pi 5 and smart-meters 

 

 

Figure 4: Three wire connection on smart meter 

 

3.​ Communication Protocol and Data Flow 



The hardware communication architecture is based on the Modbus RTU protocol over 
RS-485. The Raspberry Pi 5 acts as the Modbus master, and each smart meter acts as a slave 
device. All communication is started by the master that sends a request frame with the target 
slave ID, function code, register address and number of registers to read. The slave replies with a 
data frame which has the requested register values. 

 

Figure 5: Hardware System with Components(1- Raspberri Pi 5, 2-USB-to-RS485 Adapter, 3 - 
single-phase smart meter, 4 - three-phase smart meter)  

8.2 Software / firmware design 
1.​ Data acquisition layer (Modbus RTU & Node-Red) 

On the field side, the Raspberry Pi 5 communicates with the smart meters over a Modbus RTU 
serial bus mentioned above. On the software level of the microcontroller, it publishes the 
measurements through an MQTT broker, allowing nodes in localhost to subscribe to the data, 
display it in the UI, and store in CSV. In this architecture, the industrial level communication 
layer is connected to the higher level user interface and storage layer, and overall making the 
system simple and robust. The implemented Python code creates a Modbus serial client on the 
“/dev/ttyUSB0” serial port with optional parameters like baudrate, parity bits, bytesize, timeouts 
and so on, while the MQTT client connects to a local broker on “localhost:1883”. 

The structure of the Python code is built so that each meter can be read using the same 
acquisition function. The only difference would be in the register maps for one phase and three 
phase smart meters, since they differ according to the instruction manuals. Overall, the mapping 
looks for active and reactive power, power factor, frequency, and line to line voltages and 
currents in three phase meters. The acquisition function is called “read_meter_data()” and has 
parameters like ModbusSerialClient, slave ID and the register mapping. This function stores all 
the data fetched from the smart meter in one variable, in the form of a Python dictionary.  

Example code:  



meter1_data = read_meter_data(client, 1, SINGLE_PHASE_MEASUREMENTS) 

In this sample of the Python code, “client” stands for the ModbusSerialClient client interface 
class, “1” is the slave ID of the device (in this case it is the slave ID of the smart meter that was 
configured on the device itself), “SINGLE_PHASE_MEASUREMENTS” is the register mapping 
dictionary that stores the register addresses and their names.   

After calling this function, the output would be as in the following format:​
meter1_data = {“voltage”: 228.4, “current”: 3.12, … ,“frequency”: 50.0}.  

For correct interpretation of these numerical values, two functions had to be written, They are 
called “read_float_swapped()” and “read_float()”. These functions read the specified registers 
using the pymodbus function “read_input_regisers()” that takes in the first parameter the address 
of the register from which it needs to start reading, in the second parameter number of registers 
to read, and in the third parameter the slave ID of the device. From the documentation of the 
single phase smart meter, it is shown that the float number we want is stored in the swapped 
word order. For instance, “read_input_registers()” reads two registers (r0, r1) from single phase 
smart meter. Now, to interpret these registers into correct float number, “read_float_swapped()” 
is called. Thus, the two registers are now in the order like (r1, r0), and physically correct values 
can be shown.  

Since all meter data is stored in the allocated Python dictionary, it can be now published using 
the MQTT broker. The set up of the MQTT client in the Python code includes the 
“paho.mqtt.client” library, host IP address, port number, client ID, username, and password.  
Using these variables, “client_mqtt” is created and the messages can be now published under 
some topics. The main function of the MQTT section of our project is shown in the following 
code snippet: 



 

Figure 6: publish_single_phase_meter() function definition 

This function takes on parameters like “meter_data” and “selected_keys”, where former is the 
fetched data stored in the Python dictionary, and selected keys are the physical variables that we 
would like to publish. This means that the code can be edited to publish only the selected data 
and ease the preprocessing stage. The “topic_map” shown in above snippet gives the information 
on what topic the MQTT messages are published and to which topics Node Red should subscribe 
to acquire smart meter data. From Figure 8.8, the purple nodes inside the interface of the Node 
Red are the mqtt_in nodes. Inside them we specify the server (localhost), and the topic in the 
format “rpi/broadcast/METER1_VOLTAGE”. By doing so, new flow is created to fetch the data 
from the local server and output it on UI of Node Red or store inside the .csv file.   



 

Figure 7: Node Red flows (mqtt_in nodes and text_ui nodes) 

2.​ Data processing & Simulation layer 

The CSV datasets are processed by a JavaScript-based simulation (Node.js in Visual Studio 
Code). A new term agent is used to describe each house, which is either a prosumer or a 
consumer. The system is able to calculate the following parameters:  

1.​ Total energy demand  
2.​ Total energy supply 
3.​ Net energy  
4.​  ﻿﻿Supply-Demand Ratio (SDR) 
5.​ ﻿﻿Internal market price 

The SDR is calculated by the following formula, which helps to dynamically adjust pricing 
within the grid:  

 𝑆𝐷𝑅 =  𝑇𝑂𝑇𝐴𝐿 𝑆𝑈𝑃𝑃𝐿𝑌
𝑇𝑂𝑇𝐴𝐿 𝐷𝐸𝑀𝐴𝑁𝐷

3.​ Blockchain layer  

Ganache Software is used as a local blockchain environment to simulate decentralized energy 
transactions between grid users. Smart contracts created in Solidity programming language 
manage:  



●​ ﻿﻿Bid submissions (buyers) 
●​ ﻿﻿Ask submissions (sellers) 
●​ ﻿﻿Market clearing 

Moreover, transaction hashes, block numbers and gas usage estimates are all generated with each 
transaction.  

4.​ Visualization layer 

A local server is launched as a dashboard displaying: 

●​ Hourly energy data  
●​ Market status 
●​ Pricing data 
●​ Blockchain activity in the form of transactions, hashes, blocks 

8.3 Mechanical / packaging design (if applicable)  
This project did not involve mechanical / packaging design. However, standard mounting and 
wiring practices are used to arrange hardware elements within the lab. To maintain safety of the 
system proper cable management was followed.  
 
8.4 Prototype realization and integration  

An incremented approach was used to develop the system in the following steps:  

1.​ Data acquisition from smart meters using Modbus Protocol and Raspberry Pi 5 
2.​ Node-RED and CSV storage usage to create data pipeline 
3.​ 15 households real data simulation using Node.js 
4.​ Bids, asks and matching are implemented as components of energy trading logic 
5.​ Ganache + Solidity smart contracts integration  
6.​ Visualization dashboard creation  

Such a step-by-step approach allowed for increased system stability. Simulated data validated the 
logic  before integrating real smart meter data. The final system is operating based on the 
following pipeline:  

 

Figure 8: System Pipeline 



8.5 Final bill of materials and design-for-manufacture / assembly notes  

A combination of hardware and software elements are used to acquire real-time data, implement 
blockchain-based energy trading and process data.  

Bill of Materials Summary: 
Modbus-enabled smart energy meters, a Raspberry Pi 5 are main hardware components used to 
fetch data and create communication interfaces. Those components have high reliability, 
compatibility with industrial standards, and are efficient regarding the cost. All software 
applications that were used are open source and free of charge. Hence, it has substantially 
decreased the net project cost while providing greater flexibility and scalability.  
 
 

 



9. Verification, Validation and Experimental Results  
Table 9-A. Requirements-to-Test Results Matrix. 

Req 
ID 

Requirem
ent 

Tes
t 

ID 

Verification 
method 

Equipme
nt / 

tools and 
accuracy 

Target Measure
d result 

Verdi
ct Evidence ID 

R1 

Modbus 
RTU 

communic
ation with 

smart 
meters 

T1 

Execute 
Python script 
polling each 

meter's 
register 

Raspberry 
Pi 5, 

Modbus 
RTU, 

Python 

100% 
read 

success 
rate 

100% 
accurate 
values 
from 
smart 

meters(V 
and freq) 

Pass Evidence1 

R2 

CSV 
logging of 
Modbus 
readings 

T1 

Run polling 
script for 10 
min, inspect 

CSV file 

Raspberry 
Pi 5, 

Node-RE
D, CSV 

100% 
of 

expecte
d data 
rows 

logged 

100% of 
data 

added to 
CSV 
files 

Pass Evidence2 

R3 

Smart 
meter 

measurem
ent 

accuracy 

T1 

Compare 
smart meter 

vs bench 
multimeter 
readings 

Smart 
meter, 

Raspberry 
Pi 5, 

Modbus 
RTU, 

Python 

Average 
error ≤ 

5% 

Error = 
1.33%  Pass Evidence3 

R4 Accurate 
aggregatio

n of 
energy 

T2 Total supply 
vs total 
demand 

CSV & 
Node.js 

Totals 
are 

correct 

Values 
are 

matched 
with the 
dataset 

Pass Evidence4 

R5 Accurate 
work of 

SDR 
pricing  

T3 SDR vs price 
relation 

Simulatio
n & 

Dashboar
d 

Higher 
price 
when 

SDR is 
less 

than 1 

Correct 
behaviou

r is 
observed 

Pass Evidence5 

R6 Recording 
of 

T4 Examine 
transaction 

logs 

Ganache Creatio
n of 

Hashes 
and 

block 

Pass Evidence6 

https://drive.google.com/file/d/1r5bLEUiQj5w82wdDIXMov964DJGCdwZG/view?usp=drive_link
https://drive.google.com/file/d/1_83DePGXQvAZP-g9r969eVx-ACGlKC6Y/view?usp=drive_link
https://drive.google.com/file/d/1hOPEDDTFPHqacY58ZuzCNlOflwtqDmxP/view?usp=drive_link
https://drive.google.com/file/d/1Vp2PIC6-FxhBjdJx2vg4D_rGYpu2a2CD/view?usp=drive_link
https://drive.google.com/file/d/1ousw5knBUA7sHz4i9kz0tWL_gspAWNw8/view?usp=drive_link
https://drive.google.com/file/d/1KgYCNtRUxTWkx_2BGBA-Hm5Qowizgn2u/view?usp=drive_link


blockchain 
transaction  

transact
ions 

numbers 
are 

shown  

R7 Market 
clearance 
logic is 
correct 

T5 Bids, asks, 
clear market 
comparison  

Simulatio
n 

Matchi
ng is 

correct 

Showing 
of 

matched 
energy  

Pass Evidence7 

R8 Visualizati
on of the 

dashboard 

T6 UI inspection Dashboar
d 

Display 
of data 

is 
correct 

All 
values 

are 
visible 

Pass Evidence8 

R9 Logic of 
grid 

interaction 
is correct 

T7 Surplus/defic
it handling  

Simulatio
n 

Correct 
import 

and 
export 

Grid 
energy is 
consisten

t  

Pass Evidence9 

R10 Circuit 
breaker 

overcurren
t 

protection 

T8 Supervisor 
verification 

of 15 A 
threshold per 

datasheet 

Circuit 
breaker, 

microgrid 

Trip at 
15 A 
when 

exceede
d 

No 
experime

nts 
executed 

due to 
safety 

rules(Co
nfirmed 

by 
supervis
or based 
on CB 

datasheet
) 

Pass Evidence10 
Evidence11 

 

R11 Raspberry 
Pi 5 CPU 

load 
during 
EMS 

T9 Run top 
logging 

while system 
operates at 
full load 

Raspberry 
Pi 5 

≤70% 
average 
over 10 
minutes 

14.55% 
load over 

36 
minutes 

Pass Evidence12 

 
 
Table 9-B. Test Campaign Summary. 

https://drive.google.com/file/d/1ousw5knBUA7sHz4i9kz0tWL_gspAWNw8/view?usp=drive_link
https://drive.google.com/file/d/1oBQdGgxhBGHTp2ba0QrQordyOxn0COXw/view?usp=drive_link
https://drive.google.com/file/d/154SR0ngx1uaqNUt2ciIZ-lAoxmNcKadL/view?usp=drive_link
https://drive.google.com/file/d/1EW-3rxWqD7ml-_i2kra0_tPR1Sff6Tct/view?usp=drive_link
https://drive.google.com/file/d/1JPS-GmkYBKfGuLqKwNxLfFSg125IDLRi/view?usp=drive_link
https://drive.google.com/file/d/1PuYkf-QFjP3xd51n232YeZSy0so0YvcL/view?usp=drive_link


Test / 
experiment Date Owner(s) Setup No. of 

trials 
Key 

result 
Observed 

issues 
Follow-up 

action 

Acquisition 
of data via 
smart meters 

March 
2025 Daniyal  

Smart 
meters + 
Pi 
Raspberry 
5 + 
Modbus 
RTU 

5 
Successfu
l data 
collection 

Noise in 
readings 
occurred 
occasional
ly  

Applied 
filtering 

Validation of 
data 
processing 

March 
2025 Yernar 

CSV files 
+ VS 
codes 

10 

Demand/
supply 
calculatio
n is 
accurate 

Error of 
initial 
mismatch  

Aggregatio
n logic 
fixed 

Test of 
market 
algorithm  

March 
2025 Damir 

Simulatio
n (15 
houses 
data) 

10 

Matching 
and 
pricing 
are 
correct 

No 
significant 
issues  

Stability is 
verified 

Test of 
blockchain 
transaction 

April 
2025 Damir 

Solidity 
smart 
contracts 
+ Ganache 

8 

Hashes 
are 
recorded 
with 
transactio
ns 

Gas 
variability  

Execution 
is 
optimized 

Test of 
dashboard 
visualization 

April 
2025 Team Web 

interface  6 
Correct 
display of 
data 

UI 
occasional 
issues 

Layout is 
improved 

Integration 
of the full 
system  

April 
2025 Team End-to-en

d pipeline 5 
System 
works 
properly  

Sync 
delays 

Timing is 
adjusted 

 
 
 
 
 

 



10. Risk Management, Schedule, Budget, and Procurement Outcomes  
 
10.1 Final Risk Register 
 
Table 10-A. Risk Register with Outcomes. 

ID Risk L I RPN Mitigation 

Did 
it 

occu
r? 

How handled Residual risk / 
limitation 

1 

Smart 
meter 
Modbus 
communi
cation 
instabilit
y  

3 4 12 

Perform 
meter 
calibration 
before testing 
or add 
filtering in 
EMS 
preprocessing 

No 

Prevented by 
careful 
Modbus 
configuration 
and proper 
wiring. 
Moreover, 
regular 
validation 
against bench 
multimeter 
ensured data 
integrity 

Some minor 
noises still 
present but 
within 
acceptable 
accuracy 
threshold 

2 

Raspberr
y Pi 5 
CPU 
overload 

2 4 8 

Optimized 
Python 
scripts and 
reduce 
polling 
frequency. 
Also always 
monitored 
CPU 
temperature 

No 

Implemented 
efficient 
polling loops 
with delays 

Scaling to more 
nodes may 
increase load 
and require 
more 
optimization or 
update for new 
computer model  

3 

Incorrect 
register 
reading 
due to 
Modbus 
library 
selection 

3 4 12 

Tested both 
libraries early 
with a single 
smart meter. 
More 
importantly, 
read 
manufacturer 
documentatio
n for register 
mapping 

Yes 

Initially chose 
pymodbus, 
switched to 
minimalmodbu
s for scalability 
concerns, then 
returned back 
for pymodbus 
after 
discovering 
minimalmodbu
s could not 

Library 
switching cost 
development 
time but did not 
block final 
implementation 



ID Risk L I RPN Mitigation 

Did 
it 

occu
r? 

How handled Residual risk / 
limitation 

modify 
registers. 

4 

Complex
ity of 
blockcha
in 
integratio
n  

4 4 16 

Developed 
using a test 
network such 
as Ganache, 
before using 
real network 
such as 
Polygon 

yes 

Implemented 
in an 
incremental 
way by 
creating bids, 
asks, 
clear_market 
in the order 
and not 
simultaneously  

Requires more 
effective 
optimization 
algorithms 
when scaling to 
real blockchain  

5 

Energy 
balancin
g being 
incorrect 

4 5 20 
Debugging & 
Validation 
processes 

yes 

Carefully 
verified and 
fixed 
calculation 
logic in the 
dashboard 

Handling may 
still be required 
for edge cases 

6 

Integrati
on of the 
system 
(backend 
& 
dashboar
d) issues 

3 4 12 

Designed in a 
modular way, 
with 
step-by-step 
approach  

yes 

Debugged 
server.js, 
ensuring 
correct data 
flow 

High dependent 
of UI on 
backend 
stability 

7 High gas 
cost 2 4 8 

Simulated 
and 
optimized 
gas usage 

no 

Used local 
blockchain 
with test 
values, not real 
currency  

High costs 
when deployed 
in a real 
network  

 
 
 
 
 
 
 
 



10.2 Milestones Planned vs. Actual 
Table 10-B. Milestones and Completion Evidence. 

Milestone Planned 
date 

Actual 
date Owner Exit criteria Status Evidence 

Smart meter 
wiring and 
physical setup 

January 
2026 

February 
2026 Yernar 

1.Configured 
slave IDs   
2. Established 
RS-485 
connections  
3. Initially 
powered smart 
meters with 
single-phase 
4. Smart meters 
correctly wired to 
AC-DC microgrid  

Compl
eted 

Photos of 
wired smart 
meters 
Evidence 

Modbus RTU 
communicatio
n 
establishment 

January 
2026 

March 
2026 Daniyal 

Successful register 
read of voltage 
and frequency  
from single-phase 
meter 

Compl
eted 

Python script 
output 
showing 
register values 
Evidence 

Python script 
for register 
reading 

February 
2026 

April 
2026 

Daniyal
&Yernar 

Python code reads 
power, voltage, 
current registers 
from 1-phase and 
3-phase meters 
and publish it  

Compl
eted 

Python script 
output 
showing 
register values 
Evidence 

Node-RED 
flow creation 
and CSV 
storage 

March 
2026 

April 
2026 Team 

Python script 
publishes Modbus 
data to MQTT, 
which then goes to 
CSV file with 
timestamps using 
Node-RED 

Compl
eted 

CSV file  
Evidence 

Simulation 
and data 
preprocessing 
(Visual 
Studio)  

January 
2026 

March 
2026 Team 

Average 
(aggregated) 
supplies and 
demands of 
households 
calculated 
accurately  

Compl
eted 

Result.json 
working 
simulation. 
Evidence.  

https://drive.google.com/file/d/1G9OedlT8iJm7EixkHxmiEszNGZREl-MB/view?usp=drive_link
https://drive.google.com/file/d/1E8P-PeBIk9XIuPMdJ-vJRY5Ehm5rPIcr/view?usp=drive_link
https://drive.google.com/file/d/1r5bLEUiQj5w82wdDIXMov964DJGCdwZG/view?usp=drive_link
https://drive.google.com/file/d/1_83DePGXQvAZP-g9r969eVx-ACGlKC6Y/view?usp=drive_link
https://drive.google.com/file/d/1nwO9nVqwqk31DlIdfRqn_OUDyJS-6024/view?usp=drive_link


Milestone Planned 
date 

Actual 
date Owner Exit criteria Status Evidence 

Integration of 
blockchain 
(Solidity and 
Ganache)  

February 
2026 

March 
2026 Damir 

Transactions 
recorded for bids, 
asks and market 
clearing 

Compl
eted 

Transaction 
logs, gas 
Evidence.  

Implementatio
n of market 
logic (SDR, 
market 
clearance 
price, 
matching)  

March 
2026 

March 
2026 Damir 

Correct matching 
of energy and 
pricing  

Compl
eted 

Pricing, SDR 
on the 
dashboard 
Evidence.  

Visualization  March 
2026 

April 
2026 Damir UI showing data 

at an hourly rate 
Compl
eted 

Website, local 
host  
Evidence.  

 
10.3 Budget, Procurement, and Substitutions 
 
Table 10-C. Bill of Materials and Procurement Summary. 

Part 
No. Description Qty Unit 

cost Total Alt. part / 
substitution 

Supplier / 
lead time 

Impact of 
substitution 

1 Smart Meter 1 
phase 1 11572 11572 Simulation 

dataset 

Imported 
from India 
(Amazon),  
2 months  

Not realistic 
data if 
replaced with 
simulated 
one.  

2 Pi Raspberry 5 1 89390 89390 Laptop based 
processing 

Local 
Kaspi 
Supplier, 1 
week 

Real time 
deployment 
having less 
flexibility 

3 Smart Meter 3 
phase 3 27657 82971 Simulation 

dataset 

Imported 
from India 
(Amazon), 
2 months   

Not realistic 
data if 
replaced with 
simulated 
one.  

4 Poster 1 3200 3200 Online 
Presentation  

Local 
Service 
Provider 

Less 
engagement 

https://drive.google.com/file/d/1m4TPChPbdlltnfTV3EP6CVBwByRI3_ur/view?usp=drive_link
https://drive.google.com/file/d/1IF6JzjjrxhD-MXaDNd7DRFrOSdlfD4lD/view?usp=drive_link
https://drive.google.com/file/d/1GTD7hDXaDq70jGNcmkqllskC3jjX5jh8/view?usp=drive_link


Part 
No. Description Qty Unit 

cost Total Alt. part / 
substitution 

Supplier / 
lead time 

Impact of 
substitution 

5 

Development 
Software 
(Solidity and 
Ganache) 

- 0 0 - Open 
source 

No major 
impact 

6 
Node-Red, 
Python 
Environment  

- 0 0 - Open 
source 

No major 
impact 

7 

Web 
Dashboard 
(HTML, CSS, 
JS) 

- 0 0 - Open 
source 

No major 
impact 

8 Lab Microgrid 1 0 0 - 

Nazarbaye
v 
University 
C4 lab 

No major 
impact 

 

Budget status vs. plan: 

The project met the expected sum and even came in under the stated budget, with biggest 
expenditures being hardware elements such as smart meters and Pi Raspberry 5. All the software 
tools used within the project were open source and hence free of charge. However, it is important 
to mention a couple of delays due to an international delivery.  

Change-control summary:  

Due to above mentioned delays in smart meter delivery, almost all milestones have been shifted 
accordingly to be executed later in the timeline. Thus, in the beginning on;y simulated CSV data 
sets were analyzed. Once the equipment was delivered, we were able to fetch and analyze real 
data without major redesign. 

 
 

 

 



11. Professional Responsibilities and Broader Impacts  
 
11.1 Public Health, Safety, and Welfare 

Since this project is based in the laboratory with an AC/DC microgrid system, it 
represents real electrical safety hazards. The main sources of hazards include electric shock from 
active or unprotected components, short-circuit currents because of incorrect wiring, overheating 
of the active loads. To take all this safety issues under control, all experiments are conducted 
under laboratory safety rules and in the presence of the supervisor. Moreover, each student of the 
Nazarbayev University must undergo laboratory safety training, which is why each team member 
is familiar with all the hazards inside the laboratory and knows how to act when facing one. A 
pre-experiment safety checklist is used before turning on the microgrid, including the inspection 
inspection of cable insulations, connector integrity, grounding continuity, and verification that 
voltages, currents and powers remain within the identified limits. After each use of the 
microgrid, we make sure that all the capacitive elements are fully discharged by using 
multimeters. Personal protective equipment, including insulated gloves and shoes, safety glasses, 
is used during tests, and the microgrid system is isolated for discharging. To sum up, with all 
residual risks remaining due to live electrical equipment, thus it is the responsibility of each 
member to strictly follow all the necessary rules and regulations inside the laboratory.  

 
11.2 Ethical and Professional Responsibilities 

Ethical responsibility of this project finds its foundation in honest reporting of the results, 
careful handling of project data and instructions, responsible engineering judgement during 
design and testing. Even though the energy management framework presented in this project 
does not handle personal data of the potential users, their energy-usage patterns and transaction 
records saved in the blockchain to ensure integrity and prices inside the market can only be 
accessed by authorized people. Smart contracts are used to improve transparency and 
traceability, and for our project we used open access data collection of 15 houses to create our 
algorithms. This way, we have achieved the design goals of our project without using sensible 
data. For the present report and overall project, academic integrity must be followed, which 
means that all simulations, code, AI-generated text, and external tools are reported and used only 
as learning mechanisms to support engineering decisions. Therefore, any use of AI or software 
assistance in our project is disclosed, and all of the claims are verified among the team members. 
Professional judgement is an essential part of interpreting results of the data acquisition using 
MODBUS protocols, validating blockchain behaviour, and when deciding whether the collected 
data can be used in final system evaluation.  

 
11.3 Security and Privacy 

EMS uses IoT devices to process energy measurements and publishes the trading events 
to a test network of a private blockchain. To avoid unauthorized documented manipulation, all 
data related to energy trading is saved locally on the Raspberry Pi 5 and is copied to the secure 



storage where the access is provided by the team members. Smart contracts activate role-based 
access control, which restricts the execution of transactions by authorized nodes and prevents 
interference. The blockchain testnet is disconnected from public networks to minimize external 
attacks and maintain the evaluation data integrity. EMS logs, blockchain states, smart contract 
source code and configuration files are periodically backed up to avoid accidents. Security 
responsibilities are divided among team members, which includes verifying proper device 
authentication, safe key handling, and controlled access to scripts and testnet wallets. 
 
11.4 Accessibility and Usability 

The project development and documentation are being produced with a strong emphasis 
on accessibility for a broad audience, including future researchers, evaluators, and academic 
peers. Written materials such as the project report, technical diagrams, and presentation slides are 
currently prepared using standardized headings, labels, and structured outlines to improve 
readability and consistency.  

Visual elements, including plots and dashboards, are being designed using color-agnostic 
schemes to ensure interpretability regardless of color perception. Software interfaces such as the 
EMS dashboard and smart-meter log outputs are going to be implemented with simple, intuitive 
layouts that require minimal prior technical knowledge for effective navigation. Additionally, all 
deliverables are being provided in standard PDF formats that support common screen readers 
and maintain cross-platform compatibility. These practices are actively applied to ensure that the 
project outputs remain inclusive, comprehensible, and usable for diverse stakeholders in both 
academic and industry contexts. 
 

11.5 Environmental, Economic, Social, Global, and Cultural Factors 
​ Environmentally, it is clear that this project is motivated by 13th goal of the UNESCO’s 
Sustainable Development Goals - Climate Action. The purpose of this project is to show that 
with the development of green energy, environmental challenges can be faced by the owners of 
renewable energy sources. Which means that prosumers and consumers can rely less on the 
centralized grid that does not promote sustainable energy production by supporting each other in 
the P2P market of green energy. Moreover, this project showcased that data monitoring and 
market price evaluation allow users of the microgrid to save or earn money by sharing this 
energy together. By creating a local community of microgrid owners, people would be able to 
grow and promote a culture of green future. Globally, the idea of creating such system in remote 
and rural areas of the world would mean a lot to the people that live there, since they would be a 
lot closer to the comfort and opportunities offered by the electrical energy.  

​  

 



12. Team Organization, Collaboration, and Individual Contributions  
Table 12-A. Team Roles and Responsibilities. 

Member Primary 
role 

Secondary 
role 

Major technical 
ownership 

Leadership 
responsibility 

Evidence 
ID 

Daniyal  

Data 
fetching 
and 
preprocessi
ng using 
MODBUS 
and Node 
Red 

Hardware 
implementat
ion 

Wrote the Python 
code for data 
fetching over 
several smart 
meters using 
MODBUS RTU. 
Configured MQTT 
for publishing 
smart meter data 
and created user 
interface in Node 
Red  

Daniyal have 
taken the lead in 
designing the 
Python code for 
reading data 
from 
smartmeters, 
troubleshooted 
and debugged 
code from 
errors. 
Created overall 
architecture for 
data collection 

Python 
code & 
Node Red 
and UI 
Evidence 3 
Evidence 4 
Evidence 5 

Yernar  Hardware 
integration 

Python 
scripting & 
Node-RED 
developmen
t 

Developed a 
wiring system 
between 
smartmeters, 
Raspberry Pi 5 and 
AC-DC microgrid, 
followed by 
establishing 
RS-485 
connections and 
configuration of 
slave IDs (AC- 
DC microgrid is 
not included, 
already been built 
by NU laboratory 
members). Next, 
created Node-RED 
flow to subscribe 
to MQTT topics 
and write 
incoming data to 
CSV files. 

Yernar led a 
creation of 
hardware setup 
to get required 
values from 
smartmeters, 
which then 
delivers to EMS. 
Developed data 
pipeline from 
MQTT to CSV 
files using  
Node-RED.  

Hardware 
&  
Node-RED 
functions  
Evidence 
Evidence  
Evidence 

Damir Blockchain 
developer 

Backend & 
Simulation 
integration  

Designed and 
implemented 

Took leadership 
role in the 

Blockchain 
dashboard 
& Visual 

https://drive.google.com/file/d/13nB3fQf7tXbBXQju4FHcxv6AknVkBkJt/view?usp=drive_link
https://drive.google.com/file/d/1ttR10WjKm68L5Y_zeBoiBN4XDakvDOS1/view?usp=drive_link
https://drive.google.com/file/d/12_uJxMU2pgwRIozjGxcl7bZXJ_iTB7lS/view?usp=drive_link
https://drive.google.com/drive/folders/1WRPMzkquqFVpzRVU0k3lp1AyRbLafMW6?usp=drive_link
https://drive.google.com/drive/folders/1z8dOpRfdQUjKIyUIzD5RAlAOKzUDNVnP?usp=drive_link
https://drive.google.com/drive/folders/1BmcMloOWL31rpnQZrSO5S-cwQDFqWkzf?usp=drive_link


Member Primary 
role 

Secondary 
role 

Major technical 
ownership 

Leadership 
responsibility 

Evidence 
ID 

blockchain smart 
contracts (Bids, 
Asks, 
Clear_Market) 
using Solidity, 
Ganache, 
integrated Web3 
with Node.js, 
allowing for 
trading 
visualization in the 
dashboard in the 
form of hashes and 
blocks.  

integration of 
blockchain, 
explaining its 
design and 
implementation 
to other team 
members, and 
ensuring 
accurate 
integration 
between 
blockchain and 
simulation.  

Studio 
Files 
Evidence1 
Evidence2 

 
Table 12-B. Teamwork Evidence Matrix. 

SO5 element Project-specific evidence Where shown in 
report / appendix 

What changed because 
of team interaction 

Leadership 

Leadership involved parts 
related to hardware data 
acquisition, integration of 
blockchain components, 
data processing and 
creating a unified system.  

Section 8, Section 9, 
Blockchain 
dashboard 
screenshots 

Transparency of the 
system was improved and 
a complete transaction 
tracking was created   

Collaborative 
environment 

Collaborative approach was 
considered in all sections of 
the project including smart 
meter data acquisition 
(Modbus), Node.js, 
Solidity, Ganache.  

Section 7, Section 8  

Enabled smoothness in 
the data flow between the 
subsystems and decreased 
errors related to 
integration 

Goals 

Defined clear project goals: 
a network which is 
decentralized and allows 
energy trading with 
visualization of results of 
energy market 

Section 2, Section 7  
Directed team members to 
develop a unified 
end-to-end system in the 
capstone project  

https://drive.google.com/file/d/1d1KQmdno_8oVoLGCS1u50JFGO6_B5SDY/view?usp=drive_link
https://drive.google.com/file/d/1N1maoI1BEg4grk-IecNqXu9olJuyYSE5/view?usp=drive_link


SO5 element Project-specific evidence Where shown in 
report / appendix 

What changed because 
of team interaction 

Task planning 

Work was divided and 
leaders were assigned for 
specific parts of the 
projects with leaders' 
explanations to other group 
team members. Divisions: 
hardware (data acquisition), 
software (processing), 
blockchain (transactions), 
UI (dashboard) 

Section 12-A, 
Section 6  

Parallel development of 
tasks/multitasking/efficien
cy/time management were 
all increased.  

Objectives 
met 

Implementation of system 
pipeline: smart meters/CSV 
files/processing/blockchain/
dashboard 

Section 9 
(Validation and 
Results), dashboard 
screenshots 

The system was 
demonstrated to be 
working effectively with 
validated results 

 
Table 12-C. Individual Contribution Log. 

Member Key tasks completed Deliverables 
produced 

Dates / 
period 

Supervisor 
verification / 

evidence 

Daniyal 

Studied and 
implemented MODBUS 
RTU on industrial level 
smart meters with 
Raspberry Pi 5. 
Deployed Node Red 
flow for IoT 
communication. 

Functions for 
correct reading 
registers inside 
the smart meters. 
Created a client 
which publishes 
MQTT messages 
that can be 
fetched locally by 
other devices. 
Collected data is 
stored inside the 
CSV files. 

February-
March 
2026 

Successful data 
fetching and its 
representation in UI. 
Verified by the 
supervisor on 
1.04.2026 
Evidence 

Yernar 

Wired smart meters to 
AC-DC microgrid; 
established RS-485 
connections; configured 
slave IDs; Developed 
filtered flow of raw data 
from MQTT  into CSV 
fil with timestamps.  

Fully wired 
working 
hardware 
system(AC- DC 
microgrid is not 
included); 
Modbus 
communication 
between 

February-
March 
2026 

Photos of wired 
smart meters and 
RS-485 connections, 
functions used in 
Node-RED to 
providing 
MQTT-CSV data 
pipeline. 

https://drive.google.com/drive/folders/1UEMTHIgIwajWP_F07ZFEjikEJrt0BGQf?usp=drive_link


Member Key tasks completed Deliverables 
produced 

Dates / 
period 

Supervisor 
verification / 

evidence 

Raspberry Pi 5 
and all 
meters(mostly 
hardware); 
Automated 
Node-RED 
pipeline that 
writes every 
MQTT message 
to timestamped 
CSV 
files(MQTT->CS
V) 

Verified by the 
supervisor on 
1.04.2026.  
Evidence  

Damir 

Executed part of the 
blockchain integration, 
creating bid & asks 
(demand & supply), 
clear_market; integrated 
Web3 with Node.js 
simulation; executed 
blockchain activity using 
blocks, hashes and 
visualized this data to 
the dashboard, created 
backend simulation.  

Transaction 
network based on 
blockchain; 
simulation & 
server codes; 
blockchain 
activity 
visualized on 
dashboard; logs 
of transactions 

February-
March 
2026 

Dashboard with 
blockchain activity, 
transaction records 
with hashes in the 
form of blocks. 
Verified by the 
supervisor on 
7.04.2026.  
Evidence  

A clear charter with responsibilities and goals being shared was the main operation principle for 
the team. In the beginning meetings were held weekly with Capstone supervisor, postdoc fellows 
and team members. However, closer to February and March, meetings frequency increased, 
happening on a daily basis during crucial implementation phases. It is essential to mention that 
all decisions were made collaboratively with all project stakeholders based on testing results and 
system performance. Workload was distributed equally with each member of the team being 
responsible for a specific part of the project. The responsibilities were divided across the 
following parts: hardware, data processing, blockchain, and visualization components. 
Throughout the whole project a peer feedback was incorporated, owing to which we were able to 
come to better understanding and results based on iterative improvements.  

https://drive.google.com/drive/folders/11IAUi2uhZ63vCb6yJ156VDYbJ5Zi2Wl6?usp=drive_link
https://drive.google.com/drive/folders/1pOCemtRVixN8Z1N1ZcXEdSVjX5I1UpME?usp=drive_link


13. Use of Prior Course Work and New Knowledge Acquired  
 
Table 13-A. Prior Course Work Applied. 

Design task Prior course / 
topic used How it was applied Evidence in 

design 

Power fetching 

ELCE 303 Power 
System Analysis, 
ELCE 354 Power 
Electronics 

These courses helped in 
understanding which data 
should be used to understand 
the power generation and 
consumption patterns over 
three phase and one phase 
systems. 

Evidence. 

Registers reading 
ELCE 304 
Microprocessor 
Systems 

ELCE 304 gave the 
fundamentals in 
understanding of registers and 
their contents. Explained 
concepts used in 
programming such as big and 
little endian register 
memories. 

Evidence. 

Data processing and 
analysis  

Programming, Data 
processing in 
Python and 
JavaScript  

To process CSV data we used 
Python and JS programming 
skills, aggregated 
demand/supply of houses. 

Evidence. 

Communication 
protocols  

ELCE 304 
Computer 
Networks  

Used knowledge of 
communication protocols to 
create an interface between Pi 
Raspberry 5 and smart meters 
for reliable data transferring.   

Evidence.  

Implementation of 
blockchain  

IEEE journals, self 
study  

Used Solidity programming 
language to create smart 
contracts and transactions in a 
decentralized network.  

Evidence.  

 
 
 
 
 
 
 
 
 
 

https://drive.google.com/file/d/13nB3fQf7tXbBXQju4FHcxv6AknVkBkJt/view?usp=drive_link
https://drive.google.com/file/d/13nB3fQf7tXbBXQju4FHcxv6AknVkBkJt/view?usp=drive_link
https://drive.google.com/file/d/1PMHskKTAqYq3eyAIl3k1Vz3Z0sYtyMkd/view?usp=drive_link
https://drive.google.com/file/d/1osEngV63vPVEQtKgkHdyfg3HWt7WLlBM/view?usp=drive_link
https://drive.google.com/file/d/1dwOxDuxLgqOq28xF_aRw3BLIBkFF0ztH/view?usp=drive_link


Table 13-B. New Knowledge Acquired and Applied. 
Knowledge / skill 

learned Why it was needed Source used How it changed the design 
or test process 

Pymodbus library  

This is a python 
library that helps in 
register reading for 
the MODBUS RTU 
protocol 

Pymodbus 
documentation 

This library offered functions 
for register reading. 

Node Red 

It was used to 
connect to the 
hardware and create 
visualization 

Node Red 
tutorials 

With Node Red it was very 
easy to subscribe to the 
MQTT client and create a 
user interface. 

CSV files data 
processing and 
analysis 

Was required to 
process and 
calculate data about 
supply/demand 
from 15 houses 

Online 
JS/Node.js 
documentation  

Allowed energy data 
aggregation and preparation 
of input data for simulation of 
the market.  

Blockchain knowledge 
(Solidity programming 
language)  

Was needed to 
create a 
decentralized 
network of energy 
trading 

Solidity 
documentation, 
Remix IDE 
documentation 

Enabled to implement smart 
contracts to create bids, asks 
and clear markets for market 
interactions.  

Ganache (Local 
Blockchain) 

Was needed to test 
transactions  

Ganache 
documentation  

Enabled free of charge, secure 
and efficient testing of 
transactions.  

Web3 Integration  

Was needed to 
connect the 
blockchain part 
with Node.js 
backend 

Web3.JS 
documentation  

Allowed to address 
transactions in a 
programmatical way.  

Dashboard 
Visualization  

Was required to 
display system 
results in a 
user-friendly way  

Resources of 
web 
development 
(HTML, CSS, 
JS) 

Enhanced the understanding 
and interface of the system.  

 

 

https://pymodbus.readthedocs.io/en/latest/
https://pymodbus.readthedocs.io/en/latest/
https://nodered.org/docs/tutorials/
https://nodered.org/docs/tutorials/
https://nodejs.org/docs/latest/api/
https://docs.soliditylang.org/en/v0.8.35-pre.1/
https://docs.soliditylang.org/en/v0.8.35-pre.1/
https://archive.trufflesuite.com/docs/ganache/
https://archive.trufflesuite.com/docs/ganache/
https://web3js.readthedocs.io/en/v1.10.0/
https://developer.mozilla.org/en-US/docs/Learn_web_development
https://developer.mozilla.org/en-US/docs/Learn_web_development
https://developer.mozilla.org/en-US/docs/Learn_web_development
https://developer.mozilla.org/en-US/docs/Learn_web_development
https://developer.mozilla.org/en-US/docs/Learn_web_development


14. Conclusions and Recommendations 
​ The developed project of energy data acquisition satisfies our requirements and goals. 
However, real data collection was limited due to the laboratory constraints since it would not be 
reasonable to be connected to the AC/DC microgrid lab over a long period of time. That is the 
reason why for blockchain integration we have used open source datasets. The hardware part of 
the project was not challenging to implement, since the instruction manual clearly states the 
connection diagrams and register addresses, except the library learning and implementing its 
functions took some time to understand. In the end, we successfully tuned data acquisition part 
with the Python code.  
​ One of the main trade-offs that we have accepted while completing this project was to 
prioritize modularity, scalability, and overall simplicity by clearly structuring the data collection 
process. As it was mentioned in Section 5 of this report, more sophisticated design would have 
higher costs and heavier computational loads, because of this we kept this design choice.  
​ The main limitation of this Capstone project is that it still has not been tasted on a real 
industrial scale level. The robustness of the system, fault corrections and other challenges could 
be a great addition to this project in the future.  

Regarding the stage of data processing, in the system we were successfully able to create 
structured sets of inputs for energy management from smart meters data. Data of supplies and 
demands of houses were aggregated using Node.js in VS Code, which led to achieving dynamic 
pricing, as well as the SDR and resulting matching between consumers and prosumers. 
Compared to static pricing, dynamic pricing uses real-time hourly rate data to maximize revenue 
and make energy management appealing for grid users. Moreover, we implemented the 
blockchain layer that increased the system's security, transparency and made the system 
decentralized. Each energy transaction was recorded in the form of a blockchain block having 
hashes, meaning the information there could not be stolen, edited or deleted. Solidity and 
Ganache were the main software utilities which allowed the creation of bids, asks, and market 
clearing - fundamental mechanics of supply and demand in energy management. However, it is 
important to mention some limitations of this specific project’s part as well, which is that a local 
blockchain (Ganache) was used instead of the public one (e.g. Polygon), because of cost and 
deployment constraints. Hence, transaction fees and latency were not completely dealt with, 
which are happening in real-world scenarios. Moreover, the data processing stage focused 
entirely on CSV files of past dates instead of real-time streaming. Potential future work consists 
of extending the system by deploying on a public blockchain, integrating live data streams and 
increasing the number of households by performing scaling.  

Throughout the project we were able to foster skills related to data processing, develop 
knowledge in Solidity smart contracts and Ganache for blockchain, dynamic pricing modeling, 
as well as the Node.js programming. Finally, we improved our understanding and motivation to 
study decentralized energy systems in the future, potentially contributing to energy related 
problems worldwide in future, while working under real engineering constraints and conditions. 
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Appendix A. Engineering Standards Evidence 
Table A.1. Engineering Standards Evidence.  

Standard ID 
and title 

Clause(s) 
used 

Why 
applicable? 

Design decision 
affected How verified Status 

STD-1 - 
IEEE Std 
2030.5: 
Smart Energy 
Profile 
Application 
Protocol [15]  

Section 6 
-  Device 
Discovery 
and 
Registrati
on; 
Section 7 
- Secure 
Communi
cation; 
Section 8 
- Smart 
Energy 
Data 
Models 

This 
standard is 
an IP-based 
smart meter 
protocol, 
and its 
principles 
are applied 
to the 
process of 
defining the 
data 
collection 
on 
Raspberry 
Pi and 
MEMS 
system. 

Format of the 
data for 
communication 
between IoT and 
MEMS should 
be structured. 
The 
smart-meters 
which will be 
linked to the 
microgrid will 
be registered in 
accordance to 
the standard. 

In reading the 
content of the 
data packets, 
they are 
expected to be 
organized by 
2030.5-schema. 
For instance, it 
should include 
ID, time, units 
and value, by 
the standard 
format. MEMS 
can only 
communicate 
with registered 
devices. 

Not Violated 

STD-2- - 
ISO/IEC 
27001 - 
Information 
Security 
Management 
[16] 

Annex A 
5.15 - 
Access 
Control, 
Annex A 
8.24 - Use 
of 
cryptogra
phy 

These 
standards 
are used in 
determining 
the type of 
access 
control the 
MEMS will 
possess 
(nodes of 
the system), 
and how the 
data of 
contacts 
should be 
encrypted to 
ensure 
integrity. 

Only registered 
members of the 
system have 
permission to the 
system, and their 
blockchain 
accounts’ private 
keys are stored 
in the keystores. 

Unauthorized 
users should not 
be able to 
temper with the 
data and 
contracts. All 
blockchain 
blocks may be 
checked for 
transparency but 
cannot be 
modified in any 
way. 

Not Violated 

STD -3 - 
IEEE Std 
1547: 
Standard for 
Interconnecti
on and 

Clause 4 - 
- General 
specificati
ons and 
requireme
nts; 

The AC/DC 
Microgrid 
used in this 
project 
employs 
distributed 

The trip levels of 
circuit breakers 
should be 
compared and 
must be similar 
to the IEEE 

When the 
protection test 
as defined by 
IEEE-1547 is 
done, the circuit 
breakers in 

Not Violated 



Interoperabili
ty of 
Distributed 
Energy 
Resources 
with 
Associated 
Electric 
Power 
System 
Interfaces 
[17] 

Clause 6 - 
Response 
to Area 
EPS 
abnormal 
conditions 

resources 
which are 
expected to 
be within 
the 
acceptable 
ranges as 
indicated in 
Clause 4. 
Protection 
devices 
have 
thresholds 
which are 
selected 
under 
clause 6. 

1547. Under idle 
operation, 
voltage 
parameters are 
supposed to be 
in ranges of 
Clause-4. 

series with the 
electrical load 
must operate. 
The normal 
result should 
show stable 
parameters on 
the oscilloscope 
when running 
microgrid. 

STD -3 - 
ISO/IEC 
27001:2022 – 
Information 
Security 
Management 
(Capacity 
Management) 

Annex 
A.8.6 - 
Capacity 
Managem
ent 

Raspberry 
Pi 5 
currently 
has limited 
CPU 
capabilities 
and will not 
be able to 
scale up to 
more nodes 
in the 
future. 
Capacity 
managemen
t does not 
allow the 
system to be 
overloaded. 

Raspberry Pi 5 
operation is 
observed with 
command top to 
monitor the CPU 
load. It is set to a 
threshold of at 
least 70% to 
have headroom 
to add more 
processing and 
scale to come. 

While EMS is 
running run top 
10 minutes (in 
fact 36 minutes) 
Calculate 
average CPU 
load using log. 
The average 
load measured 
was 14.55 
percent in 36 
minutes which 
is far less than 
the 70 percent 
mark. 

Not Violated 

 

 

 

 

 



Appendix B. Multiple-Constraints Matrix 
​
Table B.1. Multiple-Constraints Matrix. 

Constraint Metric / 
target Rationale Trade-offs 

considered Outcome/ status Evidence 

Technical  Acquisiti
on from 
several 
smart 
meters 
over 
Modbus 
RTU (2s), 
local 
publishin
g through 
MQTT 
(5s for 
this 
project) 

Practical 
and 
low-cost 
architectur
e for data 
collection, 
logging 

Local server 
over cloud, 
polling data over 
real time logging 
onto CSV 

Raspberry Pi 5 
easily reads 
smart meter 
registers, 
decodes their 
contents and 
outputs real 
values, variables 
are published 
and logged as 
stated in Node 
Red flow 

Evidence 3 
Evidence 4 
Evidence 5 

Software 
structure  

Clear 
structure 
with 
non-repea
table 
functions 

Create a 
structured 
code to 
have 
increased 
optimizati
on 

Call one 
function to 
collect data and 
one function to 
publish over 
repeating 
reading registers 
for each 
parameter 

Functions like 
read_meter_data
() and 
publish_three_p
hase_meter() 
easily collects 
and sends data to 
MQTT broker.  

Evidence 3 

Economic 
(cost 
savings, 
tariffs) 

30.56 
KZT/kW
h for 
purchasin
g and 
22.68 
KZT/kW
h for 
selling 

Reflection 
of real KZ 
tariffs 

Lower prices vs 
Real profit  

Cost savings and 
dynamic pricing 
mechanisms  

Savings vs 
baseline 
demonstration 
in the dashboard  
 

Computati
onal 
(hourly 
rate) 

An 
extended 
period of 
hourly 
operation  
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Appendix C. Team Organization and Contributions 
The team organization over this project can be divided into four main parts, that are hardware 
integration, data acquisition and processing, blockchain implementation, and dashboard. The 
organization of the meetings and lab visits were always discussed by the members, and each 
week offline meetings were held either for lab work or report preparation. From the beginning of 
the project till the end of it, team members were updating their supervisors. Team members have 
divided their roles based on these parts, where Yernar was responsible for hardware integration 
and CSV logging of the data inside the Node Red, Daniyal was the leading developer of the 
Python code for creating the Modbus and MQTT clients and data acquisition. Damir took the 
lead in blockchain integration and visualization, where he created smart contracts, SDR 
algorithms and so on. 

 

Table C. Responsibility Matrix 

Member Primary role Collaboration with 
other members 

Main responsibility 

Daniyal Data collection and 
preprocessing of data 

Daniyal together with 
Damir decided on the 
structure of the smart 
contracts and what 
kind of data should 
be collected from 
smart meters to 
develop smart 
contracts  

Python on Raspberry 
Pi 5 
 
MQTT 
 
Node Red user 
interface and MQTT 
subscription 

Yernar Hardware integration  Yernar was 
debugging the Node 
Red flow to create a 
correct data type for 
CSV logging 

Smart meters 
configuration 
Wiring and 
connection checking 
of the communication 
lines 
  

Damir Blockchain 
development 

Damir was 
double-checking 
wiring and prepared 
the microgrid for 
operation 

Blockchain 
integration 
Smart contracts 
Dashboard 

 

 



Appendix D. Design Evidence 

 
Figure D1: Connection diagram for Communication between Master and Slaves 

Since the Hybrid AC/DC Microgrid  had a three phase bus connection to the loads, the smart 
meters were configured for three wire configuration as shown in Figure D2. 

 

Figure D2: Three wire connection on smart meter 

The following code is a function developed to read the registers that are swapped. The function 
is called read_float_swapped(). 



 

Figure D3: read_float_swapped() function definition  

The Figure D3 shows the terminal logs that display the data that was read from the smart meter 
with slave ID 1 and slave ID 2.  



 

Figure D4: Terminal logs of the smart meters. 

 

Figure D5: Real time monitoring of smart-meters 

Figure D6 displays a sample of the CSV file written inside Node Red. It has columns named: 
timestamp, meter_id, voltage, current, voltage_r, voltage_y, voltage_b, current_r, current_y, 
current_b, active_power, reactive_power, power_factor, frequency 



 

Figure D6: CSV file logs 

 
Figure D7: Visual Studio Code as the main development environment  

 
VS code was used as a key environment for developing stages such as CSV files processing, 
blockchain integration, backend components.  
 
The following fragment of code from Simulation.js file demonstrates the import process of data 
retrieved from smart meters from the corresponding CSV files and conversion of houses into 
agents, representing microgrid users: 
 



 
Figure D8: Import process of data retrieved from smart meters  

 
The next code fragment from Simulation.js displays how houses are analyzed and set to be either 
prosumers or consumers, calculating the aggregated values of demand and supply:  
 



 
Figure D9: Analysis of houses to be either prosumers or consumers  

 
The following fragment of code from Simulation.js demonstrates how surplus and deficit energy 
are created into asks and bids of the market and then transported to the blockchain:  
 



 
Figure D10: Creation of surplus and deficit energy.   

 
Finally, the last fragment of Simulaion.js file shows peer-to-peer energy matching:  
 



 
Figure D11: Peer-to-peer energy matching.   

 



 
Figure D12: Example of House Data Set (Visually Clear version) 

 
The following formula illustrates how the pricing of energy was determined based on 
supply/demand ratio:  

 𝑃 =  𝑃𝑔𝑟𝑖𝑑 * 𝐷𝐸𝑀𝐴𝑁𝐷
𝑆𝑈𝑃𝑃𝐿𝑌  

 
The next code fragment from Prosumer.js demonstrates how data from CSV files is loaded into 
the agent model. This data is then used in energy balancing:  
 



 
Figure D13: CSV files loading into the agent model.  

The next code fragment is from Exchange.js and it shows a connection to Ganache, which is a 
local blockchain network using Web3.js: 
 

 
Figure D14: A connection to Ganache.  

 
The next code fragment is a part of Exchange.sol written on Solidity, which is the 
implementation of the smart contract, it records all the energy data to the blockchain and emits 
an event confirming the transaction:  
 



 
Figure D15: Solidity smart contract.  

 
Figure D16: Ganache Blockchain accounts 

 



Figure D17: Ganache Blockchain transactions 
 

 
Figure D18: Ganache Blockchain single transaction 

The above pictures represent the Ganache Blockchain environment and show the successful 
integration of the blockchain layer with all energy market transactions being recorded as 
transactions in hashes, proving the security.  

 
Figure D19: Main Dashboard  

 

 
Figure D20: Cost analysis  



 
Figure D21: Blockchain activity pt.1   

 
 

Figure D22: Blockchain activity pt.2 
 
 
The above pictures illustrate the microgrid dashboard that contains the following parts: energy 
metrics, market results, and cost analysis, blockchain activity in terms of asks and bids.  
 



Appendix E. Verification Evidence 

 

Figure E1: Terminal logs of the smart meters. 

Figure E1 represents the Python script terminal output demonstrating real-time Modbus 
RTU register readings, validating hardware communication. 

 

Figure E2: CSV log file of smart meter measurements 

Figure D5 shows the contents of the smart_meter_data.csv file, containing timestamped 
electrical measurements from connected smart meter. 



 

Figure E3: Average voltage comparison of benched smartmeter with actual three-phase 
smartmeter 

 
Figure E4: Energy aggregation showing total supply vs total demand 



 
Figure E5: Dashboard market snapshot showing SDR and peer-to-peer trading status 

 
Figure E5 validates R5 and R7 by showing that SDR equal to 3.9657 producing the 

correct internal price of 22.68 KZT/kWh, and the market clearance logic successfully matching 
12 prosumers and 3 consumers with 12 asks and 3 bids. 

 

 
Figure E6: Ganache Blockchain transactions 



Figure D16 displays the Ganache blockchain transaction log, where each energy market 
transaction is recorded as a unique transaction hash, block number, and gas usage, ensuring 
transparency and tamper-proof record-keeping. 

 

 
Figure E7: Main Dashboard  

 

 
Figure E8: Dashboard header showing grid status  

 
 
 



 

Figure E9a: CB system developed in laborotory 

 

 

Figure E9b: Circuit Breakers 



 

Figure E10: Raspberry Pi 5 CPU load during EMS operation 

Figure E11 displays the output of the Linux top command running on the Raspberry Pi 5, 
showing the EMS Python process consuming 14.55% CPU load over 36 minutes of continuous 
operation. 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 



 

Appendix F. Project Management Evidence 

 
Figure F1: Gantt Chart 

 

 
Figure F2: Task Board Snapshot  



 
Figure F3: Meeting Summary Table 

 
Key meetings were recorded in the following meeting summary table representing essential parts 
of the project’s development. However, additional meetings were regularly scheduled during 



crucial development stages.

  
Figure F4: BOM table 

 



 
Figure F5: Procurement notes table 
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