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Abstract:

Physical layer security (PLS) aims to ensure
the confidentiality and authenticity of transmit-
ted data by capitalizing on the inherent ran-
domness of wireless channels. Owing to the
popularity of intelligent transportation systems
(ITS), PLS research has sparked renewed inter-
est in the wireless research community. This
paper investigates the performance of secure
communication in a vehicle-to-vehicle (V2V)
communication scenario using a reconfigurable
intelligent surface (RIS). Additionally, we in-
troduce the concept of non-orthogonal multi-
ple access (NOMA) to enhance communica-
tion efficiency in V2V networks. This study
aims to comprehensively analyze secrecy per-
formance, including parameters such as se-
crecy outage probability (SOP) and probability
of non-zero secrecy capacity (PNZSC). Our re-
search aims to demonstrate the effectiveness of
RIS in providing secure and reliable commu-
nication within V2V NOMA networks. Ulti-
mately, our study contributes to advancing se-
cure communication protocols in ITS.
Keywords— Vehicular communication, physical
layer security, eavesdropper, RIS, secrecy out-
age
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Preface

Effective control policies can win time and let scientists discover ways of conquer-
ing the virus or at least transitioning the spread to the endemic stage. The results
of this project can be further used to build the foundation for optimal control poli-
cies in case of any possible future out-breaks. This project also plays a significant
role in meeting the national healthcare and economic priorities. COVID-19 pan-
demic is spreading worldwide. Saving the lives and health of its citizens is the
primary priority of every country. Therefore, modeling and predicting the spread
of diseases and selecting the optimal intervention strategies is beneficial to the
government. Further research on this topic can lead to more key findings, which
to model other diseases and create flexible intervention policies that include vac-
cination. In general, small epiphanies and insights that accompanied the project
might become a central point for other deep-learning research and projects in other
areas such as computer vision, neurolinguistic programming, and artificial intelli-
gence.The aim of my Capstone Project is to study and implement a physical layer
security (PLS) approach for securing V2V (vehicle-to-vehicle) communication in
autonomous vehicles. V2V communication enables autonomous vehicles to share
information such as location, speed, and trajectory, which is crucial for safe and
efficient driving. However, this communication is vulnerable to security threats
such as eavesdropping and tampering, which can cause accidents and put lives at
risk. To address this problem, I will investigate the use of PLS techniques such
as artificial noise, beamforming, and power control to secure V2V communication.
These techniques exploit the characteristics of the wireless channel between the
sender and receiver to ensure secure communication without the need for encryp-
tion. The goal of this project is to develop a practical and effective PLS scheme for
V2V communication in autonomous vehicles. In the initial phase of the project,
I will conduct a comprehensive literature review of PLS techniques for wireless
communication and their application in V2V communication. Based on the re-
view, I will propose a novel PLS scheme for V2V communication that takes into
account the unique characteristics of the autonomous vehicle environment. In the
second phase of the project, I will implement and evaluate the proposed scheme
using simulation and experimental tests. The simulation will be conducted using a

vi



Preface vii

MATLAB, while the experimental tests will be performed using a testbed consist-
ing of multiple autonomous vehicles equipped with V2V communication devices.
The ultimate goal of this project is to demonstrate the effectiveness and practicality
of the proposed PLS scheme for V2V communication in autonomous vehicles. The
research results will be disseminated through publications in high-quality journals
and conference proceedings, and the prototype-driven design specification will be
developed for further hardware realization. Overall, the successful completion of
this project will contribute to the development of secure and safe autonomous ve-
hicle technology

I would like to extend my heartfelt gratitude to my dedicated supervisors, Pro-
fessors Galymzhan Nauryzbayev and Mohd Hamza Naim Shaikh. Their unwaver-
ing support and guidance throughout my research journey have been invaluable.
It is worth noting that we are fortunate to reside in the same city, which eliminated
any time zone challenges. I deeply appreciate their commitment to my success,
readily providing their expertise, resources, and mentorship. Their presence and
accessibility have been instrumental in ensuring the quality and timely completion
of my research. I am truly fortunate to have had the opportunity to work with
such dedicated mentors.

I would also like to express my gratitude to NU Library for generously offering
students free access to an extensive collection of research papers and articles, which
greatly facilitated my research endeavors.

Nazarbayev University, April 22, 2024

Altynbek Serikov

<altynbek.serikov@nu.edu.kz>






Chapter 1

Introduction

1.1 Background

The transportation industry’s future depends on several factors, including au-
tonomous driving, passenger and driver safety, traffic management, and enter-
tainment. Efficient and secure intelligent transportation systems (ITSs) require the
integration of sixth-generation (6G) technology in vehicular communications since
the implementation of ITS is entirely dependent on the exchange of massive in-
formation with ultra-wide bandwidth, low latency, and high reliability. Vehicular
communication, a critical component of ITS, involves various wireless technologies
such as vehicle-to-pedestrian (V2P), vehicle-to-infrastructure (V2I), and vehicle-to-
vehicle (V2V) communication. Furthermore, with the advancement of 6G technol-
ogy, vehicles will access highly precise safety information, smart traffic manage-
ment support, and advanced entertainment features. Therefore, 6G services will
lead to a wireless vehicular network that is fully automated, self-driving, and safe
[1, 2, 3]. Lately, emerging vehicular technologies like autonomous driving, coop-
erative vehicular networks, Internet of Vehicles (IoV), vehicular ad-hoc networks
(VANETSs), air-to-ground (A2G) networks, and space-air-ground integrated net-
works (SAGINs) have garnered significant interest from scholars and professionals
in both the academic and industrial sectors [4, 5, 6].

In vehicular communications, two prevalent secure transmission methods are
recognized [7]: cryptographic techniques based on keys and physical layer security
(PLS) approaches [8, 9, 10]. PLS employs the wireless channel’s randomness to en-
sure confidentiality and authentication [11, 12]. PLS offers several advantages over
cryptographic technologies based on upper layers [13, 14]. Notably, it can be easily
implemented without necessitating substantial communication resources to share
secret keys among authorized users [7]. Moreover, PLS eliminates the need to con-
sider specific security protocol executions or implement additional security mea-
sures beyond the physical layer in higher layers of communication technology. It
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can rapidly authenticate legitimate nodes even before demodulation and decoding,
preventing wasteful signal processing for unintended transmissions. Extensive re-
search has analyzed wireless communication between vehicles and infrastructure,
both with and without PLS [3].

PLS utilizes intrinsic propagation channel characteristics, such as fading, inter-
ference, and noise, to enable secure transmission without keys. The reconfigurable
intelligent surface (RIS)-aided communication systems show significant potential
for PLS applications [15]. RIS technology facilitates the reflection of electromag-
netic waves, creating alternative paths for wireless communication. This capability
enhances signal strength and bypasses obstructions, making it valuable for im-
proving vehicular communication systems. Importantly, RIS technology achieves
this without necessitating adjustments to the transceiver or infrastructure, making
it a cost-effective and energy-efficient solution for indirect line-of-sight (LoS) links.
Compared to conventional communication systems, RIS introduces a novel design
parameter that can enhance wireless networks by expanding coverage, minimizing
interference, and increasing secrecy capacity and outage resilience [16, 17].

Non-orthogonal multiple access (NOMA) can serve multiple vehicles at the
same time and frequency domain simultaneously, providing multiplexing in the
power domain and thus exhibiting significant improvements in spectral efficiency
(SE), low latency, and higher data rate compared to other techniques [18, 19].
Moreover, with the growing demand for ITS applications and vehicle-to-everything
(V2X) communication and the huge number of devices accessing the dynamic wire-
less channel, providing broadband connectivity for vehicular communications is
challenging. It is a well-established fact that placing multiple antennas on termi-
nals and RIS can significantly improve transmission reliability and, hence, system
performance. Therefore, NOMA combined with RIS can be a potential solution to
effectively address the problems of reduced access collisions, massive connectivity,
high reliability, and low latency for V2V communication [20, 21].

1.2 Related Works

Inspired by the combined advantages of RIS and NOMA, [22] introduced RIS-
supported NOMA networks to improve the system’s SE and energy efficiency (EE).
In [23], the researchers examined perfect and imperfect RIS scenarios. They ad-
justed the active beamforming at the base station (BS) and the passive beamforming
at RIS to enhance the total data transfer rate. In [24], the authors highlighted the
enhanced performance of secure communication using RIS in both V2V and V2I
communications. They explored two scenarios: RIS acts as a relay for V2V commu-
nication, and RIS serves as the receiver in V2I communication. Similarly, in [25],
the authors conducted a comparative analysis of RIS and relay-assisted average
secrecy capacity in the V2X communication context. Their findings suggested that
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RIS outperforms conventional relay-assisted V2X communication systems. More-
over, in [26] and[27], the authors proposed the implementation of artificial noise to
improve the performance of PLS for wireless networks. Artificial noise, including
white, pink, and Gaussian, is intentionally generated to disrupt or mask unwanted
signals, enhancing secure communication performance.

In [28], a secure communication setup was detailed where a multi-antenna ac-
cess point (AP) communicates with a single-antenna user in the vicinity of a single-
antenna eavesdropper (Eve), with RIS at the same distance from the user and the
eavesdropper. It was demonstrated that by modifying the phase shifts of RIS’s re-
flecting elements (REs), the signal reflected by RIS can amplify the received signal
power at the user by aligning constructively with the direct signal. Conversely, this
reflected signal is designed to interfere destructively with the signal at the eaves-
dropper, thus diminishing its received power and enhancing the user’s secrecy
rate. Furthermore, AP’s transmit beamforming can be adjusted to find an equilib-
rium between directing the signal power toward RIS and the user/eavesdropper
for the purpose of enhancing or canceling the signal, respectively. Consequently,
when the active transmit beamforming at AP and the passive reflect beamforming
at RIS are optimized, the user’s secrecy rate can be maximized.

In the study documented in [29], the authors employed Wyner’s wiretap model,
a classical secure communication model. They considered V2V communication,
where a sender vehicle transmits confidential information to a receiver vehicle,
while Eve may attempt to intercept the information. The authors assumed that
V2V transmission channels are influenced by independent double-Rayleigh fad-
ing, a standard statistical model for wireless channels. Additionally, the security of
confidential messages was significantly compromised when the channel state infor-
mation (CSI) was imperfect, particularly during vehicle movement. In a different
scenario presented in [30], a fixed transmitter communicated a secret message to
a mobile receiver with multiple antennas and passive Eve nearby. The security
of confidential messages faced substantial risks due to imperfect CSI, particularly
during vehicle movement. In [31], the authors considered a vehicular communi-
cation scenario in which a source vehicle, with RIS-based AP, sends confidential
information to a destination vehicle while an eavesdropper vehicle attempts to re-
ceive and decrypt the information. In their system, they considered an intelligent
AP in which RIS knows CSI so that the phases induced by RIS can be adjusted
to maximize the resulting signal-to-noise ratio (SNR) through appropriate phase
compensations and proper alignment of the reflected signals from REs. It should
be noted that while the researchers in [32] explored the PLS aspects of RIS-assisted
NOMA networks, their focus was solely on Rayleigh fading. Nevertheless, given
the central limit theorem-based CSI of the reflected links, there is a discrepancy
between the analytical outcomes and the simulation findings, especially when the
count of RIS elements is low. In [33], the secure downlink of a RIS-supported
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NOMA network is examined, wherein BS is engaged in communication with two
legitimate users amidst the presence of Eve. It is noted that these legitimate users
utilize an orthogonal resource block in the power-domain NOMA. The configura-
tion assumes that BS, both NOMA users, and Eve each possess a single antenna.
RIS is strategically positioned. Specifically, the first user, identified as a standard
user, has the capability to engage with BS without RIS’s intervention. In contrast,
the second, recognized as the cell-edge user, requires RIS’s assistance communi-
cating with BS. Concurrently, RIS presents an eavesdropping opportunity for Eve,
who would otherwise be unable to intercept messages from BS. Moreover, the
communication links between RIS and the first user and between BS catering to
the second user and Eve are obstructed, attributed to their spatial separation and
physical barriers. The authors in [34] investigated the efficacy of vehicular com-
munication networks, specifically focusing on the V2V networks. These networks
are enhanced by both RIS and simultaneous transmitting and reflecting intelligent
omni-surface (STAR-IOS). The performance of these networks is examined under
the frameworks of both non-orthogonal multiple access (NOMA) and orthogonal
multiple access (OMA) schemes. The study positions RIS near the transmitting
vehicle and STAR-IOS close to the receiving vehicles. It is also highlighted that
STAR-IOS harnesses an energy-splitting (ES) protocol for its communication pro-
cesses. Furthermore, the fading channels existing between RIS and STAR-IOS are
characterized by a composite Fisher-Snedecor F distribution, according to the re-
search findings. Their numerical findings underscored the substantial benefits of
RIS/STAR-IOS in vehicular communications, particularly highlighting the supe-
riority of the NOMA scheme over OMA in reducing the outage probability (OP)
and augmenting ergodic capacity (EC) and energy efficiency (EE). In [33, 35] PLS
aspects of downlink communication in RIS-aided NOMA networks, focusing on
scenarios where an eavesdropper is present was investigated. There, RIS is de-
ployed to enhance the signal quality, aiding cell-edge users in communicating with
the base station (BS). The research derived the expected value of new channel
statistics for reflected links under Nakagami-m fading to characterize network per-
formance. Both secrecy outage probability (SOP) and ASC are evaluated, with
closed-form expressions derived for these metrics. Additionally, the study investi-
gates the influence of various network parameters on overall performance, partic-
ularly focusing on the secrecy performance of RIS-aided NOMA networks, where
BS communicates with a pair of NOMA users in the presence of an eavesdropper.
In [36], the performance of cooperative vehicular comunications utilizing NOMA
at intersections in the presence of interference was examined. Closed-form expres-
sions for the outage probability and quasi-closed-form expressions for the average
achievable rate were derived using stochastic geometry tools. Two scenarios were
considered: V2V communications with destination nodes situated on the roads,
and V2I communications with destination nodes located outside the roads. It was



1.2. Related Works 5

Table 1.1: Related Works

Reference | Direct Link Channels RIS NOMA
Ref. [24] No Rayleigh Yes No
Ref. [25] No Nakagami-m Yes No
Ref. [26] Yes Rayleigh Relay Yes
Ref. [28] Yes Rayleigh RIS Yes
Ref. [29] Yes Double-Rayleigh No No
Ref. [30] Yes Nakagami-m No No
Ref. [31] Yes Double-Rayleigh | RIS as AP No

observed that the outage probability increased while the average achievable rate
decreased at intersections. Additionally, it was found that employing cooperative
NOMA led to enhancements in both outage probability and average achievable rate
compared to OMA at intersections. Specifically, cooperative NOMA demonstrated
superior performance over cooperative OMA, particularly for higher data rates.
Nonetheless, inadequate selection of system parameters, such as power allocation
coefficient and data rates, resulted in a significant decline in the performance of
cooperative NOMA. To mitigate this, the impact of relay position was investigated.
A summary of related works is also provided in Table 1.1
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Figure 1.1: Schematic depicting the considered RIS-aided V2V NOMA in the presence of Eavesdrop-
per.



Chapter 2

System Model

Fig. 1 depicts a common scenario of a road intersection in an urban environ-
ment where the direct link between vehicles may not be available due to obstacles.
Specifically, we consider a V2V communication scenario where the source vehicle
(Vs) wants to securely transmit information to a set of desired vehicles in the pres-
ence of an unintended vehicle (V;) that is overhearing the confidential transmis-
sion. As shown in Figure 1, the source vehicle (Vs) communicates (green-colored
links) with a pair of vehicles, namely, a near vehicle (V;,) and a far vehicle (Vy), in
the presence of an unintended vehicle (V,) acting as an eavesdropper (red-colored
link). To improve the link qualities of V;; and V¢, we employ a reconfigurable intel-
ligent surface (RIS) consisting of M (M > 1) reflecting elements (REs). The RIS is
configured to beamform the signal from V; towards V,, and Ve through M; = nM
and M, = (1 — )M REs, where M + M, = M and 5 € (0,1). Similarly, V, will
receive random reflections from all M REs of the RIS. Note that while there can
be multiple desired vehicles, for complexity requirements, we limit ourselves to a
2-vehicle scenario in this study.

Channel Model

Since the direct link between the source and destination vehicles is subject to scat-
tering at both ends, they are characterized using a double Rayleigh fading model.
Similarly, the channel between the source vehicle to the RIS and the RIS to desti-
nation vehicles can be modeled using Nakagami-m fading. It is assumed that all
channels experience frequency-flat fading, and the channel state information (CSI)
is available at the source. Additionally, it is assumed that the power of the second
and further reflections of the RIS is negligible.



NOMA Protocol

The superimposed signal is transmitted from the V; to the pair of desired NOMA
vehicles, V,, and V¢ can be expressed as

Xs = {nXn + Cfxf, (2.1)

here x,, and x; define the message signal of V,, and V, respectively. Further, {y,
and ¢ fare the power allocation coefficients for V,, and Ve which satisfies the power
domain NOMA constraint, i.e., {2 + é}zf = 1. For justice between the NOMA paired
vehicles, we employ {, < (f.

Received Signal Model

The received signal, y,, at V}, for the considered scenario can be expressed as

Yn = [hﬂ + h1@h2](§nxn + éfxf)\/?s + N, (2.2)

where Ps is transmitted power and N, is additive white Gaussian noise (AWGN)
with N, ~ CN (O, (72). Further, h, is the direct link between V; and V,, which is
characterized through double-Rayleigh fading, with the scale factor of o2. Like-
wise, the elements of h; and h; follow Nakagami-m fading with the shape and
scale factor of my, my and (), (), respectively. Here, it is assumed that all channel
coefficients are independent of each other. Further, the variable ® represents the
matrix of reflection coefficients for the RIS.
Likewise, the received signal, y 7, at Vf can be written as

Y= [hf +h1®h3](gnxn +Cfxf)\/Fs+No/

where /s is the direct link between the Vs and Vy and it is characterized by double-
Rayleigh fading, with a scale factor of 2. Here, the elements of h; are Nakagami-m
faded with shape and scale factor of m3 and (), respectively.

Likewise, we can express the received signal V, as

Ye = [he + h1@®hg](yx, + éfxf)\/ITs + No, (2.3)

where . is the direct link between V; and V, and it is a double Rayleigh faded
channel with a scale factor of ¢Z. While the elements of 14 are Nakagami-m faded
with shape and scale factor of my and (),, respectively.



Chapter 3

Methodology

3.1 Methods and Procedure of Data Collection

I. Literature Review: A thorough examination of existing literature related to phys-
ical layer security (PLS) techniques for wireless communication and their applica-
tion in vehicle-to-vehicle (V2V) communication. This extensive review will serve
as the foundation for the proposed PLS scheme.

II. Mathematical Model Development: The creation of mathematical models
and equations pertaining to the PLS techniques under consideration, including ar-
tificial noise, beamforming, and power control. These models will be fundamental
in understanding and implementing the PLS scheme. As the project primarily
involves simulations and experimental tests, this section will provide detailed in-
sights into the methods and procedures for data collection:

II. Simulation Setup: A comprehensive explanation of the MATLAB-based sim-
ulation environment, including specific parameters, scenarios, and data collection
techniques employed during the simulations.

IV. Experimental Testbed: A description of the testbed setup, encompassing the
autonomous vehicles equipped with V2V communication devices and outlining
the procedures for data collection during real-world experiments.

3.2 Methods and Procedure of Data Analysis

I. Data Processing: Detailed elucidation of how the collected data will be processed,
organized, and prepared for analysis to ensure accuracy and relevance.

II. Mathematical Analysis: Explanation of the mathematical methods, calcula-
tions, and algorithms employed for data analysis, including any statistical tech-
niques used to derive meaningful insights from the collected data.
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3.3 Ethical Issues

I. Privacy and Security: I will discuss potential privacy concerns related to data
collected during experiments and outline measures to ensure the security and con-
fidentiality of V2V communication data.

II. Compliance: Ensuring full compliance with ethical guidelines and standards
relevant to research involving autonomous vehicles and wireless communication,
demonstrating a commitment to ethical research practices.



Chapter 4

Results and Discussions

4.1 Performance Analysis

411 Secrecy Outage Probability

The SOP can be defined as the probability of achieving the non-negative target
level of secure communication. Thus, the SOP for V,, and Vy can be formulated as

e = Pr{C, <Rl'} 4.1)
and

P/ —Pr {Cf < R{}, 4.2)

out

with R! and RS being the targeted secrecy rate thresholds at V;, and V, respectively.
Equation can be rewritten as

P!, =Pr{R, — Rey < R'} . (4.3)

Then we get following expression

P!, =Pr {log, (1+|Ha|*C2Y) —log, (1+|H.[*¢3Y) <RI}, (4.4)
equivalently
no_ 1+ |Hal?Z2Y
Pollt _— Pr {]W < An 7 (4.5)

here A, = 2% is the secrecy threshold for V,,. After rearranging and mathematical
manipulations (4.5) can be expressed as

Pl =Pr{|Hal?2Y < A" (|H|*T2Y +1) —1}. (4.6)

10
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Further, dividing both sides of the inequality by {2Y, then taking square root we
get the following expression

A" (| He22Y +1) — 1
P, Pr{m%|< (e +1) } @)

oY
which is CDF of |H, ]2 and can be formulated mathematically as

A (|He|?2Y +1) —1
Pout F\H 12 ( (| | TR ) ) : (4.8)

&Y

Since we have another random variable inside the equation, (4.8) can be modeled
as

00 A" (x2Y +1) — 1
Pgﬁ,t:/o FmZ( (xg,%%;r ) )fmﬁ(x)dx, (4.9)

here fjy,2(x) is PDF of |H.|* gain. To solve this integral we then utilize Taylor
series expansion for CDF of gamma distribution.

oo“n Vgl A" (xZ2Y +1) —1
ut =1 _/ { ( CZY ) }
Al (xg,%Y +1) -1
x exp [ —PBn 3% fip o (x)dx. (4.10)

After mathematical manipulations and using a PDF of the eavesdropper’s channel
gain, we get

a,—1
Pl =1- Z ttalh, (4.11)
where
e ew(H)
Lo 2O T () 2 (B
RG] 7 exp (4
h= [ "exp(—(BututBe)x)x Na(xZ3Y +1) - 1. (412)

The integral part can be solved using the confluent hypergeometric function.

U(a,b,z) = T(a) /0 " exp(—zt) (1 4 )b, 4.13)
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further changing variables and mathematical manipulations I; can be expressed as

Ap — 1)K A
L = (:{X_l)ll (oce,k +a.+1, w> T'(ae), (4.14)
3 3
where t3 is equal to
Ay
t3 = . 4.15
il (4.15)

Similarly, as for the far vehicle
Pli=Pr{R; — Ry < R}

H|22Y
L b
[H[*CaY+1
[He|203Y
Lt
[He P05 Y+1

= Pr <As ¢, (4.16)

after mathematical manipulations we get

2 2
o ) [He|*Y(Af = T5) + A —1
P=Prq|Hel" < , 4.17
o @ 1< mLEEY Y =2 + YA -3y 417)
here A; = 2R, By utilizing Tailor series expansion on (4.17) we get
_ k
o :1_/00&/215’} XY(Ap—C3)+Ap—1
out 0 = k| xGEY(Y = Af) +Y(1—32As)
XY(Af—23)+Ap—1
— dx. 4.18
s ( Br (Y —Ap) + Y 2ay) ) T (¥ (4.18)

However, SOP for the Far user cannot be integrated due to the complexity and the
large number of components. Thus asymptotic SOP and probabability of non-zero
secrecy capacity can be evaluated.

4.1.2 Asymptotic Secrecy Outage Probability

Thus, asymptotic SOP can be evaluated, when Y goes to co (4.5) can be approxi-
mated as

22
" Pr {’m"zgw < An} . (4.19)

Further, the expression can be simplified as
Pl =Pr {|Ha[* < |He[*An}

- /ooo Fiy 2 (¥An) fipp (x)dx, (4.20)
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then using series expansion of CDF of gamma distribution we get the following
equation

Pi’l

out —

ooan—l
/ k)xzexp (=Bnx\/An

=1

D‘e (Xg—l

exp (—Bex)dx. (4.21)

After collecting like terms and using equations from book, a closed-form equation
for SOP can be formulated as

mol KT (k + )

Pl;=1- , 4.22
out — k;() (,Bn/\n + ﬁe)aﬁ-k ( )
here Ky = e T "B '3 . Likewise, asymptotic Pfut can be evaluated.
2
f 1+ f
P}, ~Pr e <A = Pr{l <Af} =1 (if Rs >0). (4.23)
1+ 24
4.1.3 Probability of Non-Zero Secrecy Capacity
1+ [Hal?5RY
PT?ZC_PI‘{R”_R3”>O}:PI'{1_|_|7_[€|2§§:Y 1
=Pr{|Hn|* > |He|*} = 1= Pr {|Ha|> <= |H.|*}, (4.24)
which can be expressed as
nzc / ,7 ‘xe/ ,Be ﬁ; ) xtn 1 exp 5ede (4.25)
n

(4.25) can be solved using equation (6.455) Similarly, for the far vehicle, non-zero
secrecy probability can be evaluated as

Pt — ft” ger(“n + “e)
T T ()T (an) ae(Be + Pu)eton
x 1F (1,0(,1 + a0 +1; B, ff,&) , (4.26)
[HrI?03Y
L+ ey

Plc =Pr{R; — R,s >0} = Pr (4.27)

272 4
[HPEY

1+ |He|202Y+1
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bringing to a common denominator and collecting like terms, (4.28) can be written
as

Ple = Pr{[Hs* > [H.[*}. (4.28)
Utilizing similar steps as for near vehicle (4.28) can be evaluated as
o
:Bff o' Tlay+ae)
r(‘xe)r(“f) “e(,Bf + ﬁe)aﬁ_af

Be >
F (1, soe +1; . 4.29
X1 1< ocf+0cg¢x+ ‘Be"_ﬁf ( )

This completes the analytical evaluation of the proposed secure RIS-aided V2V
NOMA communication systems.

P;J;zc =

4.2 Results

10%0 ‘ :
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Figure 4.1: Secrecy outage probability for the V.
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Table 4.1: Simulation Parameters

Parameter Simulation Values
Shape Parameter {m1,my, mz, ma} =1{5,5,5, 5}[37]
Spread Parameter | {Q), (), Qy, Q.} ={-5,-5,-10,—15} [38]
Scale Parameter {02, 0'}%, 02} = {0, -5, —10}[39]
Power Allocation {gﬁ,g}} = {0.3,0.7} [40, 41]
REs Allocation n =205
Target Secrecy Rate {RY, R } ={5,0.5} [42, 43]
Variance of Noise 0% = —120[42]

4.3 Discussions

In this section, the correctness of the derived closed-form expressions of SOP,
ASOP, and PNZSC is verified through Monte Carlo simulations. The system pa-
rameters used for the simulation are listed in Table 4.1, unless specified differently.

Fig. 4.1 illustrates the SOP performance of V, in the presence of V.. Notably,
all the curves in this plot demonstrate a saturation effect as SNR increases, with
the saturation level varying with respect to M. The increase in M corresponds to
an enhancement in outage performance. However, it is essential to recognize that
a disparity exists between the simulation values and the other two curves. This
discrepancy can be attributed to employing an approximation method, specifically
the Taylor series expansion for the Gamma distribution.

Fig. 4.2 demonstrates SOP for V;. It is worth noting that, in all three scenarios,
SOP converges to a saturation point at one value. This phenomenon is attributed to
its correlation with Y, wherein an increase in Y leads to the saturation of capacities
of both V¢ and V., consequently causing SOP to approach 1 naturally. Furthermore,
it is imperative to emphasize the paradoxical observation that an increase in M
results in a degradation of the secrecy performance of Vi. This observation is
intriguing, as it suggests that, for larger values of M, both V¢ and V. reach the
capacity saturation at an earlier stage. Fig. 4.3 depicts PNZSC for both V, and
V¢. The simulation explores two distinct scenarios by varying the parameter (),
of Ve. When (), is low (which means V. is located far), the secrecy performance
is better. In both cases, PNZSC consistently converges toward 1. Notably, the
PNZSC performance of V,, surpasses that of V.. This superior performance can be
attributed to utilizing NOMA and the effects of path loss.



Chapter 5

Conclusion

In this paper, we studied physical layer security in RIS-aided NOMA-enabled wire-
less vehicular communication. We investigated the average secrecy capacity and
secrecy outage probability for NOMA-paired vehicles. The results show that by se-
lecting appropriate power allocation constants and transmitting SNR secrecy per-
formance can be improved.
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Appendix A

Shape and rate parameters of gamma distribution can be derived as

_E[[Ha)?

o B[
" V[ HAP

and B, = W (A.1)

Further E [|#,|?] can be expressed as

E [|Hﬂ —E [yhn + h1®h2|2]

= V[Ha] + E[Ha]> (A2)
Since I, is double Rayleigh fading [E[h,] = 02%. Second component can be written
as
M, .,
E[h1®hy] =E | Y [iy| |’ }] , (A.3)
i=1

here h; and h, are Nakagami-m fading components their expected values are equal
to

- F(m1 + l) @)
E [hl] - I—v(ml)Z milz (A4.)

_ F(THQ + l) QM
E [ho] = F(TZ)Z e (A.5)

Further equation can be mathematically evaluated as

_ T(mi+3) Qf(mz—i—%) Qy
]_ e \/;1 o\ Mo (A.6)
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Then E[#,] can be expressed as

_ T(m+3) [QT(m+3) [Q, ) 7T
Elft] = r(ml)z my F(mz)z ﬂTle—HT"E' (A7)

Further since the components of #, are independent V[#,] can be expressed as

V[H,] = VIh] +V %11 hli‘ )hzi ] , (A.8)
i-
then
Vi) = 26 - Ly (A.9)
Further variance for nakagami-m fading coefficients can be expressed as
r b\
V] = O (1 - nil (W) ) , (A.10)
1 (T(my+ %) ?
Vih]| =Q, (1 o (1“(7112)) ) , (A.11)
then
M
\% [1—21 | )hzi(] — 00,
1 (Tem+3)\ [T+ D
X {1 s ( T (my) ) ( T () ) M;. (A.12)
Further V[H,| can be evaluated as
V[H,) = 28 ; 4 00,M,
2 2
. mllmz (r(;n(;q Bb) <r<171(zm ;%)) (A13
Then
B[] = 1 T4 0,My

X
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Further V [|#,|?] can be expressed as
V [[Ha2) = B [[Ha*] — B |7 ). (A.15)

Since our channel is approximated through Gamma. 4th moment of expected value
can be calculated as

_ 0'T(4+k)
E [!”Hﬂ = Ttm (A.16)
here
E [|Ha|])? V [|Hal]
k= ———and § = ———. A.17
V[ = B (A17)

Then (A.14) and (A.16) is substituted to (A.15) Next, (A.15) and (A.14) is substituted
to (A.1) to get &, and B,. Similar steps are performed to get af and B;. However,
for V, we need a different approach because of the presence of random phases.
Thus

Ii/[[?’;'[-z}]z and B, = E[H,] . (A.18)

Further E[H,| and V[H,] can be calculated as

Ke =

E[H,] = E |

i=1

M . .
he + Z h11h4l eXp(Gi)]

=E

i=1

he + % G' eXp(Gi)] : (A.19)

Since all paths have random and equally distributed phases, they will have imagi-
nary and real parts. Both of them are Gaussian random distributions with param-
eters y = 0 and ¢. Here o is the square root of its variance. And their envelope
will be Rayleigh distribution. Further G’ exp(6;) can be expressed as

Gexp(6)) = X +jY G*>=X>+Y? (A.20)
since X and Y are independent but identical distributions (A.20) can be written as
G* =2X°

(A.21)

V[X] = E[X?] - E[X]* =E[X)] =E [Gz] = W.

2 2

In addition, the variance of components of h, is 2(762 Finally, the variance of the
overall real part will be
(V[h1h4] + E[h1h4]2) M W[hg] + ]E[he]Z

V[H,] = 5 + 5 , (A.22)
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here E[h,] = 02 and V|[h,] = 165704,

Vi) = O (11 (M)j (A.23)
o= ¢ niy F(T’H4) ! )

B 1 (Tm+H\ [T+ 1)
V[ihs) = QQ, !1 - ( F(ml)z ) (F(m4)2> } ) (A.24)

further

then

_ r(m4 + l) Q,
E [hy] = P(TLL)Z — (A.25)

_r(m1+l) QT(mg+d) |,
E [h1hy] = F(m1)2 - F(m4)2 - (A.26)

After, substituting values into (A.22) we get

QOM + 40
.

The variance of the Imaginary part will be the same so their envelope will result
in Rayleigh with mean and variance as

V[H] = (A.27)

E[H,] = \/QQQM%TQL”_ (A.28)
2 2
Vg = QM +dot4— 7 (A29
2 2
Further to calculate E[|H,|?]
E [|7—LE|2] = V[He] + E[H]* = QQ.M + 404, (A.30)
V [[He2] = B [[Hel*] — B [|1P]. (A31)

Here we need to calculate the fourth moment of Rayleigh distribution which is ¢*
2
V [|Hel?] =8V [HI]* — E [|H.[]
= O?O2M? + 87Q0,M + 1603, (A.32)

after getting shape and rate constants for the gamma approximation method we
substitute (A.32) and (A.30) to (A.18)
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