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KEYWORDS Abstract This paper investigates the covert communication of cooperative non-orthogonal multi-

ple access (NOMA) systems, where the near user serves as a decode-and-forward (DF) relay and the
far user receives the covert information from both the source and the near user. To improve the
covertness performance, cooperative jamming and power randomness are adopted. Specifically,
we derive detection error probability (DEP) of Willie and the minimum detection error probability
(MDEP) at the optimal decision threshold for each phase. In addition, the reliability of the pro-
posed system is investigated by deriving closed-form expressions for the outage probability (OP)
of the two users. Under the covertness and reliability constraints, an optimization algorithm to
maximize the effective covert rate is designed. Simulation results have confirmed the correctness

of the theoretical analysis, and the proposed scheme can achieve a better covert communication.
© 2022 THE AUTHORS. Published by Elsevier BV on behalf of Faculty of Engineering, Alexandria
University. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/
licenses/by-nc-nd/4.0/).
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1. Introduction

With the widespread applications of smart devices, mobile
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internet and Internet of Things (IoT) are developing rapidly.
The future 6th Generation (6G) mobile networks are facing
the great challenges of massive connections, low latency and
high spectral efficiency [1-3]. The traditional orthogonal mul-
tiple access (OMA) technology only allocates each orthogonal
resource to one user, which limits the spectral efficiency and
the number of access devices in the networks [4]. To solve
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the above problems, non-orthogonal multiple access (NOMA)
has proposed as one of the potential technologies of 6G
because it can improve the spectal efficiency and satisfy the
simultaneous access of a large number of users [5]. Compared
with OMA, NOMA can not only improve the system spectral
efficiency, but also ensure fairness among the users by power
domain multiplexing [6-9]. At the transmitter, NOMA allo-
cates different powers to different users according to their
channel conditions over the same time/frequency block. At
the receivier, the successive interference cancellation (SIC)
can be used to distinguish these users according to their chan-
nel conditions [10,11].

On the other hand, it is critical to facilitate the network cov-
erage of NOMA users, and this can be effectively addressed by
cooperative communications. Combining NOMA and cooper-
ative communications can further improve the spectral effi-
ciency [12]. In [13], a NOMA-based cooperative relay system
was studied, and a unified framework for system performance
evaluation was established. Based on the previous work, the
authors of [14] studied the transmission security problem of
two-user systems with the near user acting as decode-and-
forward (DF) relay. In [15], the authors further considered
the near user as a relay with different forwarding protocols
and derived the outage probability (OP) under different for-
warding protocols. For the scheme of relay-assisted NOMA
communication, NOMA-based DF relaying performed better
than the NOMA-based amplify-and-forward (AF) relaying
scheme [16]. A. Salem et al. [17] analyzed the multi-antenna
hybrid forwarding relays performance assisted by NOMA.
Finally, Y.B. Kim et al. [18] showed that full-duplex coopera-
tive NOMA has better performance than traditional coopera-
tive NOMA due to the reduced transmit time.

Due to the inherent broadcasting characteristics of wire-
less communication and randomness of the fading channels,
there is a risk for user information being detected during
transmission. Therefore, how to ensure secure information
transmission is a critical issue. In light of this fact, several
research works have been conducted to investigate such secu-
rity issue from the physical layer security (PLS) perspectives
[19,20]. Unfortunately, the research works on PLS have
mainly focused on the protection of communication contents.
In some special communication scenarios, users aim to hide
their communication behavior. To this end, a new secure per-
formance evaluation metric with the name of covert commu-
nications is proposed. Covert communication aims to
establish a reliable link between legitimate transmitters and
receivers to ensure that transmitted information can not be
detected by illegal users [21]. In recent years, researchers have
carried out various investigations. In [22], the information-
theoretic limit of covert communication over an additive
white Gaussian noise (AWGN) channel was first proposed
by B.A. Bash et al. which is called the square root law. It
is the foundation for the theoretical study of covert commu-
nication [23,24]. To reduce the detection performance of the
detector, the researchers further exploited various uncertain-
ties of the fading channel and interference. In [25], the uncer-
tainty of the fading channel was utilized to make Willie
unable to accurately detect the information if transmitted
or not. In [26], the authors further investigated the impact
of the quality of channel state information (CSI) on Willie’s
detection performance under channel uncertainty. In [27], Hu
et al. first investigated the use of artificial noise interference

by Willie to achieve covert communication. Tao et al.
designed a covert communication scheme with the assist of
energy harvesting jammers in [28]. With this idea, Peng
et al. in [29] proposed a covert communication scheme for
multi-antenna jamming, in which the optimal antenna is
selected to transmit the jamming information. From the per-
spective of detection, the authors of [30] made a comprehen-
sive analysis of the covert performance of the system with
multiple detectors and jammers. Moreover, K. Shahzad
et al. in [31] considered the joint optimization of the jamming
power and the prior probability to achieve positive covert
rate. It shows that equal probability transmission is not opti-
mal scheme. In addition, the impact of communication time
uncertainty on Willie was investigated in [32]. He et al. in
[33] proposed schemes that can maximize the achievable rate
under noise uncertainty. In [34], the authors analyzed the
effects of fading channel and noise uncertainty on Willie’s
average detection error probability and system throughput.

It is possible to improve the security of the system by
exploring the covert communication of cooperative transmis-
sion. Given this situation, Sun et al. [35] proposed a network
structure that the relay can be switched between different oper-
ating modes to maximize the covert rate. Gao et al. in [36]
investigated the covert communication performance of IoT
systems with multiple relays and developed relay selection
strategies to enhance covert capacity. In [37,38], Hu et al. pro-
posed two relay-based transmission strategies from different
perspectives, and derived the covert achievable rate from the
relay to the destination. The authors of [39] considered a relay
acting as a jammer to interfere Willie detection. It shows that
cooperative jamming is beneficial to covert communication.
On the other hand, the authors in [40] combines covert com-
munication with NOMA to optimize the covert performance
by optimizing the power allocation. In [41], the authors pro-
posed a NOMA-based friendly jamming assisted covert trans-
mission strategy in vehicular networks. Finally, the authors in
[42] studied covert communication in NOMA systems and
obtained the optimal power control parameter to achieve the
maximum covert throughput.

1.1. Motivation and Contributions

Based on the preceding discussion, we find that Willie always
performs single-phase detection for source or relay transmis-
sion. In fact, Willie can detect source-relay and relay-
destination two-phase to improve the detection capability of
information transmission. For instance, in [43], a scheme was
proposed to achieve covert communication by limiting the
transmission capability of each phase. M. Forouzesh et al.
[44] considered the instantaneous secrecy rate in the presence
of untrusted relays by satisfying the minimum detection error
probability (MDEP) of two phases. Moreover, we consider the
investigation of covert communication in NOMA networks,
which can well satisfy the covertness, achieve a better covert
communication, and also improve the information transmis-
sion rate. Therefore, the above works motivate us to investi-
gate NOMA-assisted covert communication and two phase
detections. We first obtain the optimal decision thresholds by
analyzing the detection performance of the Willie, and then
derive MDEPs of each phase for Willie. We also design an
optimization scheme to maximize the effective covert rate
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under covertness and reliability constraints. The following are
the major contributions of this work:

e We propose a unified framework of the cooperative NOMA
networks, and study the covert communication perfor-
mance of the proposed framework. Specifically, to further
investigate the effect of Willie’s detection ability on the cov-
ert performance, we propose a two phases detection
scheme. Then, binary hypothesis detection problems are
designed for theoretical analysis.

e We derive analytical closed-form expressions for the opti-
mal decision threshold and MDEP for each phase. Then,
Willie’s average MDEP is calculated and discussed. Our
analysis shows that as the jamming power increases, aver-
age MDEP approaches one, which means that the Willie’s
decision is blind.

e We propose an optimization scheme to maximize the effec-
tive covert rate under the guaranteed covertness and relia-
bility constraints. We find that with different transmit
power and covert constraints, the system obtains different
positive transmission rates, and the two-phase detection is
also able to achieve covert communication compared to
the one-phase detection.

1.2. Organization and Notations

The rest of the article is organized as follows. Section II details
the system model and the metrics of covert communication.
Section III derives the expressions for each of Willie’s detec-
tion performance and each user’s OP, and then optimizes the
effective covert rate. The theoretical results are simulated
and analyzed in Section IV. The paper is concluded in
Section V.

Notations: €./°(0,a%) is a complex Gaussian random vari-
able with a variance of ¢ and a mean of zero. The expectation
operation of random variables is denoted by E(-). Pr{X}
denotes the probability of the random variable X. In addition,
the probability density function (PDF) and cumulative distri-
bution function (CDF) of random variables are f.(-) and

X

F.(-), respectively. Finally, exp (-) is the exponential function.
2. System Model

In this section, we first introduce the cooperative NOMA sys-
tem with two-phase detection. Then, we present a detailed
description of the transmission scheme. Finally, we describe
the detection metrics for covert communication.

2.1. Communication Scenario

We consider a downlink cooperative NOMA system, as illus-
trated in Fig. 1, which consists of a source (S), a near user
(U1) as the DF relay, a far user (U2) receiving covert informa-
tion, and a detector Willie (W). In this study, Willie uses a
radiometer (power detector) to detect whether covert informa-
tion is transmitted. When Willie detects the covert informa-
tion, it will launch a vicious attack on the network. S
transmits superimposed information to the users in the first
phase; Ul works as a DF relay to decode and forward the
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Fig. 1  System model.

received covert information, meanwhile S transmits the jam-
ming signals to deceive Willie.

In this study, we have the following assumptions: i) All
nodes are the single antenna devices and run in half-duplex
(HD) mode; i) Willie only knows the statistical CSI of the
S-W link and U1-W link; iii) All channels experience indepen-
dent and follow quasi-static Rayleigh fading. The channel gain
between any two nodes is denoted by h; ~ €.47(0, 4;), which is
a complex Gaussian distribution with a mean zero and vari-
ance 4;, where i € (SUL,SU2, SW,ULU2, U1 W).

2.2. Transmission Scheme

The entire transmission is divided into two phases. In phase I,
S transmits the superposed signal x = /Psyix; + v/ Pspaxa to
NOMA users with power Pg, where x; and x, are the corre-
sponding signals of Ul and U2, with [E(\xl[k]\z) = [E(\xz[k]\z) =1,
ke (1>27'~-7K)§PSU1 = (1 —OC)PS and Pgyp, = aPg are the
allocated power to Ul and U2, with power allocation factor
o. To ensure user fairness, the far user should be allocated
more power than near users, which means that 0.5 < o < 1.
In phase II, S transmits a jamming signal to interfere with
Willie. We assume that the transmitted jamming power P; by

S follows a uniform distribution in {0, P;“‘“] , whose PDF is by

fo = {7 0SS (1)
X)=1<" 1
0 0, otherwise,

where P™* is the maximun jamming power of S. With a certain
level of jamming power, as long as Ul forwards information,
Willie receives the extra power and marks it directly as a covert
transmission. Thus, to reduce Willie’s detection performance,
we consider P; to be random.

2.3. Detection at Willie

The signals received at Willie in phase I and II can respectively
written as

I { VPsyihswx, + ”IIW7 Hy,

= 2
VPsuthswx) 4+ v/ Psurhswxs + ”llW, H, @

W=
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and

oo { \/P/‘I’lswxl' “rl’lll,{/7 H(),

v \/F/hswx/+\/PrhU1WX2+”Ip{/7 Hy,

where nl, and nll, are the AWGN terms at Willie in phase I and
phase II with variance %, ny ~ €.4°(0,03,). P, denotes the
forwarding power of Ul. The null hypothesis indicates that
S does not communicate covert information and is denoted
by H,.The alternative hypothesis indicates that S transmits
covert information with H;. For the convenience of analysis,
we assume the Hy, and H, events with equal probability.

Willie utilizes the Neyman-Pearson criteria to determine
whether covert information is transmitted, and the decision
formula is defined by

3)

D,
Tw % T, (4)

Dy
where T is denoted as the average received power of Willie,
ie., Tw =K |yw(k)[’/K, and tis the decision threshold. Dy
and D, are the judgement results of S to transmit covert infor-
mation or not. We consider the case that Willie’s observation

time slot is sufficiently long, i.e., K — oco. Therefore, the aver-
age power received by Willie at each phase is expressed as

o Psuilhsw|* + %, Hy, (5)
L =
PSUlthW|2 + Psuz\hsw|2 + 0’%4/7 H,
and
2
7 Pilhsw|” + 6214/7 H, 6)
=
Pj|hSW|2 + Pr|hU1W|2 + 03, H.

The detection error probability (DEP) is the key metric for
assessing the detector’s detection capability, which is defined

&= Pry+ Pup. ()

When ¢&is smaller, Willie’s detection performance is better
while the system’s covert transmission performance is worse.
When there exists arbitrarily small &> 0, satisfying
¢ = 1 — &, then the transmission of the system’s covert infor-
mation can be guaranteed. Pry = Pr{D,|H,} is the false alarm
probability (FAP), and Pyp = Pr{Dy|H,} is the missed detec-
tion probability (MDP).

3. Performance of Covert Communication

In this section, we first analyze Willie’s detection performance
by deriving the closed-form expression of MDEP. Then, the
exact expressions for the OP of Ul and U2 are derived to
enable the system to establish a reliable communication link.
Finally, the optimization scheme of the effective covert rate
is designed under the covertness and reliability constraints.

3.1. Detection Performance at Willie

We investigate the covert performance in the worst scenario of
the system since this is Willie’s optimal detection performance.
The FAPs and MDPs of the phases I and II are calculated
sequentially, and the optimal decision threshold t* is obtained
so that Willie obtains the MDEP &*.

Theorem 1. For random threshold ', Willie’s FAP and MDP
are given by

[ 1, <o,
P, = exp (pﬁﬁ:j.)v Ny (8)
and
0, i <a?,
P 5\41) = ! 9)

_ ot 1 2
1 —exp ((PqurPsoz)/lsw)’ T = oy,

where P, and P!, are denoted as FAP and MDP of the
phase I, respectively.

Proof. : See Appendix A. O

Note that Theorem 1 presents the FAP and MDP for the entire
threshold range. It can be seen that P., is a monotonically
decreasing function with respect to ', while P!, is a monoton-
ically increasing function. To minimize the DEP of Eq. (7) to
obtain Willie’s optimal decision threshold ™, we will derive it
by the following Theorem 2.

Theorem 2. According to the decision formula given in Eq. (4),
Willie’s optimal decision threshold and MDEP are respectively
given by

1 — o) Pg/ 1
= ( oci SESW 1y (1 — oc) + 0%/[/7 (10)
and
& =1—a(l—a)7. (11)

Proof. : According to Egs. (7)—(9), the DEP expression at Wil-

lie of phase I is

1, T < GZW,
0%4,*’[1 (7%4,,*'[1 1 > 2

1= exp () T o0 (i) @ = o

(12)

¢ =

It is obvious that if ¢' < %, &' = 1. This means that Willie is
not able to identify the transmission of covert information at
all. Therefore, we only need to consider the case t' > a3,
According to Eq. (12), the first derivative of &' with respect

to 7' is obtained and let 9¢'/d7' = 0. We can obtain as

e _ 1 o'
ot T ((Psu1+Psv2) 2sw) exp ((PSUHPPSLQVSW)
. 62 4l (13)
_ W _
Psu1isw exp (PSUI;»SW) =0,
thus, the optimal ™ is computed as
Pguy + Psyn) Psun 2 Pgyy + Psy
o (Psv1 + Psu2) Psui Asw In ( sul + soz) n 0_%4/. (14)
Psun Psui

We can obtain that 9¢'/9<' > 0, if ' > ¢™* and 9¢' /0" < 0, if
7' < ¢, Thus, &' is a continuous function that declines and
then grows with respect to t'. Substituting =™ into Eq. (12),
the minimum value of & is obtained as
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Psul

fl* =1 PSU2 < PSUI

Pgin
- > . (15)
Psyt + Psy2 \Psut + Psuz

O

According to Egs. (15) and (11) is obtained after some
algebraic operations. The result shows that ¢ is only related
to a. We derive it and get A& /do = (1 — oc)%x In (1 —a)/a.
Since 0.5 < a < 1, é™ is a monotonically decreasing function of

o. When o — 1,&" — 0. It indicates that providing covert
information more power makes it easier for Willie to detect
covert transmission.

Theorem 3. In phase II, for arbitrary threshold t", Willie’s FAP
and MDP are given

11 2
1, T < oy,
11 o} 2 1T
— w
PFA* l_Pmuxh 12 O'ng gl/’: (16)
T ]
0, >,
and
0, <o,
TI]*“’I/;»*Pr‘)vl/'Ilt’_'_ Pluiw ex (IZW—I“ 62 < ’L'H < l//
Pl = PN gy | P sy P SXP\ P 7o )0 w=ro=E
7 J
, >
_ _Piuw =\ Tw T 11
1 P;““X\hsw\z (exp (P,-?leu’ exXp Priogww) )’ T >l//’

(17)

where = P"™|hsy|’ + 0%, P}, and P}, are denoted as FAP

and MDP of phase II, respectively.

Proof. : See Appendix B. [

Theorem 3 shows that P, is a monotonically decreasing
function about "' and P}, is a function that first remains con-
stant and then increases. According to Eq. (7), the DEP for
phase II of Willie is written as

11 2
1, T <oy,

N 2 11
P luyiw oy
. 1 — Lt 1 —ex W
&= P sy P\zzow) )

X 2
__Pruw Y=\ Tw T 11
1 P;“""\hsw\z eXp Prluow eXp Prinw ) )’ > l//

2 11
O—Wg‘[ gl/k

(18)

From Willie’s perspective, it needs to optimize the decision
threshold in order to reduce the error probability, which is
given by

11

o = argmin &". (19)
i

According to Eq. (18), if "' < 63, ¢" = 1. Therefore, we only
need to consider the case "' > ¢3,. When o3, < 7' <, " isa
continuously decreasing function of t!'. Therefore, the optimal

detection threshold ™ = . When "' >y, there is

= ex > —Xp\ )/ 20
dd! R;nax|hsw\2 P P.low P P low 20

Since Eq. (20) is constantly larger than 0, " is a continuously
increasing function with respect to t''. The optimal decision
threshold is '™ =1. Therefore, Willie’s optimal decision
threshold should be set to t'™* = . In summary, the best detec-
tion performance that Willie can obtain is given by

P.oviw

PP | hsw|?
U1 —exp _M . (21)
P/ ‘l’lsw| P;‘/LUIW

In this study, Willie is assumed to be a bystander and to know
only the statistical CSI of /5. Thus, we need to consider Wil-

51[* =1

lie’s average MDEP at different \hSW|2, and choose the average
MDEP i.c., E(¢"") as the covert metric. E(¢") > 1—¢asa
constraint on whether covert communication is possible.
Hence, average MDEP is expressed as

E(e™) = /0 M p (X)dx. (22)

After simple mathematical operations, the equation including
Jo¥ e /xdx can be obtained. However, deriving an accurate
equation for Wiliie’s average MDEP [E(é”*) is difficult, if not
impossible. We can only analyze it by numerical search. Thus,
in order to maximize the average MDEP of Wiliie, S and Ul
are required to set the transmit power reasonably.

3.2. Outage Probability Analysis

When S transmits a superimposed signal with power Pg at
phase I, the signals received by Ul and U2 can be represented
as follows:

Yur = V Psuthsuixi + / Psuahsyixa + ny, (23)

and

ylyz =V Psurhspaxi + A Psupahsyaxs + n127 (24)

where !, denotes the signal received at U2 in phase I
n ~ 6N (0,07,) and ny ~ 6€.47(0,0%,) are the complex Gaus-
sian white noise of Ul and U2, respectively.

In phase II, we consider that Ul forwards the covert infor-
mation and S transmits a jamming information. In a similar
way, the received signal at U2 is given by

Vi = V/PihsvaX; + \/ Pohyinxs + 1y, (25)

where yl, denotes the signal received at U2 in phase II. nll is
AWGN at U2 in phase II  with variance
0%, ny ~ 6N (0,07,). We assume that U2 has knowledge of
the jamming information transmitted by S. Therefore, U2
eliminates the jamming information from the received signal,
which means that ﬁhSszxj in Eq. (25) can be removed.

According to NOMA principle, the user firstly decodes the
high power signal, and then removes this signal until it decodes
its own signal. Thus, according to Eq. (23), Ul receives the
superimposed signal, decodes U2’s signal, and finally decodes
its own signal. Then the signal-to-interference noise ratio
(SINR) of U2’s signal x, decoded at Ul is given by
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vl _ Psu2|hszul‘2 . (26)
Psyi|hsui|” + a7,
After SIC, the residual signal’s SINR is given as

N

. Psuilhsor)
“/f'l _ Sbl‘z sutl 7 (27)
oul

where yY! and p!'! are the SINR of Ul decoded signal x, and
the SNR of Ul decoded by its own signal, respectively.

Similarly, according to Eq. (24), the SINR of U2 to detect
its own signal is expressed as

Pl PSU2V15U2|2
PP = SO (28)
Psuilhsua|” + o7,
In phase II, according to Eq. (25), U2 decodes its own signal,
and its SINR is

Il P,A|hU|U2‘2
7=, (29)
)

where Y2 and V" are the SINRs of U2 decoded by itself at
phases I and II, respectively. To simplify the analysis, we set
62 _62 _02

ur — Yu2 Yo

Theorem 4. The OPs at Ul and U2 are given by

1, o< lf oroa =1,
Ul _ 1 —ex ) a < Hy
Pout = cXp ( Zsu |) I+ S mt (30)
1 —ex Mt 1
cXp /SLI Mt S a<l
and
1
0" 17 A I+ps?
Pom 1 —ex % [1—ex _ Mslf(% _ G > M
exp /scz eXp Piowe o)) %7 T
(31)
s IlIU I‘z” #3‘7
where Gy = 5552 G2 = (e s O3 = pwmrs 4

=28 — 1, =28 — 1,4, =2°% — 1. R, and R, is the pre-
determined rate form S to Ul and U2.

Proof. : The outage event will occur at Ul in two cases: i) Ul
cannot decode U2’s signal successfully; and i) Ul fails to
decode its own signal. Hence, U1’s OP be written as

Poy = 1=Pr{p" >y, 9{" > i}
U T, 0'2
= 1= Pr{ (1 + o) — o) hsun P > 2, hsun > 258
(32)

Case I: When o < 2~ or o = 1, we have PU =1.

R
Myt

Case 2: When
as

the OP can be derived

l+u <es

vl 2 /tzﬂf)
Pou =1 —Pr{|hsw\ > ((H#z)“ﬂ‘z)f’s}

=1 —exp( /Sm>

Case 3. When

M

R have

<a<l, we

PY! :l—exp(

out

/5L1>

At U2, the information received within the two phases are
processed by the selecting combining (SC) algorithm'. Thus,
the SINR of U2 is denoted as

. [ . 1
7Y% = max <y§/2 ,min (yz e )) (34)

When the near user Ul and the source transmission rate of
both are less than the threshold rate, the outage will happen
at U2. Hence, U2’s OP be written as

P¥2 = Pr{llog, (1 +7{?) < Rz}

out
= Pr{yéﬁl < u3} x (1 —Pr{y¥
:PIX(l—P2><P3).

= ﬂs}Pr{Vzbz = ﬂ3}>

(35)

Using the same method as the OP of U1, the OP of U2 can be
derived according to Eq. (31). O

From the Theorem 4, it can be known that
G, = (13)/((1 — «)Ps) is a continuous increasing function
of o, and Gy = (1,063)/(((1 + ) — p1,) Ps) is a continuous
decreasing function of «. In addition, y =1 —exp(—x) is a
continuous increasing function of x. We can obtain that PY}
is a continuous decreasing function of o when
o/ (14 ) <o < (uy + ppta) /() + i + ppty),  and - when
(4 p) /(i + o + ) <o < 1, P, is a  continuous
increasing function of o. Similarly,
Gy = (1363) /(1 4 p3)o — p3) Ps) is a continuous decreasing
function of o, PU2 is a continuous decreasing function of .

out

3.3. Optimal Effective Covert Rate

In the covert communication system, the system is usually
required to meet the covert requirements of low probability
detection while guaranteeing secure communication perfor-
mance for legitimate users. We choose the effective covert rate
as the performance evaluation metric, which defines the pro-
duct of the probability of without outage of that link at a cer-
tain moment and the pre-determined rate [45]. The system’s
effective covert rate is expressed as

Re = Ry(1 — P2). (36)

out

Therefore, in order to maximize the effective covert rate of the
system under the given covertness and reliability constraints,
the optimization problem is set as follows

max Re,
st = 1—g,
[E(CVII*) >1-¢
PUI < 51/17

out

(37)

where 0., are the pre-determined reliability constraint.
According to Eq. (36), R, is a pre-constant and R is a
function of PY2. In Eq. (31), we derive that P2 is a continuous

decreasing function of o and Ps. Thus, in order to maximize
the R¢, the power allocation factor and the transmitted power

' In this study, we adopt SC detection as U2 since it has the low
compute complete. However, the maximum ratio combination is also
available in our analysis.
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should be enhanced. For the two given covertness constraints,
the ranges of « and Py are derived. Similarly, the ranges of «
and Pg are derived with satisfying the reliability constraint.
On the other hand, we assume that Willie does not detected
in phase II, which is compared Willie both phases are detected.
However, the effective covert rate changed significantly.

4. Numerical Results

In this section, we analyze and investigate the effects of various
parameters on the system covert performance. In this system,
we make the following assumptions: Asy = Apyiw = Asur =
Asva = Aviva = 1, the noise variance at different receptions
are o; =03, =0dB and the pre-determined rates are
R] = Rz =1 bpS/HZ

In phase I, it is assumed that Ps = 0 dB and o = 0.8, then
the PFA, MDP and DEP at different decision thresholds are
shown in Fig. 2. In phase II, it is assumed that P, = 0 dB,
P =0dB and |hSW\2 =1, the PFA, MDP and DEP at dif-
ferent decision thresholds are shown in Fig. 3. The detection
probability curves under the two phases are quite similar, as
shown in Figs. 2 and 3. When the decision threshold tis small,
Pr, = 1. Since the decision threshold is small, the noise power
is larger than the decision threshold, so it causes Willie to
occur a false detection. With the increase of 7, the probability
of Willie’s false detection decreases. When the decision thresh-
old is larger, the FAP finally becomes 0. It is obvious that the
curve of MDP is opposite to the variation trend of FAP, which
increases monotonically and finally approaches to 1. Due to
the different variation of MDP and FAP, DEP first declines
and then increases with the increase of . Thus, when the deci-
sion threshold is t™ = (1 — o) PsAswIn (1/(1 — a)) /o + 63, in
Eq. (10) and '™ = Pjr.““"|hsw\2 + 07, in Eq. (19), Willie can
obtain MDEDPs for different phases.

Fig. 4 plots the variation curves of Willie’s average MDEP
with the maximum jamming power P under phase 1. We
find that the average MDEP increases with the increase of
P;““. In addition, when Pjr.““X is fixed, average MDEP decreases
with the increase of Ul’s transmit power P,. This is because
increasing the jamming power reduces the detection of Willie
and thus improves the covert performance of the system. In

1.0 ossssseses
208t
=
< L
S
206}
o
.2 B
804}
(]
o |
8 —=—Pp,
E 02 [ +PMD
B ——
0.0 1 e 1 1 e 1 e 1 1 1
00 05 10 15 20 25 30 35 4.0
Threshold '

Fig. 2 The probability of different decision thresholds in the
phase L.

addition, Willie is more likely to detect the transmission of
covert information if the forwarding power P, increases.
Therefore, from the viewpoint of covertness, the jamming
power should be increased as much as possible and decreased
Ul’s forward power.
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Fig. 3 The probability of different decision thresholds in the
phase II.
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In Fig. 5, we plot the OPs versus o for different values of
Ps. We set the transmit power P, = 0.5Pg. The OP at U1 decli-
nes initially, and then becomes larger as the power allocation
factor a grows. There is minimum OP at Ul achieved in
o= (u + pi)/ (1 + 1y + 1y 11). The OP of U2 first remains
constant and then decreases. This is because Ul needs two
phases to transmit information to U2 in HD mode. The trans-
mission power of signal x, increases as the allocation factor
increases, which makes the probability of outage events
decrease.

In Fig. 6, we plot the maximum effective covert rate versus
P for various choices of ¢. It can be shown that if Pg increases,
the maximum effective covert rate also increases. Furthermore,
when the constraint threshold ¢ increases, Willie’s detection
performance declines and the maximum effective covert rate
increases. Pg has the specified regime in Fig. 6(a). This is
because at the two-phase detection, Willie’s maximum effective
covert rate satisfies both the covertness and non-outage
requirements. In Fig. 6(b), the maximum effective covert rate
only needs to satisfy the covertness constraint of phase I and
reliability constraint. Hence, it tends to become a constant
when Py is large enough.

5. Conclusion

In this paper, we investigate the problem of Willie’s detection
of each phase of information transmission under a cooperative
NOMA network. In our study, S transmits covert information
to U2 through a direct link and/or with the assistance of Ul.
Since Willie can detect each phase of covert communication
independently, we derive the closed-form expressions for
MDEP and OP at U1 and U2 for two phases. Then we analyze
the maximum effective covert rate under the covertness and
U1’s reliability constraints. The results show that two-phase
detection can also achieve the covert communication com-
pared to one-phase detection. Our work provides a theoretical
bound on the effective covert rate of two-phase detection. The
improvement of covert performance for multi-phase detection
will be the focus of our future research.
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Appendix A. For a given t', according to Egs. (4) and (5), FAP
and MDP are derived as

Py, =Pr{D||Hy} =Pr{T}, > 1'|Hy}

— Pr{PSUl\hSW|2 + 03, > ‘EI} (A1)
= Pr{jhsul” > 57},

and

P\, =Pr{Dy|H\} =Pr{T,, <<'|H}
= Pr{PSUl (hswl® + Psvalhswl” + a3, < r‘} (A2)
= Pr{lhsul’ < 5o}

respectively. ~ Where  the  PDF  of  |hsy|" s

— 1 2
S () =75 exp (=)

Appendix B. For a given 1", according to Eqgs. (4) and (6), FAP
and MDP are derived as

P, =Pr{D||Hy} = Pr{T}, > 1"|Hy}
= Pr{B/\hSW|2 +03 > 1:”}

1T 2
L, < a?, B
pimax
= f’”/’”inyJ (x)dx, G%V < ‘L'H g 1107
[nswl®
0, sy,
and
Pyp = Pr{Dy|H\} = Pr{Ty < <"|H,}
= l:)r{P/'|hSW|2 + Pr|hvlw‘2 4 O-%V < TH}
o < e,

A pey

N Z
\ﬁ) ot fp/(x)f\hww\z (y)dxdy,

2
M- —[ngi |’y

’ an'm/\z (x)/fp/ (y)dxdy, >y,
(B.2)

=S -
=19 Jo

prss

0 0

m_;2
Ty

2 11
o, < <Y,

respectively.
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