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Abstract: The concept of Industry 4.0 is becoming more and more popular all over the world. The
implementation of its assumptions in business practice changes the way companies operate. The
enormous innovative potential of the Industry 4.0 concept and the intensive use of processes based on
the implementation of advanced technologies in its assumptions have an impact on various industries
in each country. The article attempts to analyze the critical factors for the implementation of Industry
4.0 in Kazakhstan. Primary and secondary data sources were used for this purpose. The majority of
existing government initiatives and reports do not reflect the actual situation. Additionally, these
materials do not always represent the experiences or positions of all the parties involved. Opinions of
companies and organizations implementing Industry 4.0 solutions remain unexplored. The primary
goal of the paper is to fill the cognitive gap by analyzing stakeholder responses and identifying
the actual level of their awareness of the development of Industry 4.0. An additional intention of
the authors was to empirically establish barriers that companies face while implementing the most
desirable technologies, as well as to establish other critical factors, taking into account the specificity
of the country under study. The results of the research can be used by policymakers, scientists and
other stakeholders to develop forecasts and strategic plans, as well as to develop and conduct further
research on the implementation processes of Industry 4.0 in Kazakhstan.

Keywords: industry 4.0; Kazakhstan; critical factors; stakeholders’ analysis; barriers; empirical study

1. Introduction

The introduction of modern technologies and complex modifications to the production
processes was unified under a new term “Industry 4.0” (I4.0). It is characterized by the
transition to new products that will affect economic growth, the quality of life of people,
and sustainability [1,2]. It also implies the connection between the material worlds and the
virtual, resulting in the emergence of new cyber-physical systems united into one digital
ecosystem. The development of these systems is justified by drivers that allowed the new
revolution to quickly penetrate the processes of many companies [3]. Along with this,
several barriers have become a stopping point for many companies, and an obstacle to
the introduction of elements of I4.0 [4]. The concept of I4.0 implies the unification of new
technologies into a single network operating in real-time, adjusting itself and learning new
behaviors along the way [5]. These new capabilities of I4.0 have become a tasty morsel for
all types of industries and an object of aspiration for many countries.

Kazakhstan is also making its steps towards this direction through the “Industrializa-
tion Program” and the “Digital Kazakhstan” program, declared in 2018. These stimulating
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programs aimed to move the industry to an innovative format with a new, I4.0, technologi-
cal order [6]. Both programs have two directions: “digitalization of the existing economy”
and “building the digital industry of the future” [7]. Despite the existence of various
support programs, the position of many enterprises does not change. According to the
Ministry of Investment and Development survey, over 80% of manufacturing and 60% of
the mining industry are at the level of the Second Industrial Revolution [8]. One of the
reasons for this could be a misunderstanding of the goal and need of I4.0, which translates
into a negative attitude towards the introduction of new technologies.

This paper aims to look at I4.0 from the perspective of stakeholders. In addition,
the study considers the impact of the COVID-19 pandemic, which exposed many hidden
issues. Overall, the following research objectives were identified within the framework of
the study:

RO1: To analyze the current state of development of I4.0 in Kazakhstan using primary
and secondary data sources;

RO2: Through the conducted interviews and their further analysis, to identify the I4.0
awareness level of Kazakhstan companies, main critical factors, including challenges, that
companies face when implementing I4.0 projects, required enablers such as technologies
or other tools, established partnerships, and impact of I4.0 on the performance of the
organization;

RO3: To present future perspectives of stakeholders about I4.0 development in Kaza-
khstan and their companies in particular;

RO4: Based on the findings from the literature review and conducted interviews (secondary
and primary data) to perform a SWOT analysis (strength–weaknesses–opportunities–threats);

RO5: As an outcome of the study, to provide recommendations for the successful I4.0
realization to the governmental organizations and to businesses.

The paper is organized as follows: Section 2 presents an in-depth literature review
to elaborate on I4.0 characteristics and the current situation in Kazakhstan. Moreover,
Section 2 identifies the research gap. Section 3 introduces the methodology of the paper,
including interview data collection and analysis procedures. Section 4 presents primary
findings, where empirical findings from stakeholders’ interviews will be classified and
analyzed. Section 5 presents a discussion of the results, summarizing the findings of the
study in the SWOT table, and providing recommendations. Finally, the conclusions section
gives an overview of the completed ROs and presents the limitations of the research and
future studies.

2. Literature Review
2.1. Concept of I4.0

For the first time, the concept of I4.0 was announced in Germany as a governmental
strategic industrial development plan [3,9,10]. Beginning from the manufacturing indus-
try, I4.0 aimed to improve the quality of products and services and stimulate customer
loyalty and satisfaction [11]. Nowadays, I4.0 is more than the popular term only for the
manufacturing industry and has become a buzzword and catch phase in society [9,12].
I4.0 is a concept and the idea of the philosophy that covers most of the viable issues for
the society such as sustainable, environmental, and economic development, which is only
one of the examples [10]. On top of that, an extension of the I4.0 concept transforms other
industries, creating new terms such as Health 4.0, Education 4.0, and many others [9,12,13].
More traditionally, I4.0 is a combination of industrial equipment and information systems
and is associated with the rapid development of information technologies (IT), robotics,
and industrial automation [14–16]. However, the implementation of an identified concept
has become possible only recently with sufficient technology development [17]. Therefore,
the key idea behind I4.0 is to enable the functions that Industry 3.0 could not offer. In our
fast and rapidly changing world, being able to quickly answer in real time is one of the
essential and vital abilities required. I4.0 with related enablers is capable of providing the
following features for companies applying I4.0 [4,18–22], in order for them to be competi-
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tive and survive in such unpredictable situations as worldwide pandemics. It is important
to mention that the list provided is collected only for introductory purposes, and is not
limited to only indicated ones:

• Better customer orientation;
• Improved quality;
• Increased competitiveness;
• Diversity of services;
• Governmental support;
• Employees’ professional growth;
• Improved supply chain management.

I4.0 enablers include nine main elements, also called “pillars of I4.0.” These pillars
allow the automated exchange of information by sharing all available data projected in
production and business processes [23]. In addition, the combination of these elements
increases efficiency and transforms the production relationship between man and ma-
chine [24]. Each element has some unique features and finds its application in all industries
as a part of I4.0 implementation [10]. Their roles are provided in Table 1.

Table 1. Nine pillars of Industry 4.0.

Element of Industry 4.0 Description Literature Sources

Big data

Big data and analytics enable the collection and analysis of data
from multiple sources to support real-time decision making,

improve production quality, optimize production, and improve
equipment maintenance.

[5,25]

Autonomous robots
The use of robots in manufacturing is reaching a new level,

increasing their flexibility and application in various areas of
production.

[26,27]

Simulation Allows to test and optimize machine settings before physical
production. [28,29]

System Integration
Automation of value chains through the development of
universal networks of horizontal and vertical integration

between production facilities.
[30]

Internet of Things Allows production facilities and devices to exchange data and
interact with each other and make decisions in real time. [25,31]

Cybersecurity Enables reliable communication and complex identification of
the system elements, and control of user and machine access. [32–34]

Cloud computing Enables the creation of more services for production systems
driven by data from the cloud. [35]

Additive manufacturing
Enables the creation of customized products in small quantities
through 3D printing technologies, which will reduce shipping

distances and inventory.
[36]

Augmented reality
An enhanced version of the real-world environment achieved
through the use of digital technologies, used in many services

such as warehouse management, construction, and others.
[37,38]

However, the variety of I4.0 definitions and a lack of unified implementation method-
ology create difficulties for enterprises for its adoption [19]. Implementation of the complex
I4.0 projects is a difficult task with many barriers on the way [10,39]. Thus, not every com-
pany succeeds at it. Challenges can be divided into technical, strategical, organizational,
educational, financial, and other types [40,41]. For example, issues such as a low awareness
level about I4.0 [4,42], lack of specific technologies knowledge [43] related to education,
while information security issues [44], lack of process standards [39,45], and lack of proper
ICT architecture [4] are more associated with technical challenges. Additionally, one of the
common issues within organizations can be a misunderstanding of strategic importance
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and benefits of I4.0 [44,45], financial issues [43,44], lack of qualified personnel [39], and even
lack of support by top management [44]. Moreover, cultural issues need to be mentioned,
since they play a crucial role in the implementation of I4.0 [4,46].

2.2. Current State of I4.0 in Kazakhstan

The I4.0 elements are gradually being introduced into the industrial development of
every country in the world. Kazakhstan has introduced several I4.0 initiatives through
governmental programs. The programs “Digital Kazakhstan” and “Industrialization
Program” were adopted to increase the level of digitalization in all sectors of the industry [7].
As a result, the innovative project “Seven Model Digital Factories” was launched [47].

The content of the “Digital Kazakhstan” program outlined three basic principles. The
first is the digitalization of flagship industries by the introduction of modern technologies
and approaches. The second is to provide the entire country with Internet access to
develop digital economy sectors, such as telemedicine, e-commerce, etc. In addition,
the last principle is to support startups and digitization projects with their subsequent
implementation [48]. As a result, more than 30 projects of government agencies and
domestic companies were presented at a special exhibition of digitization projects. The
developments covered the following areas: industry, transport, security, finance, and
innovation [48].

The “Digital Kazakhstan” program obliged companies to digitize significant areas of
activity to establish electronic interaction and qualitatively improve the lives of citizens of
the country [49]. However, today, most companies are still characterized by the insufficient
technological and organizational base for a full-fledged transition to I4.0 [50]. Therefore,
the government should stimulate the I4.0 research sphere and popularize I4.0 among
enterprises and the population.

One of the actions taken by the Ministry for Investment and Development (MID) to
develop I4.0 popularization programs is “model digital factories.” This program implies
consulting and financial support for seven selected firms, helping them to implement I4.0
solutions. These companies are expected to be a practical example of I4.0 transformation
within the Kazakhstan economic, social, and cultural context [47]. Due to the recency of
the program, it is still early to produce some results.

Despite that, the combination of governmental initiatives with the enthusiasm of
private firms may produce valuable outcomes. One example is Sokolov–Sarybai Mining
Production Association (SSGP) with its “smart mine” modular automated system. The
solution aims to reduce downtime of the production facility by online monitoring of
vehicles’ status. The system can locate the malfunctioning unit, identify the type and
degree of failure, and set up related tasks for operators. The crew is already received
full technical training. The company expects to generate $28 million in profits due to the
introduction of the “smart mine” [47].

Despite various available information about I4.0, organizations still struggle to define
the concept. The majority of existing sources indicate the tight intersections of terms
digitalization with I4.0 and sometimes even interchange them [51]. This is one of the
main reasons for the widespread misunderstanding of the I4.0 concept in Kazakhstan.
Consequently, it is one of the main barriers to I4.0 implementation.

Moreover, most of the existing sources in Kazakhstan do not analyze the needs of I4.0
stakeholders. For example, state strategies dedicated to developing the industry focus on
state-defined indicators. However, they lack the real needs of “implementers” of those
strategies and clearly defined steps [52]. Thus, this literature review was conducted to
identify the research status and investigations within stakeholders. The identified research
gap indicates that the standpoint of involved parties should be studied. Therefore, in this
study, the gap was addressed by conducting extensive interviews with 15 representatives
of businesses in Kazakhstan.
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3. Materials and Methods
3.1. Research Instrument

The methodology of this study is based on a systematic stakeholder analysis (Figure 1).
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First, in order to clearly understand the discussion framework, define the scope of
application of I4.0 tools, create an interview protocol, and prepare interview questions, a
comprehensive literature review on the I4.0 topic was conducted [12,53]. This methodology
implies the collection and review of material from databases using clearly defined transpar-
ent rules. For this study, Google Scholar and SCOPUS were used for retrieving academic
materials, while Google Search was used for non-academic resources, such as firm reports.
Literature was collected by searching various AND-OR combinations of the following keys:
“Industry 4.0”, “digitization”, “Kazakhstan”, “technologies”, “enablers”, “tools”, imple-
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mentation”, “critical factors”, “barriers”, “drivers”, “interview”, “survey”, “managers”,
“stakeholders”, “stakeholders’ analysis”, “current state”, “expectations”, “perspectives”.
The search results of each combination were stored in an Excel database with all necessary
metadata. Then, duplicates were removed, and title-abstract (TA) review analysis elimi-
nated semantically irrelevant items. Next, 143 academic papers and 27 reports proceeded
for an analysis of the Abstract, Introduction, and Conclusions. Researchers’ notes were
attached to the database, and each article was categorized to improve navigation. Based on
the researchers’ notes assessing the relevance, 40 papers and 15 reports were chosen for
full-paper content analysis. The results of the literature review are presented in Section 2.
Moreover, this review shaped interview questions and the protocol.

The qualitative interview method with a semi-structured questionnaire (research
instrument) was preferred because of its openness to brand new and unstructured informa-
tion [54]. The interview protocol refinement (IPR) framework was used to design seven
open-ended questions for the interview with experts [55].

All of the IPR requirements were met. Firstly, interview questions had a strong relation
to research objectives. Questions aimed to examine the status of I4.0 in Kazakhstan from the
stakeholder’s perspective. Secondly, interviews aimed to gather information in 12 specific
predefined dimensions identified after a literature review.

Inspected parameters included: The I4.0 awareness, implementation level, the impact
on KPI, demanded technologies, critical factors and barriers, international experience,
and forecasts. Thirdly, six research colleagues provided feedback on the questions using
the think-aloud method [56]. Finally, one pilot interview with an I4.0 user company and
one with a provider were conducted to test the interview protocol. Over 15 interviews,
the questions’ wording slightly evolved and varied depending on the respondent’s role
(user/provider/consultant).

3.2. Data Collection

An extensive Kazakhstan business press review produced a list of 73 potential inter-
viewees. All candidates received an email with the project description and an invitation
to collaborate. Twenty-nine companies agreed to a partnership. However, the number
of interviewees decreased to 15 after a four-step sampling. Firstly, researchers excluded
companies not operating in Kazakhstan (n = 3) and companies without business activity
in the last twelve months (n = 3). Then, researchers eliminated companies with less than
twelve months of operating experience (n = 4) because their business processes are gener-
ally unsystematic. The reason is that the study of chaotic processes could bring to wrong
conclusions. Moreover, researchers removed companies with less than $15,000 of annual
revenue (n = 4) for their relatively low contribution to the GDP of Kazakhstan.

Despite the sampling, the remaining interviewee companies varied in sizes, industries,
degree of affiliation with government, and roles in the 4th industrial revolution (Table 2).
Finally, the expert panel consisted of managers of 13 Kazakhstan firms and two indus-
trial consultants. Three of the participant companies were providing I4.0 solutions for
businesses. Others were using the I4.0 solutions to improve their business activities.

Interviewed companies were classified by the number of employees, similarly to the
Entrepreneurial Code classification [57]. Nine companies had less than 250 employees
and thus were small and medium-sized enterprises (SMEs). Six respondents were large
enterprises (LE) with more than 250 workers.

Interviews took place from July to December 2020. Interviews were conducted online
via Google Meets, Skype, and Zoom platforms. Each of 15 groups of experts shared their
field experience during individual interviews lasting 40–70 min. After agreeing on the
definition of I4.0, core questions were addressed, followed up with clarification questions.
Researchers made memos during the interview and included them in the analysis stage.
Fourteen of 15 interviewees consented to the audio recording. Combined, all replies
generated 40 pages of transcription for an analysis. To avoid bias in results, interviewers
had minimal prior assumptions and expectations.
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Table 2. Participants details of the experts’ panel.

Interviewee ID Role in I4.0 Company Size Type of the Industry Management Level of the Respondent

1 Provider SME Business Consulting Senior
2 Consultant LE Construction Industry Middle
3 Consultant SME Business Consulting Senior
4 Provider SME Consulting Engineering Senior
5 User LE Construction Industry Senior
6 User SME Electrical Engineering Senior
7 User LE Petroleum Industry Middle
8 User SME Telecommunications Senior
9 User SME Information Industry Senior

10 Provider LE Electrical Engineering Senior
11 User SME Financial Services Junior

12 User SME Low-Tech
Manufacturing Middle

13 User SME Electrical Engineering Junior
14 User LE Professional Services Middle
15 User LE Mining Industry Senior

3.3. Data Analysis

Interview transcriptions were analyzed using the five steps prescribed by Schmidt [58].
Schmidt suggested identifying analytical categories (1) and coding guidelines (2) before
coding. These steps will structure interviews without sacrificing the diversity of replies.
Next, in the coding stage (3), interviews should be examined against the coding guide. This
procedure allows researchers to retrieve statistics from the interview transcripts (4). The
author recommends continuing the interpretation of interviews (5) in a less structured way
with the aim of deriving hypotheses. Additionally, Notion, a data management software,
was employed for the research [59].

After collecting all transcripts and the researchers’ memo, the interview analysis was
started. Firstly, rigorous iterative reading of transcription combined with literature review
produced seven analytical categories:

1. I4.0 awareness;
2. I4.0 implementation;
3. Critical factors;
4. Demanded I4.0 enablers;
5. Established partnerships;
6. Impact of I4.0;
7. Future perspectives of I4.0.

The analytical categories reflected only the topic of a respondent statement. Thus,
coding guidelines were developed to consider the actual content of phrases. Mostly, the
coding guide consisted of 3–5 answer options, semantically equivalent to real answers.
However, the demanded enablers guidelines were the 19 I4.0 technologies, principles,
and practices mentioned by respondents. Moreover, the guide for future perspectives
category was discarded because of all answers being unique. Additionally, peculiarities
associated with the ongoing COVID-19 pandemic were noted. Respondents mentioned the
difference and nuances of the digital transformation during the pandemic and its effect on
some aspects.

Afterwards, all authors independently manually coded all interviews. Interviews
were evaluated using the coding guide. Combined results were thoroughly discussed and
quantified. Furthermore, a comparative quantitative analysis of interviews was performed.
Firstly, responses of ten user companies were compared against responses of five experts.
The next comparison criterion was the size of the company. Replies of six large enterprises
were compared to those of nine SMEs.
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The text was further interpreted using qualitative content analysis procedures [60].
For each of the seven analytical categories, all the related data were retrieved from tran-
scription. Causal links, common patterns, anomalies, and differences were identified using
axial coding and then discussed [61]. Key factors and aspects were identified during the
selective coding.

4. Primary Findings

This section describes and discusses the data collected from interviews. The analysis
was performed for seven categories defined in the Methodology section. Each underlines
the key aspects and ideas repetitively mentioned by respondents. Moreover, direct quotes
of the interviewees were cited and labeled as Q1, Q2, etc. The complete list of cited
quotations is provided in Appendix A.

4.1. Holistic Analysis of Findings
4.1.1. I4.0 Awareness

The “I4.0 awareness” category considers the awareness of companies from two per-
spectives. User companies indicated the average awareness level among their employees,
while I4.0 providers and consultants—among their clients. In addition, 33% of respondents
described the knowledge level as decisively low, and 13% as generally good (Figure 2).
Furthermore, 53% of interviewees reported mixed awareness levels within the companies.
In this condition, only employees implementing the technologies understand the I4.0 con-
cepts, and the rest of the employees possess a low level of knowledge. Surprisingly, even
some provider companies have a mixed level of I4.0 awareness.
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Based on the interview analysis, several possible reasons for the low level of I4.0
awareness can be underlined. First, the variety of definitions of I4.0 and the complexity
of the concept makes it difficult for implementers to identify the real scope and aims of
I4.0 [51]. Another reason could be the wide misconception of the term within the country.

The term I4.0 is not so popular in Kazakhstan. This term is usually wrongly
understood by clients. (Interviewee 1)

Another reason for misconception might be the wording of governmental policies
to increase the digitalization of industries. They solely concentrate on that term with no
references to I4.0. Thus, the I4.0 concept remains unusual and unknown for most citizens
of the country [62].

Further investigation showed that cultural perception by the workforce also might
be a serious obstacle. Respondents reported that employees fear automation, robots, and
other technologies because of the associated massive workplace reduction.

People think that, after the implementation of I4.0, they will lose their job. Thus,
they start quiet sabotage. (Interviewee 03)
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Fear of unemployment due to I4.0 is an important factor, investigated by many
researchers in worldwide practices [4,44]. However, there is a contradictory opinion that
I4.0 will create more job opportunities [63]. Nevertheless, continuous acquisition of new
skills is a requirement of the modern world.

4.1.2. I4.0 Implementation

In the “I4.0 implementation” category, I4.0 users indicated the number of implemented
projects related to I4.0. In addition, 60% of the user companies implemented three or more
projects, and 30% implemented only 1–2 projects (Figure 3). Ten percent of users have
not implemented any projects yet. Moreover, I4.0 providers and experts described the
digitization level of client companies. All providers and experts stated that the digitization
of companies in Kazakhstan, in general, is at a low level. Additionally, interviewees
reported that the coronavirus lockdown left a twofold effect on the speed of implementation
of the I4.0 project. For some businesses, this critical situation accelerated the development
of the I4.0 project due to the increased need for optimization and means to develop
competitive products. Unfortunately, other companies have frozen their transformations
because of the financial crisis and lack of funds.
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Despite the low I4.0 awareness in Kazakhstan, 60% of users implemented more than
three projects applying I4.0 technologies. However, these projects vary in directions,
involving technologies and the complexity of systems. Projects of large enterprises are
related mostly to 3D modeling, IoT, and big data. Additionally, some users shared their
plans to enhance the existing I4.0 related projects (Q1). However, most of the companies
implement their project only “on paper”:

Most organizations just implement digitalization or some I4.0 tools for the sake
of digitalization, without understanding what real benefits it can bring. (Intervie-
wee 01)

It is no wonder that these projects fail. Analysis of the situation in Kazakhstan
combined with the interview findings revealed other reasons why I4.0 projects fail. The
first is the low I4.0 awareness level among executive management and decision-makers.
Therefore, attempts to implement I4.0 technologies without the required knowledge do fail
(Q2). Further analysis raised cultural issues, namely the absence of technological culture in
organizations. Several interviewees stated that the culture of introducing changes should
be continuously developed (Q3). It will reduce the fear of uncertainty among employees.

Employees might be another problem when implementing I4.0 projects [39]. Employ-
ees should receive proper training and instructions. Otherwise, they might misunderstand
the idea or refuse to accept it (Q4). Another possible issue is the lack of communication.
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This factor is among the most common obstacles for I4.0 projects and remains relevant for
companies regardless of their geography, industry, and maturity [4,42].

Big companies have systems and programs. However, the programs do not
come together to enhance data information, decision-making. Seventy percent
fail because of people. All individuals have their perspective and articulation
form of value to make these things happen. Thus, you need people to cooperate.
(Interviewee 02)

Furthermore, a high bureaucracy level and inflexibility of governmental regulations
might be an obstacle for completed projects and freeze them for an uncertain time (Q5).

4.1.3. Critical Factors

The “Critical factors” category represents the types of factors affecting the implemen-
tation of I4.0 in Kazakhstan. In addition, 87% of interviewees indicated more than one
factor as significant. Therefore, the sum of coding scores exceeds 100%. From Figure 4, the
most challenging obstacle is the human resources issues (80% score). Culture also gained
a high score (67%). Technical and Governmental related issues received a score of 40%.
Surprisingly, Financial factors were the least important (33%).
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Human resources gained the highest score of 80%. Respondents said that 70% of
projects fail because of people. Employees are not improving their abilities to cope with
the continuously changing environment. On top of that, any established technology
cannot provide improvements in the people/employees sharing of knowledge [64]. Again,
employees need training and specific instructions for a project to succeed (Q6). The
weak education system in the country causes another problem, which is a shortage of
qualified professionals.

The main problem is that there are not enough high-quality professionals. There-
fore, we have to look for ready-made solutions abroad. Moreover, we need to
bring engineers because we do not have people to serve these solutions. We do
not have such universities that would produce skilled engineers. (Interviewee 13)

Moreover, the lack of well-established processes and structure creates difficulties for
employees. It deprives them of the ability to learn before the actual implementation (Q4).

Causal conjunction analysis revealed that the competence of top management is
crucial. Decision-making in Kazakhstan is highly centralized, and thus the expertise of
executive management is essential [65]. The wrong implementation strategy will inevitably
lead to a fiasco.

Centralized management does not pay off. It should be distributed and net-
worked. (Interviewee 04)

Next, the cultural issues were investigated and got a high score (67%). Interviewees
described various aspects of culture affecting the I4.0 implementation. The first is the
fear of uncertainty associated with changes, which results in resilience to changes among
employees (Q7). The second is the absence of technological culture.
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The change of mindset is the main challenge of every aspect of digitalization.
(Interviewee 01)

One interviewee named the third issue as mental readiness. Managers expect fast
and positive results. However, many problems, delays, and rework might slow any
transformation. Therefore, management should not expect great short-term results (Q8).
The fourth is the lack of communication and explanatory work with employees. Many
interviewees highlight people as the key to any change (Q9). Next, the general resistance
to changes and know-how in the country were noted.

In Kazakhstan, we have a lot of punishment for initiatives. (Interviewee 02)

Consequently, due to the fear of failure and punishment, enterprises implement the
I4.0 projects fictitiously.

Enterprises only create an image of digitalized ones due to government pressure.
However, in reality, the level of their digitalization is low. (Interviewee 13)

Finally, every international practice needs an adjustment based on cultural specifics.
Blindly copying will limit the potential of a system. Managers should consider cultural
differences (Q10) [66].

Financial issues are among the major obstacles to implementing I4.0 projects [39].
SMEs usually face more difficulties due to the high investment costs [19]. Companies in
Kazakhstan also experience financial concerns (Q11). For example, hiring professionals
is costly and not affordable for SMEs (Q12). However, another interviewee stated that
companies have access to funds but do not invest because of the absence of the long-term
development strategy (Q13).

Technical issues escalated when COVID-19 hit the unprepared Kazakhstan econ-
omy [67]. Many companies suffered from a low level of ICT in-country and poor internet
quality (Q14) [68]. Other companies highlighted the problem of disintegration between
implemented I4.0 projects (Q15).

Lastly, interviewees also discussed government-related factors. Firstly, the absence
of flexibility in regulations slowed many implementation processes. Legislation, along
with generally high bureaucracy, may impede the deployment of ready technologies (Q16).
Another interviewee acknowledged governmental support in terms of tax deductions and
financial leasing. However, this support is difficult to obtain because of corruption, and the
feasibility of such programs is questionable (Q17).

There are many roadmaps but no clear tools for their implementation. (Intervie-
wee 13)

Additionally, the COVID-19 lockdown influenced the identified factors in various
ways. Respondents report that human resources and cultural factors have benefited from
the pandemic. The remote work conditions forced many employees to become more
digitally literate and techno-friendly. Contrarily, technical aspects suffered an unexpectedly
heavy extra-load on the ICT infrastructure. Moreover, the ongoing coronavirus crisis
amplified the financial issues associated with digital transformation.

4.1.4. Demanded I4.0 Enablers

This category identifies the most demanded technologies and tools of I4.0 in Kaza-
khstan. Overall, interviewees mentioned 19 enablers. Most popular were the IoT (six
mentions), big data (6), and enterprise resource planning (ERP) (5) (Figure 5). 1C systems,
widespread in CIS countries, received three points [69]. For comparison, 3D printing,
digital twin, artificial intelligence (AI), and robot process automation (RPA) had only
two mentions. Unexpectedly, respondents mentioned cloud systems, virtual reality (VR),
customer relationship management (CRM), and lean tools only once.
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According to interviews, one of the most popular elements of I4.0 in Kazakhstan is
big data. One interviewee commented on big data as critical to improve processes (Q18).
However, big data algorithms require raw data input in large amounts. This factor leads to
the popularity of another I4.0 technology—the IoT, capable of production and collection of
raw data (Q1). IoT, combined with big data, can significantly simplify the companies’ work.
Furthermore, enterprises consider ERP as a universal system to optimize many processes
(Q19). However, some companies might overestimate their need for such complex systems
and be unprepared to work with them properly (Q4).

Many factors affect the failure risk of the I4.0 implementation projects. These include
the low qualification of the workforce (Q20) and the cultural mentality. Some compa-
nies digitalize for the sake of digitalization, not knowing the benefits of I4.0. Moreover,
some enterprises implement costly technologies not because of necessity but because of
modern trends.

We have two kinds of technology trends in our country: fashionable and neces-
sary. The first one is part of the mentality, and it does not bypass the IT sector. If
something is fashionable, then all companies start to use it right away. (Intervie-
wee 05)

In such cases, the competency of the top management is questionable. Therefore,
issues may arise in both the implementation strategy and right timing to introduce new
technologies.

4.1.5. Established Partnerships

The fifth category studies the companies’ collaborations with international I4.0 stake-
holders. The interview analysis revealed that 60% of the interviewees had active interna-
tional collaborations. Furthermore, 33% of the interviewees had no active international
partners but were learning I4.0 practices from foreign cases (Figure 6). The rest, 7%, had
neither collaborations nor self-learning.

The gained analysis in categories 1–4 showed a low level of I4.0 awareness and
numerous obstacles toward I4.0 project implementation. These factors inevitably affect the
high rate of active international collaborations with I4.0 stakeholders. Moreover, there is a
lack of I4.0 solutions providers within the country. Therefore, companies seek ready-made
solutions from international experience (Q21). Big companies with sufficient resources
enjoy direct international collaborations and participate in employee exchange programs
for training. On the country, SMEs usually have fewer resources and limited access to
international experience. Therefore, domestic enterprises are becoming self-learners (Q22).
They study international I4.0 practices from courses, conferences, articles, etc.
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However, the absence of the established process for work with foreign partners harms
the project quality (Q23). Domestic companies fear not satisfying the requirements of
foreign colleagues because of high demands and standards.

4.1.6. Impact of I4.0

The sixth category investigated the impact of I4.0. All interviewees assessed the
average effect of I4.0 tools based on their implemented projects. As a result, a significant
percentage of respondents (60%) highlighted an improved business performance (Figure 7).
Twenty percent of respondents forecast a high probability of improvements in the long run,
but, due to the immaturity of implemented I4.0 projects, it is too early to measure their
performance. Thirteen percent of the interviewees indicated that they did not measure the
performance at all. Finally, only one company had closed a project because of low returns.
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The impact of I4.0 tools is mostly positive yet occasionally negligible. Most of the
respondents indicated that I4.0 solutions improved their business performance in terms
of efficiency, quality control, and strategic management, and, in some cases, already
increased the company’s net income (Q24). Moreover, I4.0 projects have a positive impact
on society [70]. One of the interviewees stated that the ongoing smart city transformation
project in Nur-Sultan helped to increase road safety (Q25). The social impact might become
an additional motivation to invest in I4.0 projects for many companies.

Despite the numerous successful projects, sometimes the results of the I4.0 imple-
mentation might be insignificant. One interviewee company downgraded the ERP system
because of its financial inefficiency. They switched to a simpler ShareFile and 1C: Account-
ing software. Another respondent completely abandoned the implementation project due
to the lack of performance improvements (Q26). Section 4.1.3, critical factors, examined the
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reasons for the failure of I4.0 projects. Companies must be aware of implementation barriers
indicated in Section 4.1.2, I4.0 implementation, and possess resources to overcome them.

Lastly, one of the interviewees stated that the fourth industrial revolution does not
inherently bring prosperity. It just creates opportunities to improve the performance of
businesses and governments.

Changes happen, and I4.0 catalyzes this opportunity. Companies that take the
opportunity will be winners. (Interviewee 2)

4.1.7. Future Perspectives of I4.0

The last category studies the future perspectives of I4.0 development in Kazakhstan.
Most of the interviewees stated that changes are inevitable. Companies must understand
that the introduction of new technologies is crucial for work in the modern environment.
Every company must realize that the digitization process is not a choice but a neces-
sity (Q27).

Among interviewed companies, those with existing I4.0 projects already created plans
for further I4.0 development. Several respondents emphasized the increasing role of
big data (Q28). Many companies plan to integrate the implemented I4.0 technologies.
The integration will optimize the existing processes (Q29). Some interviewees noted
the exponential growth of complexity of technologies and programs. Thus, the concern
regarding people’s abilities to cope with those changes was underlined (Q30).

Concluding this section, I4.0 is becoming more widespread in Kazakhstan. Good
I4.0 awareness can foster its successful development all over the country. However, the
enhancement of the qualification of employees requires special attention and consideration
on a governmental level.

I4.0 technologies have the potential for development, but at least two years are
required until people realize this. In general, it will take about five years to
develop in Kazakhstan. The potential of Kazakhstan is very high, but it all starts
with education. We have great potential, but everything depends on people.
(Interviewee 12)

4.2. Comparative Analysis of I4.0 Stakeholders
4.2.1. Comparative Analysis of I4.0 Stakeholders: User Companies vs. Experts

Comparative analysis of interviews with I4.0 user companies and experts (consultants
and provider companies) is provided in Table 3. Key differences are highlighted and
discussed below.

The first major difference is in a perception of the cultural factors. In addition, 100% of
experts indicated that corporate and employee culture is important for I4.0 transformation,
while only 50% of user companies mentioned it.

Moreover, 100% of experts believe that the I4.0 transformation will yield benefits for
the company. However, user companies were less optimistic with just 70% of them clearly
advocating for the transformation.

Table 3. Comparative analysis: users vs. experts.

User Companies (n = 10) Experts (Consultants and
Provider Companies) (n = 5)

1. I4.0 awareness

Generally low 20% 60%

Mixed 70% 20%

Generally good 10% 20%
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Table 3. Cont.

User Companies (n = 10) Experts (Consultants and
Provider Companies) (n = 5)

3. Critical factors for I4.0 implementation

Technical 40% 40%

Governmental 40% 40%

Human 80% 80%

Financial 30% 40%
Cultural 50% 100%

5. Established partnerships

No international
collaborations 10% 0%

Self-learning from foreign
cases 30% 40%

Active international
collaborations 60% 60%

6. Impact of I4.0

Not measured 20% 0%

Low effect 10% 0%
Probable improvements in the

long run 10% 40%

Clearly improved
performance 60% 60%

4.2.2. Comparative Analysis of I4.0 Stakeholders: Large Enterprises vs. SMEs

Comparative analysis of interviews with large enterprises and SMEs is provided in
Table 4. Key differences are highlighted and discussed below.

Firstly, 27% of SMEs do not have any employees with good awareness of I4.0 concepts.
Contrarily, just 7% of large enterprises are experiencing such an issue with human resources.

Secondly, 67% of large enterprises indicated that governmental policies affect their
I4.0 transformation. On the other hand, only 22% of small firms noted this. Therefore,
governmental influence is not pervasive for small firms. This may imply that the support
by governmental digitization programs is known and enjoyed mostly by large enterprises,
but not SMEs. Thus, the government should re-evaluate the impact of support programs
and then, probably, redesign them.

Thirdly, 44% of SMEs find costs of I4.0 transformation as a barrier. However, only 17%
of large enterprises experienced such restrictions.

Fourthly, 100% of large enterprises and just 33% of SMEs have 3+ ongoing or com-
pleted I4.0 projects. Thus, the I4.0 implementation level in small firms is much lower.
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Table 4. Comparative analysis: large enterprises vs. SMEs.

Large Enterprises (n = 6) SMEs (n = 9)

1. I4.0 awareness

Generally low 17% 44%
Mixed 83% 33%

Generally good 0% 22%

3. Critical factors for I4.0 implementation

Technical 33% 44%
Governmental 67% 22%

Human 83% 78%
Financial 17% 44%
Cultural 67% 67%

5. Established partnerships

No international
collaborations 0% 11%

Self-learning from foreign
cases 33% 33%

Active international
collaborations 67% 56%

6. Impact of I4.0

Not measured 0% 22%

Low effect 17% 0%

Probable improvements in the
long run 17% 22%

Clearly improved
performance 67% 56%

2. I4.0 implementation level (for user companies)

Large I4.0 user enterprises (n
= 4) SMEs-I4.0 users (n = 6)

No related projects 0% 17%
Few projects (1–2) 0% 50%

Several projects (3 and more) 100% 33%

5. Discussion of Results

Based on the results from the literature review and findings from stakeholders, SWOT
analyses were performed. During the literature review, the existence of various state
programs such as “Digital Kazakhstan”, and the related big number of projects were
identified. As a part of the program, and to increase the digitization level, companies
were obliged to implement several tools, which help to optimize resources, increase the
transparency of processes, etc. However, due to the lack of knowledge by top management
and employees, most of the tools were implemented in order to avoid legal issues, and
are not used properly in organizations. Therefore, the efficiency of such programs is
questionable; in addition, the urgent need for proper instructions/explanatory work about
I4.0, digitalization, its tools, and benefits are required. All of these points combined with
primary findings are reflected in the SWOT table. SWOT analysis includes significant
implementation factors and accounts for the business environment in Kazakhstan (Table 5).
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Table 5. SWOT analysis of enterprises in Kazakhstan in the I4.0 context.

Internal Factors

Strengths Weaknesses

• The majority of the companies (60%) are implementing
more than three projects towards I4.0;

• The most popular elements of I4.0 are Big Data, ERP, and
IoT, which promise significant positive results in the
future;

• The high number of active international collaborations;
• The high number of “self-learners” from international

experience;
• Achieved improvements in business performance after

implementation of I4.0 solutions.

• A low level of awareness about I4.0 and its benefits are
prevailing, including top management;

• A wide misconception of the I4.0 term;
• The low qualification of the workforce;
• Highly centralized decision-making approach;
• Absence of change management;
• Absence of the long-term strategy;
• Lack of communication in the organization;
• Absence of the established process of work with foreign

partners;
• Culture (fear of automatization, of uncertainties, of

international collaborations, resistance to changes).

External Factors

Opportunities Threats

• Governmental support (tax deductions, financial leasing,
state programs and others);

• Increasing competitiveness;
• Opportunities to acquire international partners;
• Possibilities to enter the global value chain;
• Positive social impact.

• High bureaucracy level;
• Inflexible governmental regulations;
• The weak education system in the country;
• The established system of “punishment for initiatives and

failure of the projects”;
• Corruption;
• Poor ICT infrastructure;
• The lack of consideration of cultural differences when

applying international experience;
• “Digitalization for the sake of digitalization”;
• Lack of I4.0 solution providers.

Making a comparison of the aspects identified for Kazakhstan with other countries,
it is clear that most of the issues are related to each other, however, except some specific
country-related issues. For example, the authors in [10,39], identified that issues such as
high investment costs along with a not clear understanding of the benefits from I4.0 take
place in India and, in general, in the construction industry. Moreover, the authors in [39,71]
identified issues in lack of integration in horizontal and vertical chains, as well as barriers
with disruption of existing jobs, which is also true for Kazakhstan. Another research work
by [72] shows that Chinese participants of the survey expect fewer jobs, while participants
from Germany in comparison do not have such negative results. In the research by [73], a
lack of digital vision was presented as the most affecting barrier, which impacts the rest of
the barriers. This research shows issues like lack of strategy and well organization, lack of
digital skills, issues with legal frameworks, lack of knowledge about I4.0, etc.

Summarizing the findings presented in the literature review, as well as those identified
in the study, recommendations for both the government and businesses are provided, since
it is proven that every part of the ecosystem has a significant role in the I4.0 transformation.

Recommendations to the Government:

1. The feasibility of the enterprise support programs should be improved. Interviewees
reported that the actual impact from such programs is insignificant. Moreover, the
competency of program developers should be raised. The results show that digitaliza-
tion programs do not reflect the real needs of enterprises. Thus, the actual condition
of Kazakhstan enterprises should be well investigated;

2. Increase possibilities for the R&D development in the country (grants, competitions,
scholarships, etc.) through growth in investments;

3. Major investments are required to develop the ICT infrastructure across the country.
They can be attained not only by the governmental financing but also by creating a
competitive atmosphere;
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4. Investments or other tools (special credit terms, leasing mechanisms, and others) for
renewal/renovation of the factories are needed as well. They will slow down the
equipment aging for industries;

5. Transparency of processes should be increased to minimize the corruption level, one
of the possible solutions to toughen laws on corruption and exceeding authorized
duties, close all avenues to shadow business using digitalization tools;

6. Creation of the correct “ecosystem” (tax free for the initial few years, identification of
the pool of promising areas/businesses, improving their conditions through cover-
ing the needs) within the country would allow local companies to reach the global
supply chain;

7. Official regulations should be updated to keep up with modern technologies. Costly
projects with high possibilities to optimize processes and efficiency frequently fail
because of legislative issues;

8. The communication between the government, industry, and academy should be
improved to prepare skilled professionals. The lack of professionals pushes domestic
enterprises to seek solutions outside the country. This option is not affordable to most
of the companies due to the high cost of international consultants. One of the options
possible is to legally oblige related businesses pass training about Industry 4.0, in the
universities/educational organizations approved by government;

9. The technological culture should be promoted. Currently, some managers are pun-
ished for initiatives. Others are too conservative for innovations and resilient to them.
The paradigm shift will help to overcome the fear of digitalization and uncertainty
and decrease the resistance to change;

10. The adoption of international experience should account for cultural differences.
Unfortunately, this factor is sometimes ignored.

Recommendations to Businesses:

1. Companies need to pay more attention to the proper processes’ establishment. The
systematic approach is the basement of any organization. A poorly set system deteri-
orates the overall effectiveness of the enterprise;

2. A culture of self-learning from international experience should be supported. If it does
not exist, it should be developed. It is an excellent opportunity for SMEs with low
financial possibilities to study from international experience for an affordable price.
Moreover, it is great not only to imply that experience to the company’s processes but
to train employees;

3. Proper formation of the vertical integration within company is a need for the successful
implementation of I4.0 projects. Lack of communication leads to misunderstandings,
which is a reason for 70% of cases of projects fail, according to interviewee 4;

4. A system of change management needs to be introduced. It might include systematic
continuous training for employees, since the project is dependent on the capabilities of
employees’ success. The explanatory sessions, presenting the need of the organization
to apply new tools and other benefits, especially for employees need to be carried.
Develop the inter-organizational culture of life-long learning, allowing the workforce
to optimize their approach to work by searching for new optimal ways;

5. Leaders with a high knowledge of digital transformations are required, especially
for large enterprises and governmental entities. This critically important, yet simple
suggestion, is missed by governmental entities in most cases;

6. The smooth transition to Industry 4.0 can be reached through a prior defined strategy,
which will allow avoiding chaos and application of costly and inappropriate tech-
nologies. It was indicated that most of the companies in the country tend to learn or
make major changes in the strategy in the process of transformation; this approach
must be exterminated;

7. Digital/Industry 4.0 roadmap should be created to clearly define needed steps, roles
of the involved parties, employees, partners, etc. On top of that, a roadmap is required
to focus on the critical aspects, and avoid wasting resources. It should be clear for
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stakeholders that not the strategy, but the roadmap can be adjusted, changed, and
modified according to the needs of the enterprise.

Recommendations indeed are not limited to only provided ones, and their further
development can be considered.

6. Conclusions

This study investigated the actual opinion and needs of I4.0 stakeholders in Kaza-
khstan. Moreover, this paper studied most of the aspects of I4.0 transformation from the
implementers’ perspective. Key research findings are presented in Table 6.

Table 6. Key research findings.

Finding Details

An analysis of the current situation of I4.0 in
Kazakhstan (RO1)

Despite the various state programs dedicated
to improving the digitalization level, a
significant portion of the industries (80% for
manufacturing and 60% for the mining
industry) remains at the level of the second
industrial revolution.

An analysis of the I4.0 awareness level of
Kazakhstan companies, critical factors for I4.0
implementation, demanded enablers,
partnerships, and performance (RO2)

• I4.0 remains new, unknown, and
misconceived by most employees in
Kazakhstan. However, 67% of firms have
at least a few specialists with a good
understanding of I4.0 practices.

• The most critical factors for the I4.0
implementation are human resources
(80%) and culture (67%). Surprisingly, the
financial factor received the lowest score
(33%).

• The most demanded technologies in the
country are big data, ERP, and IoT.

• 93% of Kazakhstan companies are either
collaborating with or autonomously
learning from the I4.0 experience of other
international companies.

• 60% of interviewees indicated a clear
positive impact from I4.0 tools.

An analysis of the future perspectives
of enterprises (RO3)

Most of the respondents plan to further the
application of new advanced technologies. In
contrast, others will give more attention to
better integration between all existing
processes, systems, and technologies within an
organization. More details in Section 4.1.7.

An analysis of strengths, weaknesses, threats,
and opportunities for the I4.0 transformation in
Kazakhstan (RO4)

Detailed SWOT analysis is presented in Table 5.

Recommendations to optimize the I4.0
transformation (RO5)

The research findings allowed for proposing
recommendations for organizations and the
government of Kazakhstan, which presented in
Section 5 “Discussion and Results”.

In conclusion, the I4.0 revolution is already affecting many countries and industries.
Somewhere faster, somewhere slower, all enterprises will come to it. Therefore, organiza-
tions should correctly understand the conception of the revolution. If they want to succeed,
they should take the lead in the application of transformational projects. The pandemic
certainly had some lessons for all enterprises when the application of technologies was the
only way to survive. In general, by examining the analysis received during the study and
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future forecasts of I4.0 development in the country, the positive impact of I4.0 is seen. The
number of transformation projects per company is increasing. Many companies plan the
further enhancement of existing projects. With such an active elimination of barriers and
interaction with international partners, Kazakhstan companies have great potential for the
rapid implementation of I4.0.

6.1. Limitations

The first limitation of this study is that the Industry 4.0 concept is newly developing in
the country. Since most of the concepts and applications related to I4.0 have been developed
in the manufacturing sectors, its development in Kazakhstan, whose economy is generally
based on oil and gas production, has only been possible in parallel with the development
of the manufacturing sector in recent years.

The second limitation is the lack of trust by Kazakhstan companies. The academy-
government-industry triangle is not yet established in Kazakhstan, especially for the
manufacturing industry. Local firms remain skeptical about external researchers and have
strong privacy concerns. Thus, unwillingness of companies to participate in such studies
creates issues when conducting research projects.

The third limitation is the lack of weighting of discussed factors. This restriction
is inherent to the selected methodology. Lengthy semi-structured interviews have their
advantage in the richness of information, insights, and flexibility. However, the trade-off
is the lack of items weighting. This research is frontier in Kazakhstan, and thus it could
not provide interviewees with the list of I4.0 implementation factors to compare. Thus,
detailed quantitative analysis was not the aim of this study. Instead, it aimed to assess the
current status of I4.0 qualitatively, name existing problems, and suggest possible directions
and scopes for future research.

6.2. Future Research

Further research can develop a tool to evaluate company readiness for the I4.0 trans-
formation, its drivers, and bottlenecks. Next, such studies can be used to produce an I4.0
roadmap and draw recommendations for organizations in Kazakhstan. These might con-
sider company-specific characteristics and general Kazakhstan human resource, cultural,
governmental, financial, and technical factors of I4.0 implementation.

To create an effective guide, a study weighting the I4.0 implementation factors should
be conducted. It may employ a structured interview or survey to identify the most critical
items of the SWOT table. The study might use governmental resources to collect data from
a larger number of companies.

Since business processes vary from field to field, the I4.0 transformation plan should
be adjusted accordingly. Therefore, industry-specific I4.0 stakeholders’ analysis should
be performed. Future research might compare the I4.0 status and implementation factors
in different domains, such as manufacturing, mining, metallurgy, oil and gas industry,
and agriculture.

Furthermore, the I4.0 transformation can be accelerated by designing the I4.0 training
courses for managers and employees. A future study might identify the best learning
methodologies considering Kazakhstan’s cultural aspects.

Author Contributions: Conceptualization, A.T. (Ali Turkyilmaz), D.D. and E.S.; data curation, Y.L.,
A.T. (Akmaral Tokbergenova) and D.D.; formal analysis, D.D., A.T. (Akmaral Tokbergenova) and
Y.L.; funding acquisition, A.T. (Ali Turkyilmaz) and E.S.; investigation, A.T. (Akmaral Tokbergenova),
D.D., A.T. (Ali Turkyilmaz); methodology, Z.P., D.D., A.T. (Akmaral Tokbergenova) and Y.L.; project
administration, D.D., A.T. (Ali Turkyilmaz); resources, A.T. (Ali Turkyilmaz) and E.S.; Software,
Y.L. and A.T. (Akmaral Tokbergenova); supervision, A.T. (Ali Turkyilmaz) and E.S.; Validation, E.S.
and Z.P.; visualization, Y.L.; writing—original draft, D.D., A.T. (Akmaral Tokbergenova) and Y.L.;
writing—review and editing, A.T. (Ali Turkyilmaz), E.S. and Z.P. All authors have read and agreed to
the published version of the manuscript.



Future Internet 2021, 13, 137 21 of 25

Funding: The authors would like to thank Nazarbayev University for funding this research within
the project “Industry 4.0 Assessment of SMEs in Kazakhstan” under the Faculty Development
Competitive Research Grant Program (FDCRGP), Grant No.: 240919FD3919.

Data Availability Statement: The data presented in this study are available on request from the
corresponding author. The data are not publicly available due to the privacy concerns of interviewees.

Conflicts of Interest: The authors declare no conflict of interest. The funders had no role in the design
of the study; in the collection, analyses, or interpretation of data; in the writing of the manuscript, or
in the decision to publish the results.

Appendix A

Quotation ID (Q), Quotation, Interviewee ID (I)
Q1, “At the moment, the company uses technologies such as the IoT. When laying the

network, we install special sensors. They allow us to determine breakdowns and other
technical problems in the operation of cables. In addition, the organization plans to use Big
Data processing technologies. The aim is to optimize future large amounts of data.”, I8.

Q2, “The main problem with the implementation of I4.0 is that many entrepreneurs do
not understand what benefits they can get from the implementation of certain technologies
of I4.0. The second problem is the low level of awareness among top management about
I4.0. The third problem is a direct result of the above two problems. It is that companies
that do not have sufficient knowledge in I4.0 technologies are trying to implement them,
which leads to a fiasco.”, I7.

Q3, “There is no technological culture at all in Kazakhstan.”, I3.
Q4, “There was an attempt to implement the ERP system in the company three years

ago. It failed because of the misunderstanding of the ERP system by employees. If a com-
pany does not build the processes correctly, no system will work correctly. All employees
must understand the principle of the system and the exact order of all procedures for the
most harmonious work.”, I7.

Q5, “There was a proposed project in the sphere of biometrics—facial recognition
via the deployment of computer vision technologies. However, even though the project
can be facilitated and launched in little time, there is a huge room for bureaucracy from
the government side. This holds not only for this project but for all projects related to the
governmental sector. Thus, the main obstacle here is the high level of bureaucracy that
greatly decelerates the development of projects and strategies.”, I10.

Q6, “In Kazakhstan, most of the problems with digitalization are cultural. People may
not be convinced, even though the project is objectively good.”, I5.

Q7, “One of the challenges is the fear of new things or fear of uncertainty. The majority
of customers still stick to the old technologies and past trends, and there is no willingness
to accept the new trends.”, I10.

Q8, “The 1st basic issue is business mental readiness. I4.0 will not immediately
give a result. Thus, companies need to prepare for this fact. The company must have a
culture of introducing something new all-time and do not expect that everything will be
successful.”, I4.

Q9, “The problem is in people’s culture. Any transformation is based on people,
processes, and technology, but the most important part is people. If dwellers are against
the idea, they start sabotaging ideas. Then, the system will not work. If a culture does not
have a welcome strategy, then it is doomed to fail.”, I5.

Q10, “Everything that we take from other countries needs adaptation: methods,
mentality, political, economic, environmental, and human resources.”, I3.

Q11, “Enterprises have no financial opportunities to invest in digitalization.”, I3.
Q12, “Consulting companies ask for a big salary.”, I12.
Q13, “Not many people realize that digital transformation will pay off in the fu-

ture.”, I11.
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Q14, “There are no equipment and powerful computers. Therefore, these systems
cannot work. It is also important to pull up the level of communication, the Internet. The
Internet should be accessible throughout the KZ.”, I11.

Q15, “Another main problem is the disintegration of technological systems. Several
technologies can complement each other. However, the lack of an integrating framework
hinders the application of both technologies effectively and efficiently.”, I10.

Q16, “The government agencies and laws should keep pace with the development
of technology. Technology often allows, but the legislation still prohibits it. Legislative
changes must be liberal. When the law allows the development of Industry, the business
responds quickly.”, I5.

Q17, “Government support of SMEs in terms lessening the taxation rate and providing
financial leasing is a good thing. However, the important factor here would be to not put
the obstacles for the development. Some initiatives are not as helpful as expected. The
realities of actual business processes are a bit harsh because of corruption, bureaucracy,
lack of competence.”, I1.

Q18, “ . . . one of the most popular and demanded technologies are Big Data. For all
Kazakhstan companies, Big Data analysis is becoming critical to optimize operations and
improve processes.”, I13.

Q19, “The software programs develop very fast. There is a focus on cloud-based ERP
platforms. So, you have your company on your smartphone.”, I2.

Q20, “There are no Kazakhstan specialists who can work on modern equipment. There
are no technical schools in Kazakhstan to prepare people.”, I3.

Q21, “Our company uses the experience of a Russian telecommunications company
since there are no such technologies in companies of Kazakhstan.”, I8.

Q22, “Yes, we take many courses, study literature, invent a lot of ourselves, read
articles, talk with other experts, but we try to implement our ideas.”, I4.

Q23, “One of the problems in Kazakhstan is the problem of working with foreign
companies. Some companies cannot work with foreign colleagues, since, in their opinion,
foreign companies have too high demands. This problem exists mainly because companies
in Kazakhstan do not have an established system of work processes.”, I7.

Q24, “We implemented several technologies, such as financial system, quality man-
agement, and CRP. These allowed the company to be more efficient and increased the net
income.”, I7.

Q25, “Now the majority of citizens understand that the established project increases
the safety on roads.”, I10.

Q26, “The main reason for the project failure was the lack of concrete results or the
lack of funding for the project.”, I15.

Q27, “Digitalization is inevitable, somewhere faster, somewhere slower. Gradually,
programs and hardware become cheaper, more affordable.”, I4.

Q28, “We have been operating for just four years, but we already emphasize big data.
Today we do not have much data, but over decades our new wells will produce it. This
data will be recorded every second or even more frequently.”, I13.

Q29, “All technologies will be used in symbiosis with each other. This symbiosis helps
to correctly distribute tasks between employees and optimize processes.”, I14.

Q30, “We as individuals are constrained because we use a system that was good in
previous revolution, previous stages of development. We cannot cope with changes and it’s
creating a problem which means we need a system to bridge this gap exponentially.”, I2.
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